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Abstract:  
This study takes the network public opinion of Sina Weibo as the starting point, and uses big data mining technology to 
technically capture three types of network security events and user comments on Sina Weibo in the new era. LIWC 
(Linguistic Inquiry and Word Count) software conducts machine-assisted text analysis on the main viewpoints in the 
progress of network security incidents, aiming to explore the social mentality of netizens such as emotions and 
rationality in different types of network security incidents. 
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1 INTRODUCTION 

In the information age, the Internet continues to 
accumulate massive data on people's behaviors and texts, 
bringing unprecedented opportunities to psychological 
science [1] [2] [3]. The current Internet space is roughly 
divided into five types of information fields: news 
websites, forums, Weibo, WeChat and news clients [8]. 
The 49th "Statistical Report on Internet Development in 
China" [5] by the China Internet Network Information 
Center shows that as of December 2021, the number of 
Internet users in my country has reached 1.032 billion, an 
increase of 42.96 million compared with December 2020, 
and the Internet penetration rate has reached 73.0%. 
General Secretary Xi Jinping has also repeatedly 
emphasized the dialectical and unified relationship 
between network security and informatization 
development. [6] In recent years, a situation of “two 
microblogs and one end” (Weibo, WeChat and Toutiao 
client) has gradually formed. Although WeChat is the 
most active information dissemination platform, it is not 
a space for public opinion in society. Netizens make 
immediate judgments of online incidents, often based on 
emotions and intuition, as well as the deeper social 
psychology behind them. Language is an important 
medium for understanding individual emotional states, 
social relationships, thinking styles and even 
distinguishing individuals [4]. Since the 1980s, 
Pennebaker et al. have invented a text analysis tool based 
on a computer software program, "Language Exploration 
and Word Counting" (LIWC), when studying the 
therapeutic effects of emotional writing. Software for 
quantitative analysis of word categories (especially 
psychological words). After more than two decades of 
development, due to the good validity of LIWC, the tool 
has been widely used by psychological researchers in 
various aspects [7]. 

To sum up, this study uses Sina Weibo as a sample to 
investigate typical events affecting network security, and 
conducts technical capture of network security events 
and user comments. The main viewpoints in the progress 
of network security incidents are machine-assisted text 
analysis, and reflect the social mentality of netizens in 
different types of network security incidents. 

2 RESEARCH METHODS 

2.1 Identify alternative hotspot cybersecurity 
incidents 

This study mainly identifies three types of cyber 
incidents: political security, economic security and 
technical security. Two representative cases are captured 
for each type: Snowden's "Prism" incident (2013) and 
Hillary's "Email". The incident (2016) involved national 
sovereignty security and the construction of a community 
with a shared future on the international network. The 
"Bitcoin" ransomware (2015) and the "Eternal Blue" 
incident (2017) involved the economic security of the 
combination of Internet economic fraud and ransomware. 
The Apple users information theft incident (2015) and the 
Yahoo leak incident (2016) involved the security of 
network technology, and the leakage of user information 
greatly threatened the security of citizens' personal 
information. 

2.2 Hotspot network security event 
preprocessing 

First, the keywords for time search are extracted, and 
by analyzing the content of the event, two coders 
summarize the keywords separately, and then return to 
Weibo to search, and select the keyword combination 
with a large and accurate return value. On average, 2-3 
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keywords are extracted per event. The main purpose is to 
ensure that event-related texts are obtained as accurately 
and comprehensively as possible when scraping Weibo. 

Second, determine the time event range. For example, 
the "prism gate event" is temporally sorted to determine 
the time range in which the time occurs. The start time is 
the time of the first media report, and the end time of the 
event is determined according to the amount of 
discussion on Weibo. If the amount of discussion on 
Weibo is 0 for 3 consecutive days, the event is considered 
to be over. If there is a discussion caused by subsequent 
sub-events, it will be dealt with separately. The searched 
event data can be accurately located on the network 
platform through a combined search of keywords and the 
time when the practice occurred. 

2.3 Sina Weibo Crawl and Sort 

Firstly, we use web crawlers to crawl Weibo text 
content related to popular event reports on Weibo based 
on keywords. 

Secondly, combined with the start and end time of the 
time as the limit, the event keywords are searched to 
obtain the number of related Weibo texts. This number 
indicates the popularity of the event on the Weibo 
platform. The more the number, the more attention it is 
on the Weibo platform. 

Thirdly, the work of deduplication and noise removal 
is carried out on the correlation number of microblogs, 
and the correlation degree is guaranteed to be increased 
to more than 70% after sampling inspection, and the 
irrelevant microblogs are deleted. 

2.4 Text analysis of the investigation content of 
hot network security incidents 

Psychological features of the text were extracted 
using the simplified Chinese version of LIWC. LIWC is 
a kind of natural language processing technology, which 
can quantitatively analyze the text content and calculate 
the different categories of words in the imported text file. 
This report mainly uses the "emotional word frequency" 
indicator. 

3 RESEARCH RESULTS 

3.1 Analysis of Netizens' Popularity of Hot 
Network Security Events 

Comparing the three types of hot network security 
incidents initially screened, it can be found that the 
concerns of netizens are shown in Table 1: 

 

 

Table 1: Analysis of the popularity of different types of 
network security incidents 

 
 

First of all, in terms of the number of comments, the 
economic security incident received the highest attention, 
and the number of comments on bitcoin blackmail virus 
was 25467; The second is political security events. The 
number of comments on Hillary Clinton's "mail gate" 
event is 20263; Finally, there are technical security 
incidents. The number of comments on Yahoo leaks is 
650. 

Secondly, in terms of the number of people forwarded, 
Snowden forwarded 47237 political security incidents; 
The second is the largest number of economic security 
events forwarded, with 29958 people forwarding bitcoin 
extortion virus; Finally, there are technical security 
incidents. The number of comments on Yahoo leaks is 
687. 

To sum up, from the total number of participants 
(comments + forwarding), economic and security events 
are the most concerned, with the total number of bitcoin 
blackmail virus participants reaching 55425; The second 
is the political security events. The total number of 
Snowden prism gate events involved reached 49154; 
Finally, there are technical security incidents. The total 
number of Yahoo leaks involved is 1337 respectively. 

Finally, in terms of the number of media participants 
in the first layer, economic security events are the most 
concerned. The number of media participants in the first 
layer of bitcoin blackmail virus is 28; The second is 
political security events. The number of media 
participation at the first level of Snowden prism gate 
event and Hillary Clinton mail gate event is 26 and 21 
respectively; Finally, there are technical security 
incidents. The number of media participants in the first 
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layer of Yahoo leaks is 12, and the number of Apple 
users' information theft is 5. 

Based on the above data analysis indicators, it can be 
seen that economic security events are the most 
concerned by the media and Internet users, followed by 
political security events, and finally technical security 
events. Netizens are more intuitively concerned about 
events related to their vital interests. Economic and 
political security are closely related to everyone's 
personal safety, property safety and national sovereignty. 
However, the attention to the security in the field of 
technology is relatively low, mainly because the 
correlation between information technology and network 
facilities and people's daily life is relatively weak, and it 
is related to the individual scientific, technological and 
cultural quality of citizens. 

3.2 Analysis of Internet users' involvement in 
hot network security events 

Netizens' involvement in hot network security events 
is mainly analyzed from the aspects of positive emotion, 
negative emotion, anxiety, anger and sadness. See Table 
2. 

Table 2: Emotional index of Internet users on network 
security events 

 
 

First of all, from the perspective of positive emotions, 
the political security event had the highest positive 
emotions. The positive emotions of Hillary Clinton e-
mail event was 0.205, followed by technical security 
events. The positive emotions of Apple user information 
theft event was 0.183, and finally economic security 

events. The positive emotions of eternal blue event was 
0.133.From the perspective of negative emotion, the 
negative emotion of technology security events is the 
most obvious. The negative emotion of Apple user 
information theft event is 0.275, followed by political 
security events. The negative emotion of Hillary Clinton 
e-mail event is 0.21, followed by economic security 
events. The negative emotion of eternal blue event is 0.03. 

Secondly, from the perspective of the anxiety of 
Internet users, the anxiety of political security events is 
the strongest. The anxiety of Hillary Clinton e-mail door 
event is 0.027, followed by the technical security event. 
The anxiety of Apple users' information theft event is 
0.008, and finally the economic security event. The 
anxiety of bitcoin extortion virus event is 0.006. 

Finally, from the perspective of netizens' sadness, 
political security events have the strongest sadness, 
Hillary Clinton's email door event has a sadness of 
0.0278, followed by technical security events, Apple user 
information theft event has a sadness of 0.004, and finally 
economic security events, and bitcoin blackmail virus 
event has an anxiety of 0.001. 

To sum up, it can be seen from the positive and 
negative emotions that, on the whole, the overall 
emotions of Internet users are mainly concentrated in 
political security events and technical security events, 
and the word frequency of positive and negative 
emotions is relatively high. The word frequency of 
anxiety and sadness is high in political security events. 

3.3 Analysis on attitude index of Internet users 
towards network security events 

Based on the emotional analysis of Internet users, the 
attitude index of Internet users can better reflect the 
mentality of Internet users. As shown in Table 3. 

Table 3: Analysis of netizen attitude index 
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Netizens' attitude index is the internal attribution 
mechanism and final attitude type of netizens towards hot 
events. Netizens' attitudes towards network security 
incidents can be divided into positive attribution and 
negative attribution, specifically divided into hope, 
expectation of problem solving, pessimism and 
indifference. Hope is a collection of positive emotions + 
high sense of control, such as awesome, happiness, etc; 
Expected problem solving degree is a combination of 
negative emotion and high sense of control, anger and 
rolling; Pessimism is the combination of negative 
emotion and low sense of control, such as pit dad and 
sadness; Apathy is a combination of positive emotion and 
low sense of control, such as floating clouds, onlookers, 
etc. When the optimism and expectation of hot network 
security events exceed the pessimism and indifference, 
the attitude index is >0; On the contrary, the attitude is 
<0.It can be seen from the attitude index of Internet users 
on various types of network security leave that the 
highest sensitivity is political security incidents, 
Snowden's "prism gate incident" is 0.075, followed by 
technical security incidents; The highest degree of 
rationality is the economic security event. The eternal 
blue event and bitcoin blackmail virus are 0.213 and 
0.203 respectively; The highest degree of hope is the 
political security event, and the Snowden prism gate 
event has a degree of hope of 0.006. 

Netizens' attitudes towards political security incidents, 
such as Hillary Clinton's "e-mail gate" incident, were 
slightly more negative than positive, and their sense of 
anger was higher than their sense of anxiety and sadness. 
Netizens' high-frequency words in their comments and 
replies, such as Trump's victory and Google's shame, 
showed that netizens' attitude towards political 
democracy tended to be rational, and citizens' awareness 
of democratic politics was constantly enhanced; 
Netizens' attitude towards economic security events, 
taking eternal blue as an example, positive emotions are 
higher than negative emotions, and feelings of anger and 
anxiety are higher than feelings of sadness. Netizens' 
high-frequency words in comments and replies, such as 
"watch out" and "turn off the port", indicate that Internet 
names are beginning to be more vigilant about personal 
information security, and their awareness of information 
security is enhanced; Netizens' attitudes towards 
technology security incidents take the theft of Apple 
users' information as an example. Negative emotions are 
higher than positive emotions, and feelings of anger and 
anxiety are higher than feelings of sadness. Netizens' 
high-frequency words in comments and replies, such as 
"atmosphere", "terrible" and "also stolen", indicate 
netizens' hidden worries about information technology, 
and expressed strong dissatisfaction with apple and other 
large companies' violations of citizens' personal 
information privacy. 

 

4 CONCLUSION 

By sorting out and analyzing the typical network 
security events that affect the process of network security 
in China in the new era, we can roughly draw the 
following conclusions: Internet users pay more attention 
to social security topics related to their immediate 
interests, show high positive emotions, and have a strong 
sense of responsibility and mission; The emotion of 
netizens is easily infected by the network emotion, and 
the herd mentality is obvious; On the Internet platform, 
Internet users have an international perspective and pay 
high attention to international political events; The 
overall attitude of netizens is positive and stable, showing 
strong dissatisfaction and anxiety in major security 
incidents. 
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