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Abstract. The traditional currency cross-border circulation model has many
problems in terms of efficiency, cost, and security. The private digital currencies
represented by Bitcoin and Ethereum are flourishing and occupying an increas-
ingly important position in cross-border payments. However, digital currencies
themselves face great uncertainty and affect the stable operation of the global
monetary system. In response, countries have started to develop CBDCs to en-
hance their financial inclusion and international competitiveness of their curren-
cies with the advantages of digital currencies. However, the birth of new technol-
ogies often creates new problems, and CBDCs face a trade-off between privacy
and transparency in their design, which can directly affect the supervision of
CBDC funds and lead to CBDCs becoming a tool for financial crimes. This paper
introduces the background and dynamics of CBDC development and the chal-
lenges it faces and combines existing relevant research and literature to propose
countermeasures against CBDC financial crimes from several aspects: big data,
artificial intelligence, and new regulation. Finally, future research directions in
this field are proposed.
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1 Introduction

Traditional cross-border currency movement models can be divided into three types:
single platform model, interconnected model, and correspondent bank model. In prac-
tice for many years, the cross-border currency flow model centered on correspondent
banking has shortcomings in terms of security, efficiency, and cost.

In addition to traditional monetary cross-circulation payment means, various private
digital currencies are flourishing, occupying an increasingly important position in
cross-border payments and potentially disrupting the traditional monetary system. Alt-
hough digital currencies can overcome the defects of traditional currencies with the
help of digital technology and form high-quality financial innovations, such innova-
tions are disruptive. Specifically, digital currencies themselves face great uncertainty,
affecting the operation of the global monetary system [1]. In the field of cross-border
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payments, while digital currencies serve as efficient and convenient payment tools,
their anonymity also facilitates transnational money laundering and other crimes. Based
on the perceived risk and value of private digital currencies, many countries have
strengthened the regulation of digital currencies and have conducted studies on legal
digital currencies and their cross-border flows. The independent or joint research and
development of CBDC in each country is a response to the disorderly and unregulated
development of private digital currencies and compliance with the digital currency in-
novation in the digital economy era. Compared with domestic circulation, CBDC cross-
border flows face more obstacles due to issues such as monetary sovereignty, regulatory
differences, and changes in the international monetary system, which also gives rise to
a series of issues such as how to build a new international monetary system and pay-
ment infrastructure, how to construct new international monetary laws and how to reg-
ulate them. International organizations such as BIS and IMF, national central banks,
and academics have conducted studies on CBDCs and their economic impact. The num-
ber of related studies has increased significantly in recent years.

This paper analyzes the background, dynamics, and challenges of the emerging
CBDC. Chapter 2 will introduce the features and advantages of CBDCs and the trade-
off between privacy and transparency with existing CBDC-related research and litera-
ture, pointing out that poorly designed and regulated CBDCs may become tools for
transnational financial crimes. Chapters 3 and 4 give possible countermeasures against
CBDC financial crimes from two aspects. Chapter 3 emphasizes the use of multi-chan-
nel data fusion combined with big data and artificial intelligence algorithms to detect
suspicious CBDC transactions. Chapter 4 proposes the use of tiered CBDC accounts,
the strengthening of cooperation and coordination mechanisms for cross-border trans-
action regulation, and the use of CBDC's innovative technologies to design new regu-
latory schemes to achieve "regulation by design" from the perspective of strengthening
regulation. Chapter 5 concludes the paper and proposes future research directions.

2 Related work

“By the end of 2021, more than a quarter of central banks were developing or running
CBDC pilots. To make sure that cross-border functionalities are considered in time,
central banks across the globe must collaborate at an early stage. Only then can CBDCs
have a significant impact on the costs, speed, access, and transparency of cross-border
payments.”, said Skingsley, chair of the CPMI Future of Payments Working Group and
First Deputy Governor of Sveriges Riksbank [2].

Some scholars believe that the research on CBDC is still in its infancy in most coun-
tries, and it is necessary to solve the following two basic questions before exploring the
advantages of CBDC for cross-border flows. First, whether CBDC must adopt block-
chain technology. The second is how CBDCs are issued and circulated [3].

Sriram Darbha and Rakesh Arora argue that, in general, lower levels of privacy pro-
tection are easier to achieve. For higher levels of privacy protection, the system must
encapsulate the information in a reliable device. This increases complexity and raises
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operational costs and computational expenses. As a result, there are significant chal-
lenges in scaling up to national population sizes, both with DLT and non-DLT plat-
forms. Rushing to deploy the technology on a large scale, such as micro-payment sys-
tems applied to IoT terminals, will have unknown technical barriers that will lead to
unpredictable risks [4].

Privacy protection and control of international monetary crime in CBDC cross-bor-
der flows are two sides of the same coin. On the one hand, when a country is concerned
about privacy protection, it will tend to adopt a value-based CBDC scheme, the CBDC
will exhibit anonymous cross-border circulation characteristics, which facilitates cross-
border money transfer [5]. Therefore, value-based CBDCs may become a tool for
money laundering and terrorist financing if they are not properly designed and regu-
lated. Even if designers adopt account-based CBDC, users' personal information is only
available to the central bank. This makes it more difficult to control currency crimes
when countries are unable to collaborate throughout the regulatory process. This situa-
tion will get worse as the number of issuing countries increases.

3 Anti-CBDC financial crimes through risk detection
algorithms

3.1  Strengthen the integration of multi-channel data

In addition to using data on the flow of funds between financial institutions and third-
party payment platforms, regulatory institutes can also adopt a combination of data
from government departments such as taxation, customs, transportation, courts, and
multiple sources in the field of business activities. Through these channels, the sources
of customer information are expanded, and the identification of suspicious transactions
can be made more accurate and efficient by comparing customer information data.

After the data of large and suspicious fund transactions are reported to the AML
center, the department forms the analysis report to be reviewed through data integration,
information matching, and analysis. Based on the acquired information, the department
will analyze the transaction situation and the relationship between transaction subjects.
This makes it possible to trace the currency transaction, analyze the correlation, and
seize suspicious currency when necessary.

3.2 Integration of existing big data and artificial intelligence solutions

The given table lists the related research into anti-financial crimes. These technologies
have been partially implemented in traditional regulatory systems, which can also be
modified to play an indispensable role in anti-CBDC financial crimes.

Table 1. Related Big Data and Al research (Self-generated)

Direction Designers Technology researched
Fraud detec- | Yu et al. Random wandering algorithm [6]
tion Tran et al. An improved system combining breadth-first search
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on the random wandering algorithm [7]

Yang et al. The search of suspicious nodes from known suspi-
cious nodes [8]
Anti-money | Sun et al. Using complex network theory to study anti-money
laundering laundering [9]
Liu et al. Analysis of the fund flow relationship between

money laundering linked accounts using topological
institution analysis tools [10]

Zhang et al. | Anti-money laundering system based on Al [11]

4 Anti-CBDC financial crimes through enhanced
regulation

4.1 Anti-CBDC financial crimes by raising the entry threshold

Money laundering violations are often associated with major crimes such as economic
crimes, drug transactions, and terrorist activities, and involve the financial sector. Ac-
cording to the characteristics of the CBDC system, hierarchical authorization can be
considered. Digital wallets that store CBDC is reviewed by employing tiered authori-
zation to better "know your customer" (KYC) and to set limits accordingly. If users
only register their digital wallets through cell phone numbers, they can only meet basic
needs such as small payments; if they need to obtain higher limits, they must further
upload identification information.

4.2  Further strengthen cross-border transaction regulatory
cooperation and coordination mechanism

Cross-border payment is an important application area of CBDC, involving regulatory
synergy and mutual assistance among transnational and cross-regional. In regulatory
practice, a multilateral regulatory cooperation mechanism should be actively prepared
and established, and the "Group of 20" (G20) can be considered to take the lead in
building a regulatory framework for CBDC cross-border payments; the IMF should
take the lead in drafting multilateral regulatory rules, clarifying the rights and obliga-
tions of countries (regions) in the regulatory framework, and determining uniform
standards and defining a unified standard and normative system, framework, as well as
sorting out various financial risks and issuing risk guidelines. At the national (regional)
level, the IMF should also actively explore bilateral and multilateral regulatory coop-
eration, clarify their respective jurisdictions, regularly conduct comprehensive research
and cooperation, and consider establishing information and data sharing mechanisms
for tax evasion, large suspicious transactions, money laundering, illegal financing, sup-
port for terrorist activities and other illegal and criminal acts that occur in the process
of cross-border trade and payment settlement. Nations and regions shall actively ex-
plore cooperation mechanisms such as joint investigations and cross-border litigation.
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4.3  New type of RegTech based on the new technology of CBDC

When it comes to anonymity, the trade-off between privacy and transparency will affect
the effectiveness of the anti-financial crime crackdown. The emergence of CBDC al-
lows the regulation to be embedded in the technology itself. Notably, design-based reg-
ulation has evolved from Lessig's "code is law" [12], which claims that behavior in
cyberspace is controlled by software code. This concept has led to a new understanding
of embedded regulation [13]. That is, regulation can be achieved proactively by dealing
with the code itself [14]. The programmability presents multiple opportunities where
AML based on embedded smart contracts and software can generate new crime pre-
vention strategies, which is the so-called "regulation by design” [15]. Thus, this may
address the issue of technical regulatory interoperability in the cross-border CBDC
world. For instance, ReglLang is a regulatory-oriented smart contract programming lan-
guage that allows regulatory experts to write regulatory policies as digital regulatory
rules and run them as smart contracts on the blockchain. If the transaction initiator or
transfer recipient is on the blacklist, the transaction will be rejected by the supervisory
contract [16].

5 Conclusion

As mentioned earlier, the emergence of CBDC can enhance financial inclusion and
promote the regulation of funds. It will have a huge impact on the future global financial
system and reshape the future of cross-border settlement business. The maintenance of
monetary sovereignty by countries is an important driver of global competition for
CBDC. However, CBDC still faces the contradiction of trade-off between privacy and
transparency, and improper design and regulation may become a tool for cross-border
financial crimes. Central banks and regulators should cooperate early on issues such as
technical cooperation and joint monitoring of cross-border capital flows. There are
many existing big data and artificial intelligence algorithms, but the application in the
field of CBDC still lacks research and needs to be adapted to the details of the under-
lying system of CBDC in each country. At the same time, the new type of regulation
based on CBDC smart contracts - "compliance into design" is also a key research di-
rection for the future.
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