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Abstract 
Cloud computing has been widely deployed and consumed across different application domains. It has been defined as 
a shared pool of computing resources. In cloud computing, data governance plays a critical role in enhancing overall 
performance and ensuring data security. This paper analyzes how to achieve data security in the scope of data 
governance regarding the organization structure and existing techniques by reviewing related research findings. The 
second part discusses security’s role in an organization’s data governance framework. The third part analyses the specific 
security risk and the expected risk mitigation methods reviewed.  
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1. INTRODUCTION 

Data governance can be defined as a management 
framework in company documents, used to allocate rights 
and obligations regarding decision-making so that data 
can be processed as company assets [1]. The governance 
is connected to the optimal utilization of assets and then 
treats the IT and data as assets in organizations used to 
cultivate internal data governance development [2]. Data 
governance procedures connect to the whole data 
lifecycle, including data organization, storage, backup 
and recovery, management and maintenance, and finally, 
data retention and secure destruction. It aims to guide 
records management and corporate content management. 
Meanwhile, it provides a framework that integrates IT 
infrastructure into the organization in the most proper 
method. So, organizations are expected to have an overall 
data governance strategy to optimize the value of data 
information and minimize potential risks [3]. 

Organizations are increasingly emphasizing their 
governance in the face of the increased volume and 
complexity of data and the additional demands for 
combining, manipulating, storing, and presenting 
information. However, data security has become an 
important issue in data governance devices. AI-Ruthe 
et.al pointed that security is considered to be the biggest 

challenge in data management. The most critical issue in 
adopting the cloud computing model is that a data 
management framework cannot be deployed in the IT 
infrastructure and service configuration. It requires new 
design and implementation to satisfy the requirements [4]. 
This paper discusses how to achieve data security in 
cloud data governance from management and technical 
application. 

2. DATA SECURITY IN ORGANIZATION 
MANAGEMENT 

2.1 Data security in organization framework  

The data governance framework has been 
investigated regarding its design and implementation.  
AI-Ruthe et.al has proposed a conceptual framework that 
the construction of data governance within an 
organization mainly includes five steps: data governance 
structure, data governance assets, data governance 
functions, negotiation, and data governance service-level 
agreement development. Although data security issues 
are mainly dealt with in the third step, this is a continuous 
process based on the execution strategy and the supplier 
selected in the first step [5]. Regarding asset 
determination in the process, Haider has analyzed the 
asset lifecycle data in data governance. Connected his 
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category to cloud computing, it includes metadata 
management, document management, data quality 
management, data structure management, data security 
management, and database operation management [6]. 
Considering cloud data governance should interact with 
the third party, the accountability mechanism has been 
proposed to strengthen the overall security level. It could 
be defined as a model which could provide interactive 
sharing resources to managers and suppliers, such as 
network, storage, applications, and service [7]. The 
accountability mechanism connects three parties, the 
organization, the cloud provider, and the certificate 
association (CA). The organization could authorize CA 
to take supervisory behavior to cloud suppliers (as figure 
1 shows).  

 

Figure 1: Accountability governance 

The reviewing of the data governance in the designing 
phase presents the conceptual framework in figure 2.  

 
Figure 2: Conceptual framework of data governance design 

2.2 the management architecture in data 
governance 

After analyzing the overall data governance 
framework, this part will study the security issues in the 

management structure. According to AI-Ruthe et al., It 
mainly includes three corresponding groups, which can 
be divided into three-level management models: a group 
of senior managers, a middle-level management team, 
and a data governance working group [5]:  

 

Figure 3: 3-tier management model in data governance 
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According to Khatri and Brown, Data and IT have 
been thought of as IT assets in organizations, the same as 
human assets, financial assets, physical assets, IP assets, 
and related assets. Security will be controlled in data 
access, which should be managed by the Chief 
Information Security and Data Security Officer [8]. 
Weber et al. also put forward two connotations 
corresponding to data security. It refers to modern crystal 
algorithms to protect data security to ensure data integrity 
and confidentiality. In addition, it is related to the 
protection of data in modern data storage methods [9]. 
Felici et al. investigate accountability mechanisms in 

cloud computing, and the data security issues in 
organizations and be in charge of the data security 
program [10]. Wende’s research emphasized on data 
quality management (DQM) approach in data governance. 
In order to address the organizational problem in terms of 
IT and management, DQM should establish organization-
wide guidelines and standards that are consistent with 
corporate strategies and data governing laws [11]. In that 
way, data security is comparatively specific from a 
management perspective, so it may not reach the strategic 
level. The overall data security governance model has 
been concluded below:  

 
Figure 4: Data security management framework  

From the security management framework, it can be 
seen that the data security in the organization would be 
accomplished based on the 3-tired architecture. The IT 

governance will be integrated with the whole process to 
realize the overall contingency with the business 
strategies. 

3. CLOUD DATA SECURITY ISSUE IN TECHNICAL FACET 

3.1 Cloud computing security framework  

Specific to technical facets of cloud computing, data 

security questions could be categorized into several 

dimensions. Garner has pointed out that cloud users 

should inquire about seven specific security problems, 

including privileged user access, regulatory compliance, 

data location, data segregation, recovery, investigative 

support, and long-term viability[12]. Cloud data security 

and cloud computing infrastructure-related policies, 

controls, and technologies are different from the 

traditional IT environment [13]. Within this scope, data 

security and privacy should be well deployed throughout 

the data life cycle. 

 

Security questions could be categorized into several 

dimensions. Garner has pointed out that cloud users 

should inquire about seven specific security problems, 

including privileged user access, regulatory 

compliance, data location, data segregation, recovery, 

investigative support, and long-term viability [12]. 

Cloud data security and cloud computing 
infrastructure-related policies, controls, and 

technologies are different from the traditional IT 

environment [13]. Within this scope, data security  

should be well deployed throughout the data life cycle. 

 

Regarding data security risks, Sangroy et.al 

analyzed the principal risks of data security 

management. They pointed out seven significant 

security challenges in the cloud environment, 

including data location, investigation, data isolation, 

long-term survivability, compromised servers, 

regulatory compliance, and recovery [14]. Sood 

proposed a framework that could offer complete 

security of data governance in cloud computing. A 

series of challenges were also concluded, which refer 

to unauthorized servers, brute force attacks, a threat 

from a cloud service provider, tampering with data, 

and loss of user identity or password [15]. Connected 

to the current finding of the security issue to the cyber 

risk assessment methods, the overall data security 

threats can be assessed in figure 5. It could be seen that 

security mitigation methods should be integrated into 

every procedure in the data life cycle to realize the 

confidentiality, integrity, and availability of data. 
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Figure 5: Data security threat in the data life cycle 

Based on the assessment, there are four technical 
methods related to the data security risk that should be 
focused on to promise the confidentiality, integrity, and 
availability of data: user authentication, data encryption, 
three-party negotiation, and data backup.  

3.2 Data risk mitigation mechanism 

3.2.1 Data encryption 

Encryption has been thought to be one of the most 
effective methods to prevent intrusion，  which is a 
means of distinguishing information using algorithms 
[16]. It is a way to secure the data in an untrusted cloud 
server [17]. Encryption is the process of disguising 
information and transferring them into ciphertext, while 
decryption is restoring them into readable form [16]. In 
cloud computing, despite symmetrical encryption and 
asymmetric encryption, attribute-based encryption (ABE) 
and identity-based encryption (IBE) are efficient systems 
with fine-grained access control. With the data generated 
in multiple organizations, access policies could be 
conducted by multiple authorities [18].  

a) The three encryption methods 
In symmetrical encryption, the key used to encrypt the 

message is consistent with the one used to decrypt the 
message. With asymmetric encryption, the key utilized to 
encrypt the message varies from the one used to decrypt 

it [16]. Attribute-based encryption (ABE) and identity-
based encryption (IBE) could be realized by authorized 
management, which means that all the private keys 
should be managed in the authorization center. To avoid 
a centralized attack, Hierarchical IBE and Hierarchical 
ABE be managed in different levels so that the key can 
be allocated in different levels [18].   

 
Figure 6: Symmetric encryption 
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      Phase Security focus  (Potential threat)Security Requirment Owners Application/Mechanism

Confidentiality Senior level
executives

Integrity Middle management
group

Availability Data governance
working group

Confidentiality Middle management
group

Integrity Data governance
groups

Confidentiality Middle management
group

Integrity Data governance
groups

Availability Cloud providers

Confidentiality Senior level
Executives

Integrity Middle management
group

Availability Data governance
working group

Confidentiality Middle management
group

Integrity Data governance
working group

Availability

Confidentiality Middle management
group

Availability Data governance
working group

Confidentiality Middle management
group
Data governance
working group

 Generation
The overall security plan may not
complete enough or cannot be
implemented.

Need analysis、Riskassessment

Data Security in data life cycle

Transfer

Confidentiality should be ensured in the
whole data transfer process, not only
between enterprise storage and cloud
storage, but between different cloud
storage services (cloud providers).

Use

Encryption is critical in this procedure
for simple storage service, while it could
not be utilized in cloud-based
applications in the PaaS or SaaS model.

Encryption、Backup datafrom the cloud regularly、User authentication

Access control 、Constructinternal data centers

Share
When sharing with third parties, data
owners should consider whether the
third party could be authorized to use.

User authentication、
Segmentation of duty

Destruction

When data is not required, it should be
destroyed, which may exist and can be
restored. This may lead to the breach of
sensitive information.

User authentication、Security training

Storage

In this process，the first problem isthat professional skills are lacked tomanage the keys. Secondly, theintegrity is hard to promise. Exceptfor the external attack, the availabiltyof cloud computing, the cloudprovider authority and the cloudbackup service will all threaten theavailability of data.

Encryption、Backup datafrom the cloud regularly、User authentication、Databackup、Constructinternal data centers

Archival

Data may take the risk of breach if it is
stored in PMP. Also, the storage
duration should be consistent with
archival requirements.

User authentication、Segmentation of duty、Negotiation between cloudproviders and internalmanagers



 

 
Figure 7: Asymmetric encryption 

 
 Figure 8: Attribute-based encryption 

b) Application of the three encryption methods 
In cloud computing, these three encryption methods 

are used in combination to protect data security. In order 
to ensure secure cloud storage for personal or enterprise 
use, data can first be encrypted with AES using a unique 
key, and then attribute-based encryption can encrypt the 
unique key. Khamenei and Hanapi proposed a data-
sharing method using RSA and AES encryption methods. 
In this framework, the sender-receiver, and the cloud 
storage system (CSS). In the first process, the sender 
transfers his document to the system to CSS. The RSA 
algorithm will be used to implement encryption. After 
that, the document should be delivered from the CSS 
system to the recipient. After the system receives the 
request, the recipient's public key will also be sent to the 
CSS using the user's public key. Finally, the AES 
encryption algorithm will find the required file and send 
it to the user with the key [17].  

In addition, many other encryption applications have 
been introduced as well. Zarandioon proposed a user-
oriented privacy protection protocol called K2C. It 
permits storing, sharing, and managing their information, 
which is untrusted anonymously [19]. 

 

3.2.2 User authentication 

User authentication means that only authorized users 
can access specific resources inside the network [16]. 
Critical public infrastructure (PKI) and single sign-on 
(SSO) technologies are mainly used for cloud computing 
by reviewing existing authentication methods. Public 
critical infrastructure (PKI). PKI provides a framework 

that can effectively deploy mass scale. It can support 
identity management and online identity authentication 
within and across the network through Secure Socket 
Layer (SSL) and Transport Layer Security (TLS). It could 
support identity management within and across the 
network and online identity authentication with secure 
socket layer (SSL) and transport layer security (TLS). 
The single sign-on technique utilized a single 
authentication action to permit an authorized user to 
access independent but related software systems or 
applications. It decreases the risk of central management 
for managers and enhances users' working efficiency [20]. 

3.2.3 Data backup and disaster recovery 
techniques 

ISP provides significant storage space to users in 
cloud computing, and users can update data to the central 
cloud. In this way, it creates risks. Once the data stored in 
the cloud disappears for specific reasons, such as cloud 
destruction or natural disasters, consumers' data remains 
in the cloud, and they should continue to rely on cloud 
providers. In order for addressing this problem, 
constructing a remote data backup service is an effective 
method. It is a server that stores the leading cloud’s entire 
data and is located at a remote place, which intends to 
assist clients to access data from the remote server when 
network or connection failure comes across [21].   

 

Figure 9: Remote data backup server 

4. LIMITATION 

One concern about the findings is that the data 
governance model and security architecture are discussed 
based on the majority of situations in organizations. It has 
not taken the business model innovation factors into 
consideration. With the business innovation dynamic, it 
can achieve more possibilities and functions in terms of 
data security. 

5. CONCLUSION 

This article reviews the literature on cloud data 
governance and finds out how to achieve data security in 
the process. First, the overall data governance framework 
is analyzed, and security risk control methods are 
deployed throughout the data governance process, from 
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design to protocol formulation. Then, the management 
structure of data security is discussed extensively within 
the organization, and the three-level management 
architecture is most suitable for data security 
management. The third part examines the role of the data 
security framework and assesses the risks in the data life 
cycle. Then, it explained four security mitigation 
methods, encryption, user authentication, data backup, 
and disaster recovery plan technologies to reduce security 
risks.  

This study contributes to figuring out data security’s 

role in the entire data governance process. It provides 

guidance for deploying data security administration in 

cloud computing architectures from the strategic level to 

the specific technique level. In addition, this study 

emphasizes the significance of data security in managing 

the model construction of organizations, so that security 

awareness can be penetrated in every procedure of data 

governance to avoid and mitigate security risks. 
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