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Abstract. With the rise of the digital era, more and more SMEs are springing up 
all over the country, and a network system adapted to SMEs has become an im-
portant factor affecting the development of their businesses. Therefore, more and 
more SMEs across China have accelerated the pace of building their own power-
ful and effective information network systems. Nowadays, face recognition tech-
nology has been gradually improved, and the application of face recognition tech-
nology has brought two sides to the network structure of enterprises. This paper 
designs the authentication mechanism of face recognition for different levels of 
IP, based on the IP restrictions between different levels, to achieve the isolation 
between companies and different levels, and to achieve the purpose of strength-
ening the security of network systems of SMEs. 
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1 Introduction 

The IT industry is developing rapidly and has been widely used in many fields, among 
which, the reasonable planning of network planning and deployment for small and me-
dium-sized enterprises has become an important development direction for enterprises, 
and the importance of the network system bearing their business data is gradually in-
creasing. Nowadays, more and more small and medium-sized enterprises have attached 
importance to the construction of information technology platform and deeply recog-
nized the necessity and urgency of enterprise network construction. With the develop-
ment of information technology construction, more and more small and medium-sized 
enterprises have more and more widely adopted network information technology to 
expand their security functions. At present, there are still many difficulties in the pro-
cess of SME network construction. As some SMEs do not consider their own require-
ments, or simply pursue high performance, the systems built are often unnecessary 
losses, on the other hand, some SMEs built systems themselves are not exactly the net-
work of user needs, in terms of network security [1], SMEs also do not have completely 
reasonable countermeasures, these reasons may more or less add obstacles to the 
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development of enterprises [2]. Therefore, while designing the network structure, these 
problems should be taken into account as a whole, and the face recognition technology, 
which is now popular and becoming mature, should be applied to the network construc-
tion, and the actual needs of enterprises need to be fully considered at the beginning of 
the network design, by the need to specifically design the network to meet the needs of 
their own enterprises [3]. At the same time, when setting up the LAN, the advanced 
nature of the Internet, security, and high-speed network bandwidth should be taken into 
account. 

2 Requirement analysis 

The enterprise consists of three divisions: Administration Department, technology De-
partment, Sales Department and a number of other departments [8].The central machine 
room is located in the administration building. For ease of working, the Technical De-
partment is located in the same building as the Sales Department [4], while the remain-
ing department occupies one building. The private server of the company is connected 
by VPN, which provides the Email function for the Intranet and the storage of financial 
data and confidential company documents [5].The local resource server of the admin-
istration department provides the public information and shallow security files of the 
company. Some administrative department, technical department staff work location is 
not fixed, because of the internal reasons of the company, part of the administrative 
department and technical department staff work location in other departments [6]. To 
ensure security, all servers provided outside the company must be protected by fire-
walls. In order to better extend the network, it is required to leave some unallocated 
network segments for the enterprise [7]. 

3 Design a master plan 

3.1 Master Plan 

The design and implementation of the network system of the enterprise follow all the 
practical considerations, the principle of reasonable economic benefits, the overall plan 
is as follows: 

The company's local area network takes into account the multi-layer core, and estab-
lishes a three-layer core router and a two-layer central switch to ensure the smooth 
transmission of data flow in peak hours. At the same time, the core devices need to 
maintain the necessary power backup and machine backup, in order to adapt to the 
network problems can maintain a safe and stable network work. 

The company and the enterprise's subsidiary (or external enterprise) through the 
VPN connection, from the perspective of security and practicability, enterprise VPN 
port selection should avoid the common port number, the value of the port number can 
be determined according to the actual. 

In view of the existence of other departments in the management personnel belong-
ing to the administrative department or technical department, staff attendance records 
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and network security issues, consider the enterprise internal IP address is divided into 
temporary IP address and formal IP address, the purpose of temporary IP is: 1. The 
purpose of the temporary IP address is: 1. The interaction between the personnel of 
other departments 2. The temporary IP address serves as the carrier of the network layer 
of the data flow when the owner performs authentication (interaction with the facial 
database). The purpose of a formal IP is to distinguish it from a temporary IP. Formal 
IP interactions are logically isolated from the enterprise external network (temporary 
IP). 

3.2 Post-Network Work 

Both temporary IP and formal IP use variable length mask to make full use of IP address 
resources and achieve IP address clustering. IP addresses are divided into temporary IP 
addresses and official IP addresses based on requirements. The temporary IP address 
segment is expected to be A.X.0.0/16, where X is the number of each department, and 
the number of its subdepartments is A.X.Y.0/24. The numbering rules for subdepart-
ments are the same as those for the temporary IP address segment. (The values of A 
and B can be determined separately according to actual requirements) 

For all switches, scripts can be used to dynamically design all ports. For example, 
before authentication, the switch port to which the user is connected is Vlan 10, which 
can be adjusted based on the value returned by the face database: if ACK is returned, it 
will continue to be Vlan 10, and if a digital token is returned, Vlan will be set to 20. 

Set all DHCP servers on the core switch and set the script: When a packet containing 
a digital token is received and its source address is a temporary IP, its destination IP is 
itself, it is judged to be correct. If yes, the DHCP server replies to the packet whose 
temporary IP address has expired and sends a packet containing a formal IP address. 

For data packet interaction between departments, use the OSPF routing protocol on 
the active line and enable static routing on the standby line. The OSPF routing protocol 
is used because it supports two routes on the main line, so that load balancing and mu-
tual backup can be achieved on two bidirectional routes. Of course, the link cost value 
of each link can be modified according to the specific situation to control the transmis-
sion path of data flows [9]. 

4 Design concept of network structure 

In terms of overall structure, the enterprise network is divided into three parts: the ex-
ternal network, the internal network (referred to as the internal network for short) and 
the internal network. The external network uses temporary IP to communicate, while 
the internal network uses formal IP to communicate, and the formal IP can connect to 
the internal network through VPN [10]. The internal network stores the core technical 
data, financial data, etc. Considering that employees of other departments may need to 
access the Intranet [11], when adding temporary IP to access the Intranet, apply for the 
administrator authentication module first. Only after the administrator agrees and gives 
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the employee a time-limited VPN account, can the employee access the Intranet, as 
shown in Figure 1. 

 

Fig. 1. Network structure design 

5 Running module design 

5.1 Employees get IP address module 

After the client is opened, each module of the network system near the client will be 
activated, and the data stream will be read and operated through the call between each 
module. When obtaining the IP address, the client will be differentiated according to 
whether it is the first use of the client (Note: the first use here refers to whether it is the 
first use of the day, and the design client will update the login information of the last 
login to the local log file and refresh it 5 hours after being shut down) : Client access to 
the Internet for the first time need to load the use brush face to obtain temporary IP 
login module, the customer the opportunity to apply to the ministry under the DHCP 
server for temporary IP address, will face after the temporary IP address data and com-
pare the face recognition database information, and if the employees in other depart-
ments, the server returns an ACK confirmation message, After receiving the ACK con-
firmation message, the client can use this temporary IP to communicate within the 
range. If in administration and technical staff, the server will return a digital token, the 
client sends the digital token of data flow to obtain the DHCP server application for the 
temporary IP, DHCP server after processing the application, assigned to the client IP 
formal at the same time, the client before get temporary IP instead of binding, And this 
mapping relationship will be placed on the relevant router device or storage device, so 
that the administrative department or technical department personnel to access the ex-
ternal network to do mapping use. The flow chart is shown in Figure 2. 

For employees working in other areas and belonging to the administrative and tech-
nical departments, it is required to install dual network adapters (with both temporary 
IP and official IP) as a transition between the enterprise external network and the en-
terprise internal network. 

The significance of this module is as follows: (1) According to the situation of ob-
taining IP, the attendance of employees can be checked (2) The IP address segments of 
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departments with different communication security levels can be isolated to improve 
the security of the network system. 

 

Fig. 2. Obtaining the IP module 

5.2 Employee Access to the Extranet module design 

From the perspective of enterprise traffic security, devices such as AC, AF, and AD are 
deployed at the exit from the enterprise network to the extranet. Network administrators 
can audit all traffic content of the enterprise through the AC [12]. 

From the enterprise network security considerations, to design a temporary IP users 
(the user) of other departments only through NAT technology to do a mapping trans-
formation to foreign network access, formal IP user, before the Internet needs to be 
officially IP mapping to temporary IP, again by temporary IP to access the network 
through NAT, through the two layers of mapping relation to ensure safety, As shown 
in figure 3. 

 
Fig. 3. Accessing the extranet module 

6 Key technologies used to design the functionality 

6.1 Vlan division technology 

VLAN (virtual local area Network) is a network technology that logically groups data 
interacting within an enterprise based on systems, services, and applications. In the en-
terprise network project, vlans can be divided into different secondary departments un-
der the same department according to specific requirements. By dividing vlans, a large 
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broadcast domain is divided into several smaller broadcast domains, so that the subor-
dinates of each department do not affect each other and do not conflict with each other. 
From the point of view of protocol, the broadcast storm problem of the network is 
solved, so as to avoid network paralysis and improve the network security performance 
to the greatest extent. 

6.2 The STP technology 

STP technology is mostly used in the redundancy between switches, in this design, in 
order to ensure that the core switch  
in the case of redundancy does not occur loop, in the core switching area, using MSTP 
multi-spanning tree protocol, through the use of examples in the network system to dis-
tinguish different layer 2 network system. Within each specific department, we will use 
RSTP to speed up convergence. In addition, from the perspective of enterprise security, 
we plan to set up sticky MAC address technology on each switch, and limit the maxi-
mum number of connections. In the case of private connection and multiple connection, 
the switch will initiate a penalty measure, which will punish the content of automatic 
power outage. 

6.3 OSPF technology 

OSPF is used between departments. It has the advantages of fast convergence of route 
changes, no routing loops, VLSM support, and hierarchical area division. When OSPF 
is used on an enterprise LAN, the route entries on the Intranet are calculated and gen-
erated by OSPF without manual configuration by the network administrator. When the 
network topology changes, the Intranet automatically counts the error points and cor-
rects the route results. OSPF facilitates network management on the Intranet to a large 
extent. 

The internal network of an enterprise is set as Area 0 of the OSPF domain to collect 
the data flow entries collected by each department, facilitate network management and 
operation, and create conditions for a high-speed enterprise LAN. 

6.4 The ACL technology 

An advanced ACL is configured on the core switch to prevent communication between 
the temporary IP network segment and the official IP network segment, to prevent em-
ployees with temporary IP from accessing some ports on the server within the executive 
department, and to allow only hosts with official IP addresses to connect to the server 
during a specified period of time. At the same time, change the ACL policy of the fire-
wall to deny all, and open some ports according to the requirements of the enterprise to 
allow normal service data. 
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6.5 NAT technology 

On the outside of the enterprise network and interaction of the firewall Settings of 
NAPT, ensure that users interact with the network information security, at the same 
time, the public network address interface range of rich in the agreement, to ensure that 
the user's Internet speed stop by address IP pool enough enterprise Intranet users take 
the network IP address each other shocks caused by network problems. In terms of 
funding for building an enterprise network, NAT also reduces the cost of applying for 
public IP addresses. 

6.6 DHCP Dynamic address assignment technology 

Adopt the way of DHCP allows client dynamically obtain IP addresses, in this design, 
can according to user's application of IP address as a reference of company attendance, 
would set the DHCP server Settings on each department core switches, each distribu-
tion of DHCP server all the IP address of the unit under the department, Considering 
the mobile office and other problems, the DHCP server in each department will set a 
certain amount of temporary IP address segment and formal IP address segment in the 
address pool. This design also meets the requirement that the heads of other depart-
ments (subordinate administrative departments or technical departments) can use the 
official IP addresses to communicate with each other on the Intranet. 

7 Conclusions 

With the continuous development of science and technology, more and more technol-
ogies from other fields will be integrated into network systems to strengthen the secu-
rity of network systems or expand various functions. This paper is from the enterprise 
network security and functional consideration, the face recognition technology into the 
enterprise network to increase the security of the network system a concept, so as to 
increase the basic security of the network system. In this paper, the author provides a 
way of thinking of transforming the results of face recognition technology into different 
levels of IP so as to integrate it into the network system, and analyzes and summarizes 
the implementation process of this way of thinking from the point of view of protocol. 
I hope it can contribute to the security of enterprise network system and the realization 
of this technology integration in the future. 
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