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Abstract. With the deepening of information technology, risk assessment has
become increasingly important in the field of information security. In view of the
current situation that China lacks quantitative evaluation technology in terms of
network terminal security status evaluation, this paper proposes a set of evalua-
tion index system for network terminal security status, which covers network ter-
minal assets, threats, vulnerabilities and other aspects. Based on the safety eval-
uation method, an evaluation model is established by using multi-level fuzzy
comprehensive evaluation method, focusing on how to reduce human subjective
factors and how to provide objective safety condition evaluation factors.
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1 Introduction

With the popularization of computer network and the advancement of information tech-
nology, the problems of network and information security are becoming increasingly
prominent, and China's dependence on network information systems is deepening. For-
eign countries have decades of experience in studying network and information system
security risk assessment, and IT developed countries have become very mature in in-
formation system risk assessment standards, technology, architecture, organization, etc.
At home, more attention is paid to the security protection of the internal data of the
network system [!]. The network terminal is the source of important files and data. Many
security incidents often originate from the network terminal, and the leakage incidents
and security threats from the terminal also appear frequently. The network terminal
security management has become the weak link of the information security manage-
ment system 2/,

The objective and systematic evaluation of network terminal security is the basis for
ensuring information security . Through the analysis of potential security risks and
future risks, and the assessment of the potential security threats and impact of these
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risks, it will help security personnel to specifically resist threats, comprehensively im-
prove the security protection capability of network information systems, and maximize
the protection of information assets.

At present, there is no uniform standard for evaluating the security status of network
terminals in China, and the key points of network terminal security are still unclear (4],
This paper will make a beneficial discussion on the evaluation index system of network
terminal security, try to quantify the network terminal evaluation system index, control
the network terminal security risk at a reliable level, so as to maximize the terminal
security level.

2 Network terminal security assessment method

The choice of safety assessment method will directly affect all aspects of the assessment
process and may affect the final assessment results. The existing risk assessment meth-
ods can be roughly divided into quantitative risk assessment, qualitative risk assessment
and comprehensive risk assessment 361,

2.1 Quantitative risk assessment

Quantitative assessment assigns numerical values to each element of risk and potential
loss level. After all elements of equivalence risk are assigned, a mathematical model
for comprehensive assessment is established to complete the quantitative calculation of
risk 1. The quantitative assessment data is relatively intuitive and the analysis method
is relatively objective, but some risks may be misinterpreted after being quantified. The
commonly used quantitative evaluation methods include fuzzy comprehensive evalua-
tion, BP neural network, grey system, etc.

2.2 Qualitative Risk Assessment

Qualitative assessment is mainly based on the knowledge and experience of research-
ers, or non quantitative assessment of industry standards, historical lessons, policy
trends, etc 8.

It is a fuzzy analysis method to evaluate the system risk by data. The operation of
qualitative analysis is relatively simple, and the conclusion is relatively comprehensive,
but it is highly subjective and easily affected by the intuition and experience of the
appraisers . Common qualitative evaluation methods include expert evaluation, his-
torical comparison, fault tree analysis, cause and effect analysis, logic analysis, etc.

2.3 Comprehensive risk assessment

Comprehensive risk analysis is an analysis method that combines qualitative and quan-
titative assessment. Qualitative analysis is used when accurate data is not easy to obtain.
Quantitative methods are adopted on the basis of qualitative analysis to reduce subjec-
tivity 1'% The most commonly used comprehensive risk analysis and assessment
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method is the Analytic Hierarchy Process (AHP for short), which is a decision-making
method that combines qualitative and quantitative analysis and is the modeling of hu-
man brain decision-making thinking.

3 Research on the index system of network terminal
security evaluation

3.1 Principles of establishing evaluation system

China's Code for Information Security Risk Assessment defines the basic elements of
risk assessment as assets, threats, vulnerabilities, risks and security measures ['!]. The
security assessment of network terminals mainly involves three elements: assets, threats
and vulnerabilities. When establishing the network terminal security evaluation index
system, the following four principles need to be considered: (1) The international and
domestic information security evaluation specifications must be followed. The evalua-
tion index system should also meet the business requirements and application charac-
teristics, and try to meet the user and application environment requirements for network
terminal security. (2) The set indicators should cover all risk factors of terminal secu-
rity, covering all levels of technology and management, as well as subjective and ob-
jective factors. (3) The meaning and objectives of indicators should be clear, the overall
indicator system should be clear, and the data collection channels should be realistic
and operational to ensure the feasibility of quantitative analysis. (4) The evaluation in-
dex shall be independent of the specific content of network terminal security and shall
not overlap with other indexes ['].

3.2  Design of network terminal security assessment framework

This paper follows the principle of establishing an evaluation system, and establishes a
hierarchical evaluation index system for the security status of network terminals [3],
The index system is proposed to be divided into four layers, as shown in Table 1.

Table 1. Security Assessment Index System of Layer 4 Network Terminal

first floor The second floor The third floor The fourth floor
Information as- Hardware equipment Server, storage device
sets Transmission Optical fiber, twisted pair
line
Software systems software Operating system, development system
Application soft- Database software and business system
ware
data Business data Database data, log documents and system
data. user 's manual
file Paper, electronic
threaten Environmental Physical threats | Natural disasters, electromagnetic interfer-
threats ence, dust, static electricity
Technical fault Hardware failure, system software failure,
application software failure, and storage
medium effectiveness
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Man made Management de- System, authorization and resource moni-
threats fects toring
Human error Operation error and maintenance error
Malicious act Viruses, spyware, eavesdropping software,
attacks
Vulnerability technology physical envi- Machine room, electromagnetic and com-
ronment munication lines

systems software

Patch, account policy, event audit, access
control

application sys-

Password protection, audit mechanism, ac-

tem cess control
Administration technical man- Communication, operation, business conti-
agement nuity, development and maintenance
Organizational Safety training, personnel safety, asset con-
management trol

The implementation of the network terminal security evaluation index system is di-
vided into three steps: first, establish a hierarchical evaluation index system; second,
determine the evaluation index; third, assign weight to each evaluation index. There are
many sources of indicator data, including questionnaires, personnel interviews, field
surveys, auxiliary tools and document reviews [*15. Then, referring to the terminal
security evaluation index system, the security status data is obtained by means of doc-
ument review, questionnaire, etc., and then the assets, threats and vulnerabilities are
identified and analyzed by using vulnerability scanning tools, intrusion detection tools
and other technologies.

3.3 Establishment of quantitative evaluation model for network
terminal security

In this paper, the multi-level fuzzy comprehensive evaluation method is used to estab-
lish the evaluation model. The fuzzy comprehensive evaluation method first quantifies
the fuzzy indexes of the evaluated things by constructing a hierarchical fuzzy subset,
and then comprehensively evaluates each index by using the fuzzy transformation prin-
ciple.

3.3.1 Establishment of evaluation object factor set.

Let the hierarchical evaluation index system be U, divide the factor set U into n
groups, and record it as U={U1, U2,.., Un}, where Ui —»Uj # ¢, i#(i,j=1,2,..n). Let
the ith subset be Ui={Uil, Ui2,.,. Uin}, where i represents the number of single factors
in the ith group.

3.3.2 Set evaluation set and assign weight coefficient.

Let V={VI, V2,. Vn} be the evaluation set, which is composed of descriptions of
different levels. M generally takes an odd number, and the evaluation set is applicable
to the evaluation of any level and any factor.
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3.3.3 Single level fuzzy comprehensive evaluation.

Set up an evaluation expert group, and the experts will evaluate each evaluation in-
dex, and determine which level of the evaluation index belongs to the grade evaluation
set (1%, Count the number of experts whose evaluation index is evaluated to the corre-
sponding level, and the percentage of the number of experts at the corresponding level
in the total number of experts, that is, get the membership of the evaluation index at
this level, and then get the fuzzy relationship matrix Rj. According to the single factor
fuzzy relation matrix Rj, the comprehensive evaluation result of sub factor Ui is ob-
tained by compound operation: Bi=AiOri=(bilbi2.. Bim), i=1,2,., n.

3.3.4 Calculation of final comprehensive evaluation results.

A high-level fuzzy comprehensive evaluation is conducted on the single factor eval-
uation result Bi, and the lower level comprehensive evaluation result Bi forms a high-
level single factor fuzzy relation matrix R. After that, the multi-level factor set is com-
prehensively evaluated, and the final evaluation result of evaluation factor U is:
B=AOR=(bl b2... bm). This round of calculation can be repeated according to the hier-
archy of evaluation indicators until the most satisfactory comprehensive evaluation re-
sults are obtained.

3.3.5 Analysis of comprehensive evaluation results.

The final result of fuzzy comprehensive evaluation is not a single value, but a fuzzy
subset, which can accurately reflect the fuzzy status of the object itself. It can be seen
from the specific process of quantitative evaluation of multi-level fuzzy comprehensive
evaluation method that the lowest level indicators need to be judged by human mem-
bership, and the membership of all upper level indicators are calculated according to
the lower level ['7]. Network terminal security assessment is mainly to identify and an-
alyze asset value, threat and vulnerability. According to the different degree of confi-
dentiality, integrity and availability requirements of asset (A), the three attributes are
divided into five levels, and different values are assigned to different levels; According
to the frequency of threat (T), the threat is assigned and divided into five levels: vul-
nerability (V) identification. For each asset, it is also divided into five levels. The net-
work terminal security evaluation value is divided into five grades, namely good, good,
medium, poor, and very poor. The higher the grade, the greater the impact on the ter-
minal and network. Table 2 shows the classification table and corresponding safety
conditions.

Table 2. Classification of network terminal security status

Grade Safety assess- | identification describe
ment value
5 51 to 100 range It will cause significant economic and so-

cial impacts and serious impacts on the
normal operation of terminals and net-
works
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4 31to 50 difference It will cause great economic and social
impact and damage the normal operation
of the terminal

3 21to 30 in Will cause certain economic and social
impact

2 11to 20 good The impact is low, which can be solved
by one set of safety measures

1 0to 10 good The probability of occurrence is ex-

tremely low, and simple measures can be
taken to remedy it

According to the final assignment of the three basic elements and the network ter-
minal security assessment model, the network terminal security assessment value is
analyzed and calculated. The calculation process is divided into four steps: (1) The
network terminal security assessment value is determined by A, T, V and the probabil-
ity of risk occurrence. (2) Calculate the probability P of terminal security event caused
by threat using vulnerability, which is recorded as P=F1 (T, V), P=T+V. (3) The degree
of loss caused to assets is related to threat value, vulnerability and asset value, and is
recorded as L=F2 (P, A), L=PXA.

(4) Considering the probability R of the loss and risk caused by the threat to assets,
the terminal security assessment values S, S=F (L, R), S=LXR are obtained.

3.4 Design and implementation of network terminal security
assessment system

3.4.1 System requirement analysis.

Security assessment analysis focuses on assessing the possible threats and impacts
of risks, submitting detailed and reliable analysis reports to the system administrator,
allowing the administrator to master policy vulnerabilities and security conditions, and
proposing targeted protection countermeasures against threats. The network terminal
security assessment system needs to meet seven requirements: (1) Identify network ter-
minal assets. (2) Scan network terminals for vulnerabilities and provide accurate and
objective quantitative evaluation data. (3) Dynamically monitor the terminal resources
of network operation, and analyze the possible threats and possibilities. (4) Carry out
terminal security assessment and obtain comprehensive quantitative assessment con-
clusions.

(5) Output the data and quantitative evaluation results in the form of report. (6) Give
security solutions or reinforcement suggestions to improve the security of network ter-

minals. (7) Manage users using the evaluation system and assign different permissions
[18]

3.4.2 Design of network terminal security assessment system.

In order to reduce the system resource occupation, the evaluation system is designed
on a server in the intranet. The software running environment is Windows 2002/2003
Server, and the server is required to access the core switch. The system architecture is
shown in Figure 2.
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3.4.3 Realization of system function modules.

The network terminal security evaluation system is mainly divided into five mod-
ules: asset identification, vulnerability management, threat management, terminal se-
curity evaluation, and evaluation response [°],

(1) Asset identification module. The asset identification module mainly includes as-
set information management sub module and asset identification and assignment sub
module. The former mainly manages the basic information of the local terminal and the
remote terminal. The latter reads the terminal IP address, user name, password and other
information from the asset database, establishes the host object, and transfers the host
object to the callback function.

(2) Vulnerability management module. This module includes two sub modules: vul-
nerability scanning and vulnerability assignment. Scan the assessed local terminal and
remote terminal, and determine the vulnerability of application programs and operating
systems, as well as assign the vulnerability weight of terminal assets.

(3) Threat management module. This module includes two sub modules: resource
monitoring and threat assignment. The resource monitoring module dynamically mon-
itors local and remote terminal resources to obtain resource status information.

(4) Terminal security assessment module. It is divided into two sub modules: fast
and complete evaluation. The quick evaluation evaluates the terminal security accord-
ing to the quantitative evaluation model; the complete evaluation evaluates the terminal
security according to the set of index factors in the established security evaluation index
system using the multi-level fuzzy comprehensive evaluation method.

(5) Response module. According to the evaluation results, match the rules defined
in the response library and give solutions or reinforcement suggestions.

In the aspect of system interface design, the system is divided into three layers: user
interface layer, logic processing layer and data intermediate layer. The interface layer
is used to accept user input and display evaluation reports; The logic processing layer
realizes the functions of the above five modules; The data middle layer shields database
details and connects the system with multiple databases.

4 Conclusion

This paper proposes a set of network terminal security evaluation index system, estab-
lishes a quantitative evaluation model for network terminals, and quantifies the evalu-
ation items as specific as possible to reduce the subjective impact of human beings. In
the next step, we can further explore and improve the terminal security quantitative
evaluation model according to the security evaluation system, improve the system de-
sign and expand the evaluation function.
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