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Abstract. The development of technology has led to the improvement of vehi-
cle safety and the introduction of autonomous driving system. The autonomous
driving related system requires various parts such as camera sensors. Various
parts are being added to the vehicle, which is making the system more compli-
cated. Safety-related issues are becoming more important to prevent accidents
that may occur during autonomous-driving due to errors caused by increased
complexity of the system. For the safety of autonomous driving systems, the In-
ternational Organization for Standardization introduced the ISO 26262 standard
to prevent accidents caused by errors in electrical/electronic systems applied to
vehicles. Recently, ISO 21448 is being introduced to compensate for the areas
that ISO 26262 does not deal with in relation to autonomous driving. In order to
implement autonomous driving technology, ISO 21448 is needed because it is
necessary to prevent the risk of performance constraints while implementing
functions. However, ISO 21448 is a standard under enactment, and it is difficult
to apply to the actual development process. Also, ISO/PAS 21448 is applied
with ISO 26262 in the actual development process, so consideration for the ap-
plication of both processes is needed. This paper proposes an integrated process
for applying ISO/PAS 21448 to the actual development process. The integrated
process is a combination of ISO 26262 and ISO/PAS 21448, and the concept
part of the process is strengthened. For the integration of ISO 26262 and
ISO/PAS 21448, each process was analyzed and newly constructed to enhance
applicability and reduce trial and error of concept development process.
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1 Introduction

The development of technology is accelerating the development of advanced driver
assistance systems (ADAS) and autonomous driving technologies to improve vehicle
safety. And the issue of safety of vehicles due to new system is also increasing. To
solve this problem, national agencies such as the New Car Assessment Program
(NCAP) are introducing standards to secure the safety performance of vehicles [1-3].
Figure 1 is a roadmap for the features that should be equipped to improve the safety
of vehicles presented by Euro NCAP [4-5]. Roadmaps allow checking the introduc-
tion and plan of technology to improve the safety of vehicle and support driver [6].
The Society of Automotive Engineers (SAE) defined the autonomous driving phase as
6 steps according to the vehicle function and the role of the driver and system [7]. To
implement the technology of autonomous vehicles, cameras, Radar, LIDAR and actu-
ators are required to control them [8-9].
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Fig. 1. Euro NCAP’s Roadmap for 2018-2025 by Euro NCAP

As a result, the requirements and complexity of E/E systems are increasing, and ac-
tive research on related technologies is needed to improve the safety of autonomous
driving technologies [10-12]. As the level of autonomous driving increases, the driv-
ing safety-related judgment of the vehicle is moving from the driver to the vehicle, and
many parts and functions are related to accident prevention and safety [13-15]

The Toyota incident showed that there are limitations to quality control in parts
suppliers [16]. Tesla's case could confirm that the camera sensor's recognition error
could lead to serious accidents [17-18]. The International Organization for Standardi-
zation (ISO) introduced the ISO 26262 standard to prevent errors in the electri-
cal/electronic (E/E) system that could occur in vehicles [19]. Recently, ISO 21448 is
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being prepared to respond to the development and application of autonomous driving
technology [20].

2 Definition of Problem

2.1  Analysis of the limitations of the ISO/PAS 21448

Various advanced functions are being added to the vehicle to implement autonomous
driving [21]. ISO/PAS 21448 should be applied to related parts and systems to ensure
the safety of vehicles with autonomous driving technology. The Safety of the Intend-
ed Functionality (ISO/PAS 21448) was announced by the ISO to prevent unintention-
ally occurring risks that are not included in ISO 26262 [22].

ISO 26262 proposes an integrated process of the entire development cycle, such as
Figure 2, and for the safety of vehicles, ISO/PAS 26262 should be applied with ISO
21448. ISO/PAS 21448 is applied to the entire development process, but in the real
industry, the development of functional safety concepts is performed at the concept
stage. The development stage performs the technology safety concept and HW and SW
development that meet the requirements, but the concept stage is difficult to verify
considering the performance limitations and limitations of the product. As shown in
Figure 3, ISO 26262 clearly separates the concept stage and the system development
stage, but ISO/PAS 21448 has a mixture of the entire process stage.

In the existing process, it is difficult to confirm whether the development process is
proceeding in the right direction because the parts suppliers use only the limited infor-
mation provided from the vehicle manufacturer. This makes it possible to confirm the
achievement of ISO/PAS 21448 after the final development, and it is not possible to
confirm whether the defined requirements and development process are proceeding
accurately. This requires repeating the development cycle until ISO/PAS 21448, and
due to time and financial losses, vehicle manufacturers and parts suppliers will be pas-
sive in introducing the standard. ISO/PAS 21448 should be applied with ISO 26262,
and a process should be formed in which the manufacturer and supplier can carry out
the development with the same concept.
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2.2  Related work for ISO/PAS 21448

Various studies have been conducted related to ISO/PAS 21448. Although the study
on ISO/PAS 21448 analysis was conducted, it was limited to the lack of consideration
for the development process because it was concentrated on the design of autonomous
vehicles [23]. The ISO/PAS 21448 process was organized and the study on the devel-
opment of the framework was carried out, but it has limitations that it was focused
only on scenario derivation and framework [24]. A study of the scenario of ISO/PAS
21448 for the safety of autonomous vehicles was also carried out, but it had limita-
tions that it was focused on the operating environment and scenario [25]. In order to
apply ISO/PAS 21448 effectively, it is necessary to analyze and study the entire pro-
cess of ISO/PAS 21448 along with intensive research and improvement plan for each
stage.
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For effective application of ISO/PAS 21448, the overall process is needed to be
analyzed and studied, and consideration of ISO 26262 is also needed.

3 Integration of ISO 26262 and ISO/PAS 21448

3.1 The Need for Integration of ISO 26262 and ISO/PAS 21448

Research on ISO 26262 and ISO/PAS 21448 was also conducted, but it was limited to
the integration of the level of matching the output of individual processes, which did
not show much difference from the existing standards [26]. The safety engineering
phase of autonomous vehicles was applied to ISO26262 and ISO/PAS 21448, but the
process was designed from a safety perspective rather than the system development
process and it has limitations in application [27]. Although ML based study was pro-
posed according to ISO 26262 and ISO/PAS 21448, there is a limit to the lack of re-
search and analysis on ISO/PAS 21448 [28]. Precedent studies have shown that there
are many studies related to 1SO26262 and ISO/PAS 21448, but there are not enough
studies to integrate the two processes. As shown in Figure 4, ISO/PAS 21448 is diffi-
cult to integrate because the division is not clear compared to ISO 26262, but the
integration and application of the two processes must be performed for the safety of
the E/E system of the camera sensor used for autonomous driving function.

Concept & Development
Phase Phase

ISO/PAS 21448 Concept n Development

Phase g Phase

Fig. 4. ISO/PAS 21448 Improvement Requirements

3.2 Objectives and Scope

This study proposes an integrated process to improve problems that arise when
ISO/PAS 21448 is applied to autonomous vehicles and components used for function
implementation. The study performs the analysis of ISO 26262 and ISO/PAS 21448,
such as Figure 5, identifying the relevant matters, identifying the requirements for the
existing process, and deriving improvements.
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For this purpose, the study analyzed the two processes and identified the related mat-
ters to identify the requirements for the existing processes and derive improvements.
In addition, the proposed integrated process was intended to clarify the safety re-
quirements in the concept development stage and to clearly distinguish the roles of
manufacturers and suppliers.

4 ISO 26262 and ISO/PAS 21448 Integrated
Improvements

4.1  Analysis for the Integration Process Derivation

It is important to increase the clarity of the concept phase and system development of
ISO 26262 and ISO/PAS 21448 for the response and safety of variables related to
autonomous driving and to construct scenarios for risk. ISO/PAS 21448 aims to make
the risky scenario Known Safe Area 1 to cope with the danger, as shown in Figure 6.
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Fig. 6. Safety Goal Concept by ISO

ISO/PAS 21448 deals with scenarios with a wide range of risks and unclear and dif-
fers from ISO 26262 because it performs development processes assuming the capa-
bilities of the components or the capabilities to be applied to undefined situations.
This results in development using only limited information, and the result of the safe-
ty goal achievement confirmation process at the end of the entire development cycle
is made. An integrated process is needed to use both standards together to reduce the
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development period and cost loss of components applied to autonomous vehicles and
ensure safety.

4.2  Integrated Design of ISO 26262 and ISO/PAS 21448

In order to develop parts that meet the safety of ISO/PAS 21448, parts suppliers must
participate in the ISO/PAS 21448 process related to the development of actual prod-
ucts, along with vehicle manufacturers. Also, the parts suppliers should develop
through accurate role setting, and the vehicle manufacturer should design specific and
certain requirements. In this paper, we propose an integrated process that divides the
concept stage and development stage of ISO 26262 and ISO/PAS 21448, such as
Figure 7. The proposed process specifically proposes an integrated process that can be
applied to the concept stage and development stage of the ISO/PAS 21448 process
and adds a process to the concept development unlike figure 3, which shows the exist-
ing process. The process of the proposed ISO/PAS 21448 can be confirmed in detail
through Table 1.

The integrated process focused on the concept development process to carry out
the embodiment of the output, use case and safety goals derived through ISO/PAS
21448, clarifying the unclear situation and defining the scenario situation. The purple
part (2,3,4,6,7,8) of Figure 7 is the result of further suggestions while integrating the
two processes, and it has been defined the detailed factors and risk sources that may
arise through this to set safety goals. The improved process can be used as a prerequi-
site for HARA analysis of the system by defining the related system through assump-
tions for the top system and assuming parts for related matters such as vehicle move-
ment. In addition, the simplification of the system simplifies and integrates the prob-
lems that may arise in the final system to derive results. The proposed process can
save time and money by reusing the results of the existing process when the same
work is repeated through the circulation structure.
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Fig. 7. Proposal for the Improved ISO/PAS 21448 Process with ISO 26262

Table 1. Proposed ISO/PAS 21448 Process Step

No Steps Detail
. . To define the development requirements for scenarios, define
Functional and systematic . . . .
1 requirements functional safety requirements and system functional require-
4 ments by considering both ISO 26262 and ISO/PAS 21448.

2 The assumption about the Based on Use Case, Scenario, and Scene, the effect of the
top system assumed development system on the upper system(vehicle) is assumed.
Sll’l’lpl} fication of the func- To analyze the risk, divide the representative situation with

3 | tionality of the system to be . S

several characteristics and derive simplified results.
developed
(?onﬁnmqg the cause of the The risk associated with the ISO/PAS 21448 target is evaluated

4 risk associated with through system functions, simplified results and higher system

ISO/PAS 21448, and as- £ 5 - SIp gher sy
. . assumptions.
sessing the risk

5 Determining whether the risk | Whether the risk source of system is acceptable or not decides
is acceptable through the derivation result of the previous step.

6 Deduction of requirements The safety goal of system is established through the derivation
for development systems result of the previous step.

Identification and evaluation | It is used as a bad condition to analyze the factors that can

7 | of Triggering events Trigger- | affect the performance of the system and to cause the perfor-
ing mance degradation of the system.
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Verification of Concept
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The second stage scenario and the seventh stage event are
applied to the system developed and verification is performed.

9 | Methodologies and standards for the distribution of ISO/PAS 21448

10 | Determination of whether the remaining risk is acceptable

5 Verification of Proposed Process

To verify the improved ISO/PAS 2144 process proposed in this study, we used cam-
era development sensor simulation applied to autonomous driving function. The pro-
posed process was verified based on the camera sensor simulation, such as Figure 8.
In terms of parts, we defined requirements for applying the higher system and the
ISO/PAS 21448 process to apply the process. In addition, we defined and analyzed
factors that can affect the use case creation, function simplification, and safety goals.
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Simulation results show that
and if using three cameras, i

using a single camera does not meet the requirements,
t meets the requirements. Figure 9 is the result of ideal
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and bad conditions of camera sensor simulations and confirmed to meet the require-
ments derived through the proposed process.

6 Conclusion

This study proposed an improved ISO 26262 and ISO/PAS 21448 integration process
to secure the safety of components used in autonomous driving related functions. The
proposed improved ISO/PAS 21448 process embodied the role definitions and infor-
mation required for the entire development cycle of the process for the development
of parts such as camera sensors. In addition, the proposed ISO/PAS 21448 process
was designed to simplify the factors affecting the function and apply it to the devel-
opment process. In addition, the study tried to contribute to reducing the development
cost and period by suggesting a cycle process that can utilize existing results while
repeating the process to meet the requirements in the development process. The
prosed process is confirmed to be able to derive the results that meet the requirements
through camera sensor based simulation.

This paper is to contribute to the increasing safety problem with the arrival of au-
tonomous driving technology. With the development of technology, standards related
to robots, aviation, and drones are also being discussed in addition to autonomous
vehicles. It would be a good idea to apply ISO 21448 to implement safer and more
reliable autonomous mobile technology in each field. In the future, we will carry out
follow-up research to increase the objectivity and reliability of the process for the
development of related technologies in various fields related to ISO 21448.
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