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Abstract. This paper studies the course sharing project by using IPFS and 
Ethereum technology. Designed a course sharing project based on IPFS and 
Ethereum. This project solves the problem of huge course data and single point 
of failure. First of all, using IPFS as the access medium can effectively reduce 
storage costs and improve storage efficiency. Second, use Ethereum technology 
to solve the single point of failure problem. Finally, the Ethereum transaction 
mechanism is adopted to enhance the enthusiasm of course users to share and 
improve the liquidity of the course.  
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1 Introduction 

At present, in the field of college online courses, each college has its own characteristics 
and expertise. The sharing and interoperability of courses in various colleges and uni-
versities not only improves the circulation rate of excellent courses, but also provides a 
good learning platform for students [1]. The sharing of high-quality courses is a prom-
inent problem at present, and it mainly has the following shortcomings: (1) There are 
many course sharing platforms, and there is a lack of a unified management platform 
that enables readers to quickly find the courses they need; (2) A specific shared platform 
is an ordinary centralized platform, which is prone to single point of failure; (3) The 
premium course platform draws a large amount of commissions as platform manage-
ment fees, which is a loss for the course owner. 

In order to overcome the above shortcomings of the system and realize a truly de-
centralized, free sharing, and course paid course platform, this project adopts block-
chain technology to achieve platform decentralization, data sharing and data immuta-
bility, and intelligent Related concepts such as contracts are applied to the course shar-
ing platform. In this way, the construction of a course learning platform of "decentral-
ization, intelligent learning, fairness and justice" is realized. It enables readers to 
quickly search for the courses they need, and also overcomes the problem of single 
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point of failure. At the same time, the necessary blockchain absenteeism fees are de-
ducted [2]. Most of the course fees are paid to the course owner, exempting the course 
platform from commissions. 

2 Introduction to IPFS and ETHEREUM 

2.1 IPFS 

IPFS (Inter Planetary File System) is a system that combines the existing successful 
systems Distributed Hash Tables (DHTs), BitTorrent, version control system Git, Self-
Certified Filesystems (SFS) with blocks Chain combined file storage and content dis-
tribution network protocol [3].  

These systems form several important characteristics of IPFS: (1) permanent and 
decentralized characteristics, which can permanently save files and achieve decentrali-
zation, solving the problem of single point of failure; (2) the characteristics of peer-to-
peer hypermedia, P2Peye. com saves various forms and types of data; (3) versioning, 
which can save the modification history, trace the source and reliability of the data; (4) 
addressable content, which can locate files through the hash value obtained after up-
loading to save the file locally. Only one file of the same file is saved on IPFS, thereby 
achieving file uniqueness and saving storage space [4]. 

Since IPFS has the characteristics of permanent decentralization, addressable con-
tent, and uniqueness of files, IPFS is very suitable for storing a large amount of data 
materials [5]. For this project, it is very suitable for storing course teaching data. 

2.2 ETHEREUM 

Ethereum is a mature blockchain powered by smart contracts. While Bitcoin's main 
goal is to establish itself as a payment alternative to regular currencies, Ethereum is 
more committed to decentralization by giving developers built-in tools and monetary 
tools to enable them to build and run distributed applications Application (DApp) [6]. 

A DApp is a two-layer application consisting of two main components: the front-
end layer on the user side and the back-end layer (smart contracts) located in the block-
chain network [7]. On the front end, we can use any framework we are familiar with to 
write the user interface [8]. The back-end mainly carries out smart contracts such as 
user account management and currency transactions [9]. Figure 1 shows the overall 
framework of DAPP for this project. 
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Fig. 1. The overall framework of DAPP for this project 

The user interface mainly includes command line and web page display. This project 
mainly includes: data uploading, sorting, searching and displaying functions, which are 
realized by writing HTML pages. Web3.js is the interface between the user interface 
and the Ethereum blockchain. By encapsulating the Ethereum interface, users can in-
teract with the underlying blockchain through the JSON RPC of Web3.js [10]. A peer-
to-peer network of nodes with all data and code on the chain. Web3.js allows us to send 
requests to an Ethereum node to read and write data via JSON RPC [11]. At the same 
time, the user blockchain smart contract is in the blockchain [12]. 

A DAPP requires programming in all aspects, which is very cumbersome, so Truffle 
solves our difficulties. Truffle is a smart contract framework for the convenience of 
development, debugging and deployment. It integrates many functions and greatly re-
duces development time [13]. At the same time, in conjunction with the Truffle frame-
work, this project uses the ganache tool to simulate the Ethereum node service, and at 
the same time creates 10 accounts with a face value of 100 ether for us, which saves us 
a lot of setup troubles for development [14]. 

Truffle integrates contract writing, contract deployment, script testing and network 
construction [15]. Under its framework, developers can quickly implement the deploy-
ment of a smart contract. Therefore, this project uses Truffle as the basic framework of 
the project. 

3 Course sharing scheme design based on IPFS and 
Ethereum 

3.1 Overall design 

Conduct research on IPFS and Ethereum blockchain technology, and use the combina-
tion of IPFS and blockchain to realize the sharing and interoperability of college 
courses. It enables users to use IPFS to store a large number of files, which can not only 
ensure the security of the files, but also ensure the uniqueness of the files. At the same 
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time, the open source technology of the Ethereum blockchain is used to store the paid 
course transactions, providing legal protection for the transactions, and finally forming 
a decentralized course sharing platform. The overall plan of the project is shown in 
Figure 2-3. In Figure 2, the course user uploads the course to IPFS and obtains the Hash 
value of the course, and then uploads the Hash value packaging smart contract to the 
Ethereum blockchain. The user needs to obtain the Hash value through the Ethereum 
transaction, and then download the course to the local through IPFS, that is, a successful 
course sharing. 

The research content of the course sharing platform mainly includes the following 
aspects: (1) User course materials are collected and uploaded to IPFS to form a course 
resource pool; (2) The course information Hash value and various specifics are up-
loaded to the blockchain, which is convenient for users to query; (3) Smart contract 
design, that is, the transaction relationship between the two parties, either paid or free. 
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Fig. 2. Overall scheme of course sharing based on IPFS and Ethereum 
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Fig. 3. Overall diagram of course sharing based on IPFS and Ethereum 
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The user interface provides the user with a visual operation interface, which is the 
bridge between the user and the system. It mainly realizes the operation of creating 
courses, searching, sorting and purchasing courses, and realizing user course sharing 
and payment operations. In turn, the user's operation request is converted into virtual 
assets and transactions are sent to the underlying Ethereum blockchain, and are perma-
nently stored on the chain. Web3.js acts as a medium between smart contracts and up-
per-level user interfaces, providing convenience for user interfaces to access smart con-
tracts. 

3.2 Detailed design based on Ethereum 

The course information contract is used to store the course information hash generated 
by IPFS. Course users can control whether the hash stored by themselves can be re-
trieved by the outside world. Therefore, the hash has the following two states: 

• Course editing status: When a course user modifies or upgrades the course infor-
mation, the course user can set the course status to the editing status through the 
course information contract, that is, the hash information cannot be retrieved by the 
outside world. In this state, the user's course information is in the editing state, and 
other users cannot search and share temporarily. 

• Course online status: When the course user edits the course information, the course 
can be run online, and its hash can be retrieved by the outside world, and the hash 
value can be displayed on the web page. 

The course information contract includes the addition of hash value, the update of hash 
value status, and the query of hash value. The addition of the hash value is used to 
process when a new course file is stored in IPFS, a new hash value is generated and 
stored in Ethereum; the update of the hash value status mainly deals with the question 
of whether the course can be queried, including editing status and Online status; Hash 
value query is mainly for users who need to obtain the hash value of the current course 
for query use, and course users can directly obtain the course hash value stored by 
themselves. 

The course data structure is shown in Table 1. Course users upload new course 
works, upload course information to IPFS, and record the unique hash value in the 
blockchain to form smart contract transactions. 

Table 1. The course data structure 

Table 
Head 

Table Column Head 

Name ID Author Hash USER 

TYPE String Int String String Mapping 

Ordinary users query courses, and query the corresponding course works according 
to the course ID or course name. The course ID is the unique identification data of the 

98 W. Wu et al. 



course, and can accurately locate a specific course information. During the query pro-
cess, the contract method getCurriculum () is called for the value, and there is no need 
to modify the data, so no transaction is generated and no gas is consumed. 

4 Experimental results and analysis 

4.1 IPFS Test 

This project uses go-IPFS to access files, first install IPFS, and enable IPFS daemon to 
monitor, then access operations can be performed. First, upload the course content to 
IPFS through the IPFS client, and the result is shown in Figure 4.  

 
Fig. 4. IPFS upload and download test results 

In Figure 4, by uploading a university physics course to IPFS, the course user gets a 
Hash value: QmSibQU5yQmrwrgaaiVELhRFYE2k4mXo1avTaT3PZDY9eF. 

4.2 Ethereum test 

As a programming language, the entire system is built using the truffle framework. First 
use the Truffle framework to build the entire system, by displaying all shared courses 
of course users on the platform. At the same time, the course name, price and author 
are displayed. There is a "I want" button in the lower left corner of each course, through 
which users can obtain information about the course. Its web page rendering is shown 
in Figure 5. 
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Fig. 5. Course sharing platform based on IPFS and Ethereum 

In Figure 5, sixteen courses of the platform are shown. In this test, through the process 
of obtaining the university physics course, by clicking "I want" in the lower left corner 
of the university physics course, the system will automatically connect to MetaMask 
and generate a transaction information, the effect is shown in Figure 6, in In Figure 6, 
the transaction is expected to cost a maximum of 0.000741 ETH, which is about $1.15. 
The user confirms the transaction by clicking "Confirm". 
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Fig. 6. MetaMask Trading Order Chart 

Figures 7-8 respectively show the results of the entire transaction and the details of the 
order transaction displayed in the MetaMask wallet after the transaction is successful. 
Among them, 0xfc2...578F is the course user account, and at the same time, it also 
shows the details of the entire transaction, using 23281 fuel, the price is 20, so the actual 
transaction amount is 0.00046562, which is about 0.73 US dollars. 

 
Fig. 7. Transaction Result 
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Fig. 8. Transaction Result 

At the same time, the system automatically returns the hash value of the university 
physics course to the user and echoes it back. The echo effect diagram is shown in 
Figure 9. After users obtain the Hash value of the course, they can download the course 
through IPFS software, and then complete a course sharing. 

 
Fig. 9. Hash returns to the display page 

5 Conclusions 

The IPFS-based blockchain course sharing technology project mainly solves the fol-
lowing problems: First, the huge amount of course data reduces storage costs. Using 
IPFS as an access medium can effectively reduce storage costs and improve storage 
efficiency. Second, use Ethereum technology to solve the single point of failure prob-
lem. Finally, the Ethereum transaction mechanism is adopted to enhance the enthusiasm 
of course users to share and improve the liquidity of the course. 
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/), which 
permits any noncommercial use, sharing, adaptation, distribution and reproduction in any medium or 
format, as long as you give appropriate credit to the original author(s) and the source, provide a link to 
the Creative Commons license and indicate if changes were made.  

The images or other third party material in this chapter are included in the chapter’s Creative 
Commons license, unless indicated otherwise in a credit line to the material. If material is not included 
in the chapter’s Creative Commons license and your intended use is not permitted by statutory regulation 
or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. 
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