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Abstract. Aiming at many security problems existing in the current e-commerce 
transaction process, this paper will build an e-commerce security alarm system 
based on computer security technology, which integrates two application cores, 
virus detection and security prevention, under the Web application service archi-
tecture system. In the aspect of virus detection, the system will adopt Signature 
scanning model, Checksum calculation model and Software simulation to deal 
with the intrusion of various computer viruses into e-commerce system. As for 
security prevention, the system comprehensively uses Firewall, Digital signa-
tures and Digital encryption to effectively avoid the harm caused by stealing pri-
vate information, counterfeiting transaction information and malicious destruc-
tion of content. The system will help to improve the security of e-commerce trad-
ing environment and create better convenience for people's life. 
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1 Introduction 

The E-commerce refers to a certain kind of online trading activities that take electronic 
technology as the carrier of development and business as the core. As compared with 
the traditional offline entity sales, the online sales channel provided by e-commerce has 
broken the geographical limitation of the traditional economic transaction process, and 
at the same time, it has reduced the development cost by more than 30%. At present, it 
has become an important part of people's life. At the same time, the development of e-
commerce is also faced with many security problems, such as computer viruses, infor-
mation leakage, etc. How to give full play to computer security technology to create a 
good e-commerce operating environment is also the research focus in the current de-
velopment process. 
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2 Application of computer security technology in E-
commerce 

2.1 Virus detection technology 

1) Characteristic code identification technology.  
When detecting viruses, the commonly used detection technology is the characteris-

tic code identification technology (as shown in Figure 1). Its main function principle is 
to record the characteristic codes of viruses and store them in the virus resource data-
base. When faced with the antivirus demand, you can compare the scanned contents 
with the information in the database. After the similarity exceeds the safe value of 80%, 
you will determine that the computer has been infected with viruses, and you will deal 
with them accordingly, so as to play the role of computer antivirus. This method has a 
simple operation process in practical application, and the detection rate can reach more 
than 90%. It has been applied in many computer virus killing. However, this method 
also has some limitations, only known viruses can be detected, and unknown viruses 
will default to safe files. For this reason, it is necessary to update the database irregu-
larly to meet the needs of computer virus killing. 

There are many types of common feature code algorithms. This system will focus 
on MD5 algorithm as the feature code. MD5 generally refers to the hash transformation 
of byte strings, that is, converting byte strings of any length into an integer of 128bit. 
In the process of judging virus files, MD5 algorithm is irreversible, and has obvious 
efficiency and stability. As shown in Figure 2, it is the key code to realize the virus 
detection function of MD5 signature. 

 
Fig. 1. Schematic diagram of application process of characteristic code identification technol-

ogy 
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Fig. 2. Code for realizing virus killing function of MD5 special detection code in C++ 

2) Document verification and identification technology.  
By summing up the experience of computer virus killing in the past, we can know 

that when computer viruses invade computers, they don't exist as separate files, but are 
usually registered in a certain program. If the file takes up more space and the date of 
the file changes, the surface system will be infected by a virus. The main principle of 
file verification and identification technology (as shown in Figure 3) in application is 
to check the files in the hard disk once while ensuring the safe operation of the com-
puter, and record the relevant information of the files (such as occupying space and 
changing time, etc.). In the subsequent virus killing, it will be mcrc again. If the quali-
fied rate of parameters is lower than 60%, then the virus infection of the files can be 
considered, and then targeted treatment can be carried out. This method can identify 
known and unknown viruses, and it is a technology type that is widely used during the 
current e-commerce operation. 

 
Fig. 3. Schematic diagram of document verification and identification technology 

3) Software simulation technology.  
During the application process of this technology, its technical application principle 

lies in copying the current working state of the computer, then simulating the running 
state of the structure, comparing the current running state with the conventional running 
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state, finding out the differences among them, and further identifying them, so as to 
discover computer viruses and improve the rationality of the running mechanism. Alt-
hough this method can simulate the computer operation, its efficiency is relatively low, 
only 70%-80%, according to the application of e-commerce. However, for some en-
crypted viruses that can't be located and identified, this technology can be used to make 
accurate judgments, so as to quickly eliminate stubborn viruses. 

4) Pre-scanning identification technology.  
The computer virus identification technology is a method of copying and identifying 

the running state of the computer on the basis of simulation. In the specific application, 
the pre-scan recognition technology mainly starts from simulating the running state of 
CPU, and its simulation content goes deep into the basic structure of computer. In the-
ory, this technology can accurately identify any form of computer viruses during the 
operation of e-commerce, and can thoroughly eliminate some intractable viruses. But 
the independence of the technology is relatively poor, so it is necessary to use other 
intervention technologies for pretreatment before use, so as to avoid the spread of the 
virus, which is the main reason for the slow popularization of this technology at present. 

2.2 Safety prevention technology 

1) Firewall technology.  
The technology has been applied for a long time, which is a method to isolate the 

dangerous content encountered during the computer operation from the "wall", and it 
is also an important reliance to ensure the safe operation of the computer. This technol-
ogy has the functions of network filtering and information isolation in specific applica-
tions, and can actively deal with the intrusion of computer viruses. And in the process 
of firewall technology application, we can also trace the corresponding data sources in 
and out of the computer according to the user's defense strategy, so as to shield the 
illegal computer window from the root, and at the same time, we can reasonably control 
the network connection and isolate 100% dangerous viruses from the e-commerce net-
work, so as to ensure the safety of information used in safe areas. For example, in 
Taobao's "Double Eleven" Carnival in 2019, the total number of transactions in a single 
day exceeded 100 billion yuan, which also included many online transaction records, 
which also needed to be protected by firewall technology. At the same time, it also 
needed to optimize the technical applicability and functionality, thus playing a role in 
optimizing the computer running environment [1]. 

2) Intrusion detection technology.  
In the application process, this technology mainly detects the reserved information 

after malicious attacks and intrusions, so as to identify viruses. As shown in Figure 4, 
during the application period, the technology itself has certain analysis and processing 
capabilities. Based on the integration of computer logs, Internet access records and 
other contents, it can identify the current working state of the computer, which is also 
the content that the detection system needs to focus on during the application period. 
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Therefore, the key content of this technology in the application process is the data in-
formation processing effect. In order to improve the practicability of the data processing 
effect, statistics, expert system, neural network and other technologies will be used to 
process the e-commerce transaction data in the specific processing process, so that dur-
ing the application period, the Internet anti-virus system can make a positive response 
and effective defense to the invading virus in ns level, and then improve the security of 
e-commerce operation [2]. 

 

Fig. 4. Application model of intrusion detection technology 

3) Safety evaluation technology.  
During the application of this technology, its main preventive principle is to monitor 

the stored state data. In application, when there is data flow in the computer, it will 
collect the generated real-time data. After the integration of e-commerce operation data, 
it will compare this data with the standard data stored in the database. According to the 
data comparison result (80% for example), it will evaluate whether there is any abnor-
mality during the computer operation. At the same time, in the process of technology 
application, the application of security hardware, software and security protocols in the 
computer system will be supervised to evaluate whether the system behavior is reason-
able. During the application process, the security evaluation technology not only aims 
at the behavior of computer viruses, but also needs to supervise the situation of the 
computer running itself, and it also has a great chance of being attacked by computer 
viruses in application. Therefore, it is also necessary to update the system software and 
hardware in practical application, so as to improve the reliability of e-commerce run-
ning. 

4) Digital signature technology.  
The digital signature technology is to add some data content to the data unit or 

change the password of the data unit. This technology can not only determine the source 
of the data unit, but also ensure the integrity of the data unit, thus achieving the goal of 
protecting the data. The most important thing is to prevent the data from being forged 
by the transferee. In addition, digital signature technology is also a way to sign mes-
sages in electronic form, and a signature can be transmitted in a network. The digital 
signature technology can encrypt the abstract information, and then send the original 
text to the receiver together, and the receiver can decrypt it only by using the public 
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key. Then, the HAVH function is used to generate a summary information of the re-
ceived original text of e-commerce, and then it is compared with the decrypted sum-
mary information. If the comparison is the same, it means that the information received 
by the receiver is complete; otherwise, it means that the information content has been 
maliciously tampered with [3]. 

5) Data encryption technology.  
In order to effectively improve the security of e-commerce activities, more efficient 

technologies are needed, and data encryption technology has certain advantages, which 
can guarantee the security and stability of e-commerce transactions. The data encryp-
tion technology is to encrypt the plaintext, so that the plaintext will be converted into 
ciphertext, and the receiver only needs the decryption algorithm to convert the cipher-
text into plaintext (as shown in Figure 5). As far as encryption algorithms are con-
cerned, they are mainly divided into private key and public key. The former is also 
called symmetric key, that is, the same key is used to encrypt and decrypt files. This 
algorithm has the advantages of simplicity, ease and wide application. The latter is en-
cryption and decryption by using no key, which has the advantage of higher security. 
However, because two keys are needed, the latter algorithm is relatively difficult and it 
is difficult to identify the sender. 

 

Fig. 5. Schematic diagram of data encryption technology 

2.3 Proposed alarm system 

1) Analysis of monitoring mechanism.  
In the working process of the virus alarm system, its monitoring mechanism lies in 

using the system to understand the basic situation of the virus, which also needs to be 
completed by using computer probes, whose positions are generally set at the entrance 
of the subnet. At this time, the reported data information is collected by using the par-
ticularity of the virus itself. During the data integration analysis, the main processing 
technology used is characteristic code identification technology, which is used to de-
termine whether the system has been infected with computer virus. Especially when 
faced with unknown viruses, the system can be used to identify the parameter infor-
mation, so as to truly restore the actual application situation, which also greatly accel-
erates the virus detection efficiency and improves the virus prevention effect [4]. 

2) Overall structural design.  
In the overall design of the early warning and detection system, a multi-line design 

will be adopted, and at the same time, the virus alarm system will be optimized with 
the method of centralized layout. In the specific design process, it is necessary to design 
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the monitoring probe at the network interface position, which is used to monitor the 
operation of the computer, collect the working information of the computer and trans-
mit it to the processing mechanism for centralized processing, so as to reduce the con-
trollability of the system. And the management center will also concentrate on pro-
cessing the monitoring data. While clearing the running virus to the outside world, it 
can also study some complex cases, and make clear the transmission routes and condi-
tions of the virus, so as to improve the stability and timeliness of computer alarm per-
formance [5]. 

3) Subnet Division Model Expansion.  
During the traditional subnetting process, its model is mainly shared, and in appli-

cation, many computer groups will participate in the interaction, so as to improve the 
accuracy of data collection. With the rapid development of Internet technology, the 
richness of network development mode is also increasing. Based on this, it is necessary 
to improve the detection requirements appropriately, so that it can meet the application 
effect of the current switched network. Moreover, in the process of system application, 
it is also necessary to fully recognize the advantages of subnet model in application, 
and sort out the application points of relevant subnet models, so as to reduce the probe 
pressure and improve the final application effect of the model [6]. 

4) Expansion of detection model.  
At present, with the continuous improvement of the maturity of network technology, 

the CPU processing capacity of computer system has been greatly improved. In order 
to meet the functional requirements of the system, it is also necessary to adjust the 
application of network bandwidth, so that it can meet the working requirements of 
probes and broaden the defense system of computer viruses. In the application of probe 
system, it is mainly composed of shunt and data processing mechanism. And the system 
will use a node machine to process data within 400M, while over 400M will complete 
the data classification processing according to the excess situation, so as to improve the 
compliance and practicality of e-commerce operation [7]. 

3 Conclusions 

In conclusion, from the current development situation, e-commerce has created a lot of 
convenience for people's lives. At the same time, the problems about the safe operation 
of e-commerce are also highlighted. How to improve the ability of e-commerce security 
prevention has also become the focus of research. In the research process of this paper, 
some prevention experiences and technical ideas in other fields have been studied, and 
based on this, the current computer security application system has been improved, 
which has positive guiding significance for the in-depth research of computer security 
technology. 
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