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Abstract. Data is an important asset of an enterprise and a national basic strategic 
resource. Data security issues are increasingly prominent in the era of big data. 
Strengthening data security governance is not only an objective requirement of 
national supervision, but also a subjective requirement for the development of 
the data industry itself. Based on the practice of geological data security govern-
ance, proposes a geological data security governance framework consisting of a 
security management system, a technical system and an operation & maintanance 
system, and expounds the five steps of geological data security governance: asset 
sorting and evaluation, system construction, data classification, technical control 
and strategy optimization. Looks forward to the technological evolution of data 
security governance: scenario-based security protection, password-based data 
protection, and the use of artificial intelligence and other new technologies to 
optimize security solutions. 
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1 Introduction 

Data is an important factor of production in the new era, and it is a national basic stra-
tegic resource [1]. Data is called the fifth largest factor of production after land, labor, 
capital, and technology [2]. 

Data has become the core asset of an enterprise. The development of big data has 
brought opportunities to enterprises, as well as data security challenges. While manag-
ing and using data, enterprises are bound to face significant security threats and man-
agement responsibilities. The issue of data security has always existed, but it has be-
come more important and noticeable in the era of big data and artificial intelligence [3]. 

In recent years, China has successively released national data strategies such as the 
Action Outline for Promoting Big Data Development, the 14th Five-Year Plan for Na-
tional Informatization Development, and the 14th Five-Year Plan for Digital Economy 
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Development, emphasizing the construction of a Digital China. With the development 
of the marketization of data elements, the huge value and significance of data have 
become prominent, but the development and utilization of data is a double-edged 
sword. When data creates value, it also faces risks such as data leakage, abuse, and 
tampering. In order to ensure data security, standardize data processing activities, and 
promote data development and utilization, the Data Security Law and the Personal In-
formation Protection Law were officially promulgated, emphasizing both data devel-
opment and security protection, and promoting the legal and rational use of data under 
the premise of ensuring security and privacy [4]. 

With the advent of the era of big data, the security architecture has gradually transi-
tioned from the previous "network-centric" to "data-centric". Strengthening the re-
search on network security issues in the big data environment and the network security 
technology research based on big data, and establishing and improving the big data 
security guarantee system have become an important task of enterprise security con-
struction [5]. 

2 Data security governance requirements 

The goal of data security governance is to ensure data confidentiality, integrity and 
availability (CIA). Confidentiality refers to ensuring that data is not accessed by unau-
thorized users, integrity refers to ensuring that data will not be tampered with without 
authorization, and availability refers to protecting the right of authorized users to legally 
access data [6]. Data security in a broad sense refers to a " data-centric " security system, 
emphasizing data protection in the entire data life cycle, and emphasizing data subject 
rights and privacy protection. 

Data security risks mainly come from external organizations with targeted attacks, 
third-party partners, malicious insiders, and wrong operations by insiders. Data has high 
utilization value in the eyes of criminals. Targeted " hacker " organizations steal, tamper 
or attack data; unreliable partners may leak data resources, which making enterprises 
face huge data security risks; malicious internal users may steal data or destroy data 
systems for potential benefits, retaliation or competitive business; some internal per-
sonnel due to the low level of security skills, weak security awareness, negligence or 
accidental operation will also cause huge data risk. 

When data security is damaged, it may lead to data leakage and abuse, or lead to the 
destruction of data reliability and accuracy, or cause data to be unavailable or inacces-
sible, which will cause serious threat and damage to the interests of individuals, organ-
izations, society and even the country. 

Strengthening data security protection is not only an objective requirement of na-
tional supervision, but also a subjective need for the development of the data industry 
itself. In recent years, with the promulgation of higher-level laws such as the Cyberse-
curity Law, the Data Security Law, and the Personal Information Protection Law, the 
management and utilization of data elements are faced with rigid data security compli-
ance requirements. The collaborative development of data utilization and data security 
will be a major problem in the development of China's data industry in a long time. 

China Geological Survey (CGS) has established a number of professional data sub-
centers, built 98 core databases, and formed a large number of original data and result 
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data of geological surveys. The geological data service platform represented by Geo-
logical Cloud has released more than 3,000 services to serve the public and professional 
users. While providing external services for geological data, ensuring the safety of ge-
ological data has become an important task in the construction of geological informati-
zation. 

The data life cycle is divided into six stages: collection, transmission, storage, pro-
cessing, exchange and destruction [8]. In the life cycle management activities, CGS is 
faced with the dual requirements of data security risk protection and compliance super-
vision. In order to promote the balance between data use and data security, CGS has 
carried out data security governance from the organizational, institutional, technical 
and operational levels in accordance with relevant laws and regulations. 

3 Geological data security governance structure 

Data security governance is the various strategies, technologies and activities adopted 
to ensure data security, including the process of improving data security risk response 
capabilities from aspects such as corporate strategy, organizational construction, busi-
ness processes, rules and regulations, technical tools, management, operation and 
maintenance. In order to control the degree of security risk or minimize the risk impact 

[6]. The governance process is a complete system that runs through the entire organiza-
tional structure from the top to the bottom, from the decision-making level to the tech-
nical level, from the management system to the tool support. 

3.1 Geological data security governance system 

Data security governance mainly focuses on the vulnerability of data security, and for-
mulates targeted strategies for various security risks faced to reduce security risks or 
reduce losses caused by security issues. In the whole process of data security govern-
ance, the most important thing is to formulate an appropriate data security strategy [6]. 

The geological data security governance system is shown below. It aims at the safe 
use of geological data, based on security risks and strategies, guided by the management 
system, supported by the technical system, and managed by the operation and mainte-
nance system. It is integrated into the management, technology and operation and 
maintenance process, and runs through the whole life cycle of geological data. Through 
the organic combination and interaction of systems, technologies, processes and per-
sonnel, the goal of data security governance is finally achieved. 
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Fig. 1. Geological Data Security Governance System 

The goal of security governance is to ensure the security of geological data, ensure the 
compliant use of data, and maximize data value through data flow. The security man-
agement system mainly includes organizational structure and personnel allocation, data 
security responsibility mechanism, security management system etc. The Security tech-
nology system mainly includes data asset identification, data classification and grading, 
data access control, security audit, etc. The security operation and maintenance system 
mainly includes dynamic protection strategy, data backup strategy, security education 
and training, etc. Security infrastructure focuses on data-related physical security and 
application security, including network layer security, cloud environment security, host 
layer security, application layer security, middleware security and data layer security. 
In the data security governance system architecture, the data security strategy is the 
core. It is formulated through the management system, implemented through the tech-
nical system, and released through the operation system to continuously ensure the safe 
development of data processing activities. 

Data security includes the planning, establishment, and enforcement of security pol-
icies and processes to provide proper authentication, authorization, access, and auditing 
of data and information assets [7]. The security technology system is the key to the se-
curity governance system of geological data. All technology implementations revolve 
around "data-centered", which is the specific implementation of security policies in the 
system. The functions to be realized in the technical system are shown in the following 
figure. 

 
Fig. 2. Geological Data Security Technology System 

70 X. Wu et al. 



The technology system provides the ability to make geological data visible, controlla-
ble, and manageable. Data managers have a comprehensive understanding of the status 
of data assets through information technology, find out the compositions of data, estab-
lish classification standards, and identify sensitive data. The security technology system 
provides the technical control means of each risk point in the whole life cycle of data, 
so that the data risk can be controlled, and ensure the confidentiality, integrity and avail-
ability of data. Through data operation and management, the dynamic security of data 
in different data environments is realized, and the data is well managed [6].  

3.2 Security Governance Process 

Geological data security governance works according to five steps of asset sorting and 
evaluation, system construction, data classification, technical control and strategy opti-
mization, forming a closed-loop iterative data security governance framework and re-
alizing spiral security capability improvement. The schematic diagram of data security 
governance is as follows. 

 
Fig. 3. Five Steps of Data Security Governance Process 

CGS sorts out the status quo of geological data assets and assess security risks. The 
data application, existing data management system, and data security status were inves-
tigated and sorted out. According to the classification of geological survey majors and 
disciplines, combined with the actual work, the resource catalog system and data clas-
sification standards have been established. 

Based on the data application and data security management system of the previous 
step, combined with the data security laws and regulations promulgated by the state and 
higher-level units, and in accordance with the geological survey data security govern-
ance goals, CGS formulated data security management systems, management specifi-
cations, and process documents applicable to the geological survey industry, formed a 
security governance institutional architecture, as shown below. Combining the safety 
system with the resource catalogue and classification and grading norms, the developed 
process and system norms are transformed into practical safety management strategies, 
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which are applied to the management process of the geological cloud platform and im-
plemented in all aspects of data management. 

 
Fig. 4. Data Security Governance Institutional Architecture 

On the basis of sorting out data assets, combined with professional classification and 
application practice, CGS classified all the data assets, monitored and controlled geo-
logical data based on classification and security management & control strategies, in-
tegrated data security monitoring and protection into the data’s full life cycle. 

According to the different service scopes and service objects of the geological cloud 
platform, based on the results of data classification, in accordance with the security 
requirements of geological data scenarios, and based on authority control, data security 
management capabilities are embedded into the business process. Along with the im-
plementation of technical management and control, there are basic network protection, 
system protection, application protection, etc., to jointly ensure the compliance and se-
curity of data use. Security auditing realizes the whole process of data usage, timely 
auditing of user operations, real-time blocking of illegal actions, and timely alarming 
of risk events. 

Through the daily operation and management of geological data, data management 
personnel carry out data dynamic protection, data backup, education and training, mon-
itor the data flow process in real time, regularly output analysis reports, propose recti-
fication measures, and follow up on the improvement of rectification. During the oper-
ation of the geological cloud platform, data managers timely adjust the security strat-
egy, track the implementation of the security management system, and continuously 
revise the system documents. All units do safety skills training as planned to improve 
the safety level of data management personnel, so that the safety management ability is 
on the rise along with the data management operation process. 
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4 Conclusions and technical outlook 

In the process of geological cloud data security management, the security management 
system, technical system and operation system have been established to effectively en-
sure the security of geological survey data, realize the free circulation of geological 
data, and support the work of geological survey business. 

Faced with the complexity of data security governance, the data protection system 
is undergoing continuous technological evolution based on traditional injection or vul-
nerability attack protection, authentication and access control, encryption, auditing and 
other technologies, as follows: 

1. Scenario-based active prevention and control are incorporated into the data secu-
rity technology system. For different data protection requirements, the system should 
determine the appropriate data security protection technical means, break through the 
traditional one-size-fits-all protection means, and build a dynamic and systematic tech-
nical protection framework. 

2. In terms of ensuring data security, confidential computing, privacy computing and 
other implementation scenarios based on cryptographic technology to protect data 
transactions and share security have been launched [4]. 

3. Use new technologies such as artificial intelligence (AI) and big data to improve 
security products and security solutions. Use big data for event mining and auditing, 
and establish blacklist database as the basis for decision-making of risk control systems 
to serve access control; use AI to learn, improve security protection rules, and execute 
auxiliary defenses to improve data security protection [3]. 
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