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Abstract. Aiming at the problem of interconnection between GB/T 28181-2016 
"Technical requirements for information transport, switch and control in video 
surveillance network system for public security" (GB/T 28181) standard and 
Web Real-Time Communications (WebRTC) protocol, a protocol conversion 
server based on GB/T 28181 and WebRTC is designed and implemented. First-
ly, based on the improvement of GB/T 28181 protocol stack and WebRTC pro-
tocol stack, an audio-video communication protocol stack integrating GB/T 
28181 protocol and WebRTC protocol is designed, and the rules of communica-
tion between GB/T 28181 protocol and WebRTC protocol are agreed. Second-
ly, this paper analyzes and summarizes the interoperability of GB/T 28181 pro-
tocol and WebRTC protocol in terms of signaling method and interaction pro-
cess. And on this basis, a proxy conversion server based on the signaling proto-
col of WebSocket transmission and the session initiation protocol (SIP) proto-
col of UDP/TCP transmission is designed and completed to realize the conver-
sion function of GB/T 28181 signaling and WebRTC signaling. Finally, the 
feasibility and correctness of the method are verified through experiments, and 
the interoperability problem between GB/T 28181 protocol and WebRTC pro-
tocol is effectively solved. 

Keywords: GB/T 28181 standard, WebRTC protocol, protocol conversion, pro-
tocol interoperability 

1 Introduction 

In recent years, with the release and promotion of the GB/T 28181 protocol standard, 
the security industry standardization of video surveillance networking has made sig-
nificant development. GB/T 28181 standard provides a unified signaling interface, 
video and audio codec interface for the interconnection of video monitoring platform 
and equipment, simplifying the interconnection between different manufacturers 
docking work, effectively promoting the extensive sharing of video surveillance im-
age resources [1]. 

At present, with the rapid development of 5G technology, real-time video and au-
dio communication technology is constantly updated. WebRTC [2], as a real-time 
video and audio communication technology built on a web browser, provides a series 
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of audio and video solutions such as audio and video capture, network transmission, 
audio and video codec, etc., which can realize cross-browser and cross-platform video 
and audio communication functions [3]. 

In this paper, we propose a scheme for the interoperability of GB/T 28181 and 
WebRTC. The first part of the paper mainly introduces the GB/T 28181 protocol and 
WebRTC protocol, including the protocol stack, transmission protocol and signaling 
methods; the second part of the paper is the design and implementation of the GB/T 
28181 and WebRTC signaling protocol conversion module, respectively from the 
signaling method correspondence, interaction flow and other aspects; in the third part, 
the experimental environment is set up and the experimental results are analyzed, and 
we summarize the whole paper and point out the future work direction. 

2 GB/T 28181 Protocol and WebRTC Protocol 

The GB/T 28181 protocol is based on SIP [4] and specifies the interconnection struc-
ture of public security video surveillance networking system, the basic requirements 
of transmission, exchange, control and security requirements, as well as the technical 
requirements of control, transmission process and protocol interface, is the national 
standard in the field of video surveillance. The WebRTC is a technology that supports 
web browsers for real-time audio and video calls. In the bottom layer, audio engine, 
video engine and network transmission engine are provided respectively to realize 
reliable transmission of video and audio data [5]. 

2.1 GB/T 28181 Protocol Stack and WebRTC protocol Stack 

The control signaling of GB/T 28181 protocol is based on SIP protocol, the media 
stream is transmitted by Real-time Transport Protocol (RTP) or Real-time Transport 
Control Protocol (RTCP), the video compression adopts H.264 coding algorithm, and 
the audio compression adopts G.711 and other common algorithms [6]. In the process 
of video and audio transmission and control, we need to establish two transmission 
channels: the session channel and the media stream channel. The session channel is 
used to establish a session between devices and transmit system control commands 
[7]; the media stream channel is used to transmit video and audio data. The protocol 
stack of GB/T 28181 is shown in Fig. 1. 

 
Fig. 1. GB/T 28181 protocol stack 

According to WebRTC protocol, Secure Real-time Transport Protocol (SRTP) or 
Secure Real-time Transport Control Protocol (SRTCP) is adopted for streaming me-
dia data transmission, and UDP encrypted by Datagram Transport Layer Security 

801Design and Implementation of Protocol Conversion Server Based on GB/T 28181 



 

(DTLS) is used for transmission [8]; WebRTC supports interactive connectivity es-
tablishment (ICE) technology, Session Traversal Utilities for NAT (STUN) and Tra-
versal Using Relay NAT (TURN) to establish and maintain UDP end-to-end connec-
tions; video compression in WebRTC protocol supports G.711, AAC and other en-
coding formats [9]. The WebRTC protocol stack is shown in Fig. 2. 

 
Fig. 2. WebRTC protocol stack 

Based on the above two protocol stacks, an audio-video communication protocol 
stack based on GB/T 28181 standard and WebRTC protocol is improved and de-
signed, as shown in Fig. 3. 

 
Fig. 3. Audio and video communication protocol stack based on GB/T 28181 and WebRTC 

2.2 GB/T 28181 Signaling Methods and WebRTC Signaling Methods 

The GB/T 28181 protocol and the WebRTC protocol have a lot in common, they 
belong to the application layer protocol, and more importantly, they have similar ses-
sion control methods, and the protocol implementation usually uses the same underly-
ing protocols [10]. The description of SIP signaling methods is shown in Table 1. 

Table 1. GB/T 28181 Basic signaling method description. 

Signaling method Method description 

REGISTER It is used to register the UAC on the UAS and complete the address 
binding. 

INVITE It is used to initiate a session and invite users to join it. 
ACK It is used for replies to received INVITE requests. 

UPDATE It allows UAC to update the parameters of a session without chang-
ing the session state. 

OPTIONS It is used to query the server for supported methods, content types, 
encodings, etc. 

CANCEL It is used to cancel an outstanding conversation request. 
BYE It is used to end the session. 
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The signaling methods of WebRTC are mainly divided into two categories: the first 
category is the signaling sent by the client to the server, and the second category is the 
signaling sent by the server to the client [11]. WebRTC signaling methods and mean-
ings are shown in Table 2. 

Table 2. WebRTC basic signaling method description. 

Signaling method Method description Type 
join The user joins the room. Client 
leave The user leaves the room. Client 
message End-to-end exchange of information (of-

fer/answer/candidate). 
Client 

joined The user has joined the room. Server 
left The user has left the room. Server 
other_joined Another user has joined the room. Server 
bye Another user has left the room. Server 
full The room is full. Server 

3 Design and Implementation of SIP Proxy Conversion Server 

The system mainly includes two modules, GB/T 28181 signaling module and SIP 
proxy conversion server module, as shown in Fig. 4. SIP signaling server is the GB/T 
28181 signaling module, which mainly completes the interaction processing with 
GB/T 28181 device terminals and the registration authentication of GB/T 28181 de-
vice terminals. The WebRTC signaling server mainly completes the interaction with 
the WebRTC client and the registration and authentication of the WebRTC client, 
while the signaling conversion module realizes the conversion function between 
GB/T 28181 signaling and WebRTC signaling. 

 
Fig. 4. System structure schematic 

3.1 Signaling Protocol Conversion Module 

The signaling conversion module should have the conversion function of GB/T 28181 
signaling and WebRTC signaling to complete the two-way interaction between the 
GB/T 28181 equipment terminal and the WebRTC client. According to the conver-
sion direction of signaling, the module can be divided into two parts: 
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SIP-WebSocket Direction Signaling Conversion. It mainly receives the SIP request 
message sent by the GB/T 28181 equipment terminal, converts it into the correspond-
ing SIP over WebSocket protocol request message, and sends it to the WebRTC cli-
ent; it also receives the response message returned by the WebRTC client through the 
SIP over WebSocket protocol, converts it into the corresponding GB/T 28181 stand-
ard SIP response message, and sends it to the GB/T 28181 device terminal. 

WebSocket-SIP Direction Signaling Conversion. It mainly receives SIP over Web-
Socket protocol request message sent by the WebRTC client, converts it into corre-
sponding GB/T 28181 standard SIP request messages, and sends it to the GB/T 28181 
device terminal; it also receives the response message returned by the GB/T 28181 
device terminal through GB/T 28181 standard SIP protocol, converts it into the corre-
sponding SIP over WebSocket protocol response message, and sends it to the 
WebRTC client. 

3.2 Signaling Interaction Flow 

This paper takes real-time video and audio on-demand as an example and designs the 
interaction flow between GB/T 28181 SIP signaling and WebRTC signaling as shown 
in Fig. 5. Among them, the SIP proxy conversion server includes the WebRTC signal-
ing server and signaling protocol conversion module. 

 
Fig. 5. GB/T 28181 signaling and WebRTC signaling interaction flow 

The specific steps of its signaling interaction process are as follows: 
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• The WebRTC client sends a join message to the WebRTC signaling server in the 
SIP proxy conversion server, which carries the IP address of the WebRTC client 
and the port number on which the client receives the video and audio streams, and 
the WebRTC signaling server in the SIP proxy conversion server receives the re-
quest and returns the joined message; 

• The WebRTC client sends an offer message to the WebRTC signaling server in the 
SIP proxy conversion server, and the WebRTC signaling server in the SIP proxy 
conversion server receives the request and forwards it to the SIP signaling server 
by converting it into an INVITE message through the signaling protocol conver-
sion module; 

• Messages 6 to 13 establish a three-way media session between the SIP signaling 
server, the streaming server and the GB/T 28181 video capture terminal, and the 
session negotiation mainly includes the port on which the streaming server receives 
and forwards media streams and the port on which the GB/T 28181 video capture 
terminal sends media streams; 

• The SIP proxy conversion server receives the 200 OK response message forwarded 
by the SIP signaling server and forwards it to the WebRTC client through the sig-
naling protocol conversion module into an answer message; 

• The streaming server receives the message 18 ACK and then transcodes the re-
ceived live media stream and forwards it to the WebRTC client; 

• If the media stream reception is completed, the WebRTC client sends a leave mes-
sage to the WebRTC signaling server in the SIP proxy conversion server, and the 
WebRTC signaling server in the SIP proxy conversion server returns a left mes-
sage after receiving the message and converts the bye message sent by the 
WebRTC signaling server into a BYE message through the signaling protocol con-
version module. The messages 24 to 29 are the signaling process of session con-
nection disconnection between the SIP signaling server, streaming media server 
and GB/T 28181 video capture terminal, so that the signaling interaction process is 
completed. 

4 Experiment 

In this paper, we use the existing NodeJS to implement the WebRTC signaling server 
and add the signaling protocol conversion module to get the SIP proxy conversion 
server by secondary development, which realizes the conversion from the signaling 
protocol based on WebSocket transmission to the SIP protocol based on UDP/TCP 
transmission and completes the interoperability of SIP session messages. With the 
help of the streaming media server ZLMediaKit, a real-time video monitoring test 
environment is built using GB28181.WinTool test program of the GB28181.Solution 
project as a SIP signaling server. In the LAN environment, the WebRTC client re-
quests access to the video camera supporting GB/T 28181 standard through SIP over 
WebSocket protocol, and successfully obtained the live images captured by the cam-
era, as shown in Fig. 6. The real-time images obtained after several observation ex-
periments do not have significant delays and have good real-time performance. 
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Fig. 6. PC Chrome previews GB/T 28181 video camera surveillance screen 

This experiment captures the call signaling and response signaling of SIP proxy con-
version server after conversion by WireShark tool, as shown in Fig. 7 and Fig. 8. Af-
ter several tests and analyses, the feasibility of the SIP proxy conversion server sig-
naling conversion function is verified, which can effectively solve the interoperability 
problem between GB/T 28181 protocol and WebRTC protocol. 

 
Fig. 7. Call request signaling transformed by SIP proxy conversion server 

 
Fig. 8. Response signaling transformed by SIP proxy conversion server 
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5 Conclusion 

In this paper, we propose a scheme for GB/T 28181 and WebRTC signaling conver-
sion to address the problem of interoperability between GB/T 28181 and WebRTC 
protocols. Through the process of WebRTC client accessing GB/T 28181 media de-
vice, the paper verifies the possibility of interconnection between WebRTC client and 
GB/T 28181 device terminal from one aspect, realizes the transmission of media 
stream from GB/T 28181 terminal to WebRTC client direction. It effectively solves 
the interoperability problem between GB/T 28181 protocol and WebRTC protocol. 
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
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permits any noncommercial use, sharing, adaptation, distribution and reproduction in any medium or 
format, as long as you give appropriate credit to the original author(s) and the source, provide a link to 
the Creative Commons license and indicate if changes were made.  

The images or other third party material in this chapter are included in the chapter’s Creative 
Commons license, unless indicated otherwise in a credit line to the material. If material is not included 
in the chapter’s Creative Commons license and your intended use is not permitted by statutory regulation 
or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. 
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