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Abstract. Smart cities are becoming increasingly popular worldwide as cities
grow; technology evolves and improves daily. The internet of things devices are
used in smart cities that are all interconnected to run critical systems that a city
requires to function correctly. The Internet of Things controls traffic lights, secu-
rity cameras, weather, infrastructure, meters, and other data collection devices to
run the city. Because technological devices do not sleep, eat, or take breaks like
humans, the systems can be relied on to operate continuously. Blockchain is a
system of decentralized and immutable electronic ledgers or databases in which
anyone can securely store and access public records while maintaining informa-
tion integrity. Blockchain offers a method of communication, transactions, secu-
rity, and governance that is transparent and available to all members of a town
or society, which are several advantages of a smart city. This paper reviews how
blockchain can aid in developing a smart city and proposes a security framework
based on layers.
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1 Introduction

WITH their fast-paced lives, most people prefer to live in cities, and this trend is expected
to continue in the coming years. As a result, smart cities have begun to simplify people’s
lives by integrating technologies into the infrastructure. One could argue that modern
cities resemble future cities without robots or flying cars. By leveraging blockchain tech-
nology to conduct verifications and secure transactions on the Internet, this technology
will revolutionize smart city management by promoting transparency, efficiency, and
privacy in the coordination, integration, and regulation of many cities’ services.
Considering its technological nature, many concerns have been raised regarding
smart city security. Consequently, the implementation encountered several challenges
both at the government and administrative levels. Hence, there should be a collabora-
tion among the residents, private organizations, and government when implementing
this infrastructure. Replacing the outdated infrastructure and converting it into modern
goods needed to be paid by the government large sums of money to build and fund
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infrastructure. A cybersecurity threat and the right to privacy are also concerning, where
infiltration of security systems is one of the main obstacles, a hackers can control financial
and transportation services and citizens’ and others’ information. Privacy and security
concerns are associated with sensors, devices, etc., connected to the Internet. Most smart
applications generate a large amount of data from various sources continuously.

Blockchain is a network of an incorruptible digital record of information exchange
that may store everything of value rather than just the history of financial transactions as
bitcoin is renowned for. Likewise, blockchain is a chain based on cryptographic princi-
ples that may record any valuable object, such as accounting books, voting, copyright,
property, and anything else that can be stated in code. The old Internet could only transfer
information; however, blockchain is built to communicate importance to the network and
is regarded as the future generation of global credit certification and Internet validity. It
lowers the cost of credit with excellent efficiency, openness, security, transparency, and
traceability. It enables two untrustworthy people to trust one another without needing
third-party credit approval. Blockchain is a cryptographic technology that might help us
develop smart cities in the future with the help of IoT systems [1, 2].

Information systems in smart cities are only one of the numerous fields where
blockchain technologies have already been adopted. This paper proposes an improved
framework for smart cities that considers security aspects, particularly privacy of data
collection and sharing via IoT systems and blockchain applications. The following is how
the paper is structured. Section 2 will present IoT in smart cities with an overview of IoT
and smart cities with their applications. Section 3 presents the literature review. Section 4
addresses the challenges and issues that may arise in Smart Cities. Section 5 will show
related work on the framework of smart cities. Section 6 highlights the solutions with
an algorithm. Finally, Sect. 7 concludes the paper.

2 IoT in Smart Cities

2.1 Smart Cities Overview

SmART cities are the new way of life; there is no single definition for these cities. How-
ever, they all have one thing in common: they constantly strive to improve citizens’ lives,
increase efficiency and productivity, reduce costs, and reduce consumption of available
resources by utilizing ICT to enhance various aspects of city operation and management.
It becomes smart when a set of advanced smart technologies is used (software and hard-
ware). However, the city cannot be smart solely through technology; these are merely
enablers; the city must sustain economic, social, cultural progress, and environmental
through technology [3][4].

A few factors are required for smart cities to perform efficiently. First, data collection
involves collecting data from various digital sources, monitoring, and communicating via
multiple sensitivities that serve the smart city environment, assisting in better decision-
making and outcomes. As a result, smart city data leads to more accurate decisions. Sec-
ond, data communication is critical in developing and managing networks that organize
connection guidelines between devices, servers, and major smart city points. It allows
data to flow from various parts and data sources. Third, data analysis and action support
decision-making based on collected and saved data and human interference. Through a
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Fig. 1. Smart City Applications

central analysis, data consists of real-time data combined with a set of archived historical
data. After it is issued, the final decision is transmitted to the appropriate entities [4].
Figure 1 shows some smart city applications.

Smart Transportation. One of the most severe problems that people face is traf-
fic congestion. Smart city solutions offer ideal applications and transportation services.
Using data from cameras, satellites, drones, parking sensors, and other multimedia, a
comprehensive view of city transportation is provided, allowing for real-time tracking of
passing traffic and a new routing algorithm to improve energy efficiency and route sta-
bility. Additionally, Drivers can also receive advance notice before entering the parking
area by using the smart parking system [4-6].

Smart Governance. The government must be involved in improving security and
privacy concerns. A civil partnership may support smart city project design, execution,
and evaluation processes. The smart city concept has changed citizens’ interactions with
their governments. Citizens can now engage in decision-making and voice their opinions
clearly and concisely, thanks to the e-government system. Smart governments should be
technologically progressive, with smart governance and policies. Cloud-based informa-
tion system services should support the need for sustainable governance of facilities in
smart cities. [4, 6].

Smart Healthcare. Since lives are always on the line, healthcare requires the accu-
racy and dependability of results in real-time. A health service system known as “smart
healthcare” connects individuals, resources, and organizations involved in providing
healthcare through technology. Smart healthcare may encourage interaction among all
healthcare entities. Remote monitoring from patients’ homes or hospitals can improve
their health [7].
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2.2 Internet of Things (IoT) Overview

The Internet of Things (IoT) aims to securely connect and transport data between every-
day objects, transforming the world into a massive information system, allowing them to
send and receive data. Even though people can engage with them to set up or retrieve the
data, most work is done without human intervention [1]. IoT allows interaction between
the physical and digital worlds using actuators and sensors. Sensors are used to store
and process all necessary information. Data processing occurs at the network’s edge or
on a remote server or cloud. IoT data must be secured at rest and in transit to ensure
data integrity. Security solutions are executed in a way that makes it possible for them
to identify unauthorized intrusions to thwart malicious attacks on the communication
layer. [8].

2.3 Smart Cities’ Relation in IoT

The development of smart cities necessitates the use of communication and information
technologies. They facilitate connectivity and data collection, allowing smart cities to
be smart. Almost every aspect of smart city operation is improved by communication
architecture. IoT is a necessary element for a smart city to be smart, and it plays a vital
and effective role in meeting the needs of citizens by providing and restoring essential
services. The city and its residents’ development would benefit from the IoT technology
and smart city combination, considering IoT analytics is crucial for data analysis and
improving decision-making ability. IoT deployments in smart cities certainly improve
quality of life. Creating a smart city by centralizing and connecting all the city’s appli-
cations would be accomplished using IoT since IoT sensors may transform any object
into a smart object. One of the most important new digital technologies is the Internet
of Things platform, which will be around for the foreseeable future [9, 10].

3 Literature Review

For this research, the method used will be a review based on which many papers will
be read and analyzed. With that, a table will be generated for comparison to develop the
model, which would be based on a combination of those papers.

According to [11], using blockchain in smart cities, it will secure the communication
of data and services between the cities. The author suggested an application called
“orthus,” a blockchain platform in smart cities that will help to solve the security issues
in smart cities. Moreover, they have mentioned how the platform works, the requirement
to build blockchain platforms, and how it will work.

According to [12], new issues and difficulties regarding data governance and storage
facilities are brought up by smart technology. Also, one of the major focuses was data
integrity, to which access to information must be regulated, for what purpose, and how
it is stored and protected. To secure data sharing between various entities, it suggested
“SmartPrivChain,” a solution that combines data audit mechanisms and access control.

Based on [13] Modern cities prioritize technology to maximize resource utilization,
cut expenses, and create a more livable environment. A smart city is vulnerable to a vari-
ety of security threats. Identifying these threats and potential consequences is critical
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to design an effective solution. Cybercriminals may access personal and financial infor-
mation from IoT devices in smart cities. As a result, new solutions and communication
platforms must be developed based on the nature of the data (private or public) to pro-
vide privacy, integrity, and data confidentiality. This paper proposes a blockchain-based
security framework that allows communication between entities in a smart city while
maintaining privacy and security.

As stated in Li’s research paper [2], the most significant issues that smart cities face
are lack of security in IoT devices, high cost for maintenance and equipment of the data
center, and no privacy for users’ data. The author’s proposed solution involves using
P2P, a distributed network technology based on cryptography, to address the massive
cost of blockchain data storage. To solve the lack of privacy and security in IoT devices
in smart cities, blockchain validation and consensus procedures will be used to identify
genuine [oT nodes and prevent rogue or harmful node active devices from accessing the
network.

After reading and analyzing multiple research papers, it has been concluded that the
most common issues faced in smart cities are security based and the above papers show
that with the proper framework this issue could be solved.

4 Issues and Challenges

SmART cities have a lot of information and technological infrastructure running simul-
taneously and constantly [14], The systems need to be reliable, or the city might become
chaotic if some systems fail. There are sensors all over the city to collect data like tem-
perature, humidity, wind speeds, traffic, and many other environmental factors. If the
traffic lights and cameras were to fail, it would create a lot of congestion in the streets
and potentially cause serious accidents to which emergency services would probably be
unable to respond due to all the traffic jams. Provided the systems sensors and the physi-
cal layer of the infrastructure hold together and work seamlessly, data privacy, networks,
and interfaces are still vulnerable and need measures to keep them secure [14][15].

Security is among the most critical concerns in any smart city and society [14].
Smart cities collect and use a lot of data to help manage financial, physical, and social
infrastructures, and this data needs to be secured while being accessible to the public.
With the interconnection of multiple systems and networks comes the threat of data
breaches and unauthorized access to the data. There are also a lot of concerns about
privacy for the users. There is a need to keep some details private to prevent many
dangers like stalking, identity theft, corporate espionage, and other threats. There is a
dilemma in technology because it is almost impossible to give people total privacy while
offering them the best security [6]. Blockchain has the potential to provide protection,
keep public records accessible, and preserve confidential information. Blockchain proved
an efficient way to secure all the data while still making it accessible to all the parties
and stakeholders involved [14, 16]. IoT devices collect heterogeneous data, making the
system vulnerable in several ways.

Availability is on availability of information related to the upholding of resources.
The information must always be available to the users/stakeholders so the system runs
smoothly. Nevertheless, the data must also be secured and locked to prevent unauthorized
manipulation or deletion by third parties.
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Data Integrity. Data integrity concerns the wholeness and completeness of data and
protects against corruption and manipulation [14]. Data in a system needs to be whole
and void of errors. Unauthorized access to the data may compromise the data integrity.
Therefore, it is protected from malicious users. The database should also have self-
checking and correcting mechanisms to continuously comb over the system to correct
any errors as they occur.

User authenticity. It is centered on the authenticity of the users [16, 17]. Measures
must be employed to ensure that anyone who accesses the data in the database is autho-
rized. The use of complex passwords and two-stage authentication is an example of
providing that the users trying to access the data are indeed allowed to do so.

Accountability. There is a threat around accountability, including correct claims of
transmission and reception of data. When data is sent across a network, there must be
a mechanism to relay that the data has been received by the intended recipient and not
anyone else. Cryptographic encryption keys are commonly used to authenticate that the
data has been received and viewed by the intended use and that no data breaches have
occurred.

5 Related Work

DubAl is an excellent example of a smart city currently implementing blockchain sys-
tems [12]. The city is linking crucial systems and making them available to all citizens
via the internet. Residents may now pay fines and report crimes without visiting police
stations, saving time, space, and transportation costs to the police stations. Other services
like driverless cars and automated traffic systems are active in the city, economic systems,
automatic power grids, and many other benefits. The entire smart city infrastructure taps
into new 5G networks to make the Internet of Things (IoT) devices communicate quickly
and efficiently. By adopting blockchain, the city resident hopes to provide a secure plat-
form to perform all kinds of transactions securely and transparently. As Dubai is one of
the leading tourist attractions in the world, this will boost tourism and attract investors.
Blockchain technology will also come in handy as the city aims to be a cashless soci-
ety soon. Blockchain has proved to be a valuable tool for monetary transactions with
cryptocurrency [18].

6 Solutions

6.1 Blockchain Technology

As stated by [2], A blockchain comprises a collection of blocks, every block with its own
header and body. The hash, previous hash, timestamp (block creation time), nonce, and
Merkle root are all included in the block header. By submitting the preceding block’s
header to a hash function, the hash value is computed. The blockchain grows as new
blocks are generated and connected, with the hash of the previous block saved in the
current block. If an attacker attempts to modify the value of a transaction in a block, the
hash of that block will be incorrect as well.
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Furthermore, this guarantees that any interference with the prior block is discovered
quickly. The block body contains a collection of transactions that include the hash value
and sender and receiver identities. The chain begins with a genesis block, which serves
as the foundation of blockchains; it is the first block in the chain upon which subsequent
blocks are added [19], as shown in Fig. 2. There is a growing interest in blockchain tech-
nology, particularly in the financial sector. Since 2009, bitcoin transactions have been
performed without a central organization or institution using blockchain technology.
Using computer protocols, the blockchain enables immutability, confidentiality, trans-
parency, and high degrees of trust by creating chains of timestamped transactions using
the following mechanisms that have been mentioned by [2, 12, 20] in their research
papers:

A consensus algorithm. It is a mechanism for achieving consensus in a blockchain
network. Nodes of blockchain networks must agree on the validity of generated trans-
actions because they are not dependent on a central authority; hence, consensus algo-
rithms are needed. Monitoring the protocol rules ensures that all transactions are safe
and reliable. Various nodes in a blockchain system must reach a consensus using a con-
sensus algorithm. A consensus algorithm specifies the criteria for reaching an agreement
among several nodes in a blockchain network. The node identification, energy usage,
data model, and application of each blockchain consensus technique differentiate it.
There are several consensus algorithms, the extremely common of which are Proof-of-
Work and Proof-of-Stake. Each has pros and cons regarding security, functionality, and
scalability.

Smart contracts. It consists of autonomous electronic transactions or digital con-
tracts that incorporate rules and operate on distributed blockchain networks. To ensure
the legality of contracts, the primary objective is to ensure that they are enforceable.
In a legal sense, it would take longer, but it would be done directly by computer code.
A smart contract ensures the transparency, traceability, irreversibility, and reliability of
contracts and transactions.

Digital signatures are one of the most significant components of asymmetric cryp-
tographic signatures, which means a digital signature is a mathematical approach used
to authenticate a signature. Hellman created the first digital signature mechanism, which
included communicative parties sharing a secret key. He invented asymmetric cryptog-
raphy, which is used in blockchain technology. Digital signatures are classified into two
categories; the private key is for signing the transaction, while the public key is for
validating transactions.

Hash Function. Converts a variable-length input into a fixed-length to a small prac-
tical integer value using a hash algorithm and a mathematical function. The mapped
integer value in the hash table is an index to the hash value of the hash function’s input
string results. Three characteristics must be present to achieve cryptographic security:
collision resistance, hiding, and puzzle friendliness. By transforming input into a hash
code or value, this function encodes data. The hash algorithm limits the possibility of
two inputs having the same hash value [2, 12].

Merkle tree. It is a secure, efficient, and tamper-proof data storing technique. The
Merkle tree allows for the safe verification of large volumes of data. Moreover, it orga-
nizes transactions within a block and uses cryptographic hashing to record transactions
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in an immutable manner. The Merkle tree’s root is included in the block header. The
block header is timestamped and contains the hash of the previous block, producing a sort
of chain. Blockchain transactions are signed with a digital signature using asymmetric
cryptography.

Smart cities have systems that must follow the CIA triad framework to be secure.
The CIA triad represents three components: confidentiality, integrity, and availability.
Confidentiality concerns making the data private, meaning only authorized users can
access and manipulate data in the system database. Integrity pertains to the correct-
ness and completeness of the data in the database. The data should have no errors or
redundancies for the system to operate smoothly. Finally, availability ensures that data
is available and functional when it should be, at the appropriate time, and to the right
person. Authorized users are assigned authentication identification methods like user-
names and unique passwords to ensure they can access the data in the system at any
time. Unauthorized users are kept out of the system to preserve the integrity of the data.
Blockchain is great technology to address these components of a system.

At its core, blockchain employs peer-to-peer distributed ledger/database technology
on which agreements, contracts, sales, and transactions are stored and are available for
access. The system is so efficient that for a hacker or an unauthorized user to corrupt the
database successfully, they would have to compromise 51% of the records (Fig. 3).

Security Framework and Mechanism. [19, 20]

1. Physical Layer: This layer has [oT devices in the real world, like sensors, cameras,
actuators, and microphones, which collect data and forward it to the upper layers [21,
22]. This layer’s primary function is to gather data. The main security mechanisms in
this layer are related to the safety and unyielding measure put in the physical world
to make sure that the equipment is not damaged. It involves actions like installing
cameras in high-up positions so that they can capture everything and are not damaged
by the environmental elements. Insulating the equipment from malicious people and
environmental factors is the most important security mechanism in this layer.

2. Communication Layer: This layer houses communication network infrastructure like
Wi-Fi, Bluetooth, Ethernet, and wireless networks that communicate and transmit
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information across different layers [21, 22]. This layer has a few security mecha-
nisms to protect the data being sent through the network. Internet security protocols
like hyper ledgers, multichain, quorum, and Corda are protocols used to ensure infor-
mation is not altered while in transit from the sender to the recipient in a blockchain
system [23].

Database Layer: This decentralized ledger records all the data and is accessible
to all the information stakeholders. Each record has a unique time stamp and a
cryptographic signature for security. The ledger is the main security mechanism that
blockchain uses as it is straightforward to access and track all the transactions carried
out in the system [23-25]. The ledger is decentralized, making it extremely difficult
to alter or delete any information without being discovered.

Interface Layer: This layer has careful integration of the layers where the different
applications of the system can access information in the database and make decisions
based on the available data [24]. Most of the security mechanisms are found in this
layer. Security mechanisms include features like cryptographic hashing and the use
of Merkle trees. Hashing is converting any form of data into a unique string of char-
acters to store and access information more efficiently. Merkel trees are verification
mechanisms used to summarize enormous chunks of data that can be verified easily.
The users can verify transactions easily using Merkel trees, and any transactions
not included in the chain are flagged as fraudulent activity in the system [24]. The
interface layer has much of the computational burden of the blockchain system, and
hence it is the most important along with the database layer.

System Architecture and operations. Let’s explore how the system operates with

one specific sub-system within the more extensive city-wide system, like the parking
IoT allocation system [26, 27].

1.

Block approval: A parking lot user requests a spot, and the system assigns a block
through one of the gateways in the parking IoT. The interface handles the request,
the optimal place to park is issued to the user, and the information is added to the
ledger as the latest entry.
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2. Spotreservation: the spot has been found, and now it has to be reserved. The system
assigns a sequence number and links it to the latest blockchain. The process is
complete, and the system indicates that the spot is reserved for the user.

Algorithms 1 for parking spot reservations for users I [2, Algorithm 1]

while user, received valid request = True do

if user identity authentication = True then
m «— request
multicasts pre-prepare to other members.
end if

end while

while user; received valid prepare = True do
if number of valid prepare > 2f then
multicasts commit to other members.

end if

end while

while user, received valid commit = True do
if number of valid commit > 2f then
send reply message to the client.

end if

end while

6.2 Discussion

All the nodes in this system have identical blockchains, and the system can easily detect
unwanted requests [16, 22]. A malicious node is not allowed to request a block as all
submissions are assigned to their respective blocks in the chain. Other types of malicious
activity, like requesting two or more parking space reservations, can be easily detected,
and all the other nodes can deny them as they are all accessing the same ledger in
real-time. If the reservation process fails, the user may try again after a ransom timer
countdown and if it hasn’t already been allocated to another user, use the same sequence
number.

7 Conclusion

Blockchain has many potential uses in a smart city setting. This paper proposes a security
system framework with a blockchain-based database to operate multiple systems like
parking lots and access to buildings. Blockchain has many advantages, the most lucrative
being that it is very secure and takes a lot to manipulate data within the database without
necessary permissions. With more people moving into cities, there is a demand for
more resources and a system to distribute the resources equally. As more people rush
into the cities, problems arise like congestion, financial burdens, housing concerns, and
many other issues arise. There is a need for a system that uses blockchain technology to
manage all these systems in an integrated infrastructural system. It is also very reliable,
and all the stakeholders of the information being stored can access the information easily.
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People’s privacy is respected while keeping the right information public, and the database
is protected from malicious users. Networks are also getting better and faster and can
support more devices and have the potential to hold multiple modes of communication
like video, audio, documents, and complex transactions. The future will now focus on
designing collective systems that are interoperating and scalable across all functions of
a smart city.
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