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Abstract. COVID-19 pandemic has hard hit not only global economy but also the
education sector. The sudden shift to online education not only threw technological
challenges but posed some serious privacy and security concerns as well. When
online classes became the new normal for not only universities and high schools
but even the primary schools, it turned out that most of them were not prepared for
the new fully digital format. The students and institutions both lacked in technical
resources in some cases while in most of the cases the educational institutions were
not at all prepared for cyber-attacks, putting cyber security of all stake holders at
increased risk.

In this study, we surveyed the cyber-attacks on the educational institutions
during the covid-19 pandemic. Our study revealed that over 95% of IT infrastruc-
tures of the educational institutions were not able to protect themselves and the
students from the cyber-attacks that crippled the education system in its entirety in
some cases. We present a brief review of the cyber-attacks made on the education
sector during covid-19 and the tools and technologies adopted and the types of
attacks each tool faced. We also present the cyber security tools being utilized and
we also propose some preventive suggestions as a primary safe guard.
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1 Introduction

The current pandemic has completely changed the perspective of education sector, with
educational institutions remaining physically closed for more than a year up-till now.
Online education came to the forefront globally and online classes became the new
normal for not only universities and high schools but even the primary schools. This
called for a complete paradigm shift forcing schools and colleges to entirely adapt to
online meeting platforms like zoom and Microsoft teams in addition to already in use
blended e-learning platforms like WebCT, Moodle and Blackboard [1]. Online learning
has grown dramatically in recent years. They are large and dynamic with a variety of
resource users. The data must then be protected in order to preserve its confidentiality,
integrity and availability. Protection against data manipulation, fraudulent user authen-
tication and privacy breaches are important security concerns in e-learning [2]. Due to
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current global pandemic educational institutions across the globe closed their doors to
physical live learning and shifting to online learning in their efforts to continue teaching
and learning. It is essential to take into account cyber security and confidentiality before
implementing alternatives to learning in the classroom [3]. Neglecting to consider cyber
security and confidentiality until the end of the planning process and implementation or
completely forgetting poses significant risks to the security and privacy of students and
teachers [4].

2 Online Education and Cyber Security

Subsequently after the current pandemic forced the whole world into lockdown and the
educational institutions in the urge to provide continuity in learning shifted to online
mode, as expected most of them started experiencing rise in cyber security threats [5].
And institutions started to contemplate how they can enable all stakeholders with secu-
rity and privacy along with undisrupted online experience. Recent report by Barracuda
Networks [6] states that more than 1000 educational institutions were attacked just dur-
ing the initial three months of lockdown. The researcher at the center said this after
reviewing almost 3.5 million cyber-attacks on various sectors. Over the years, educa-
tional institutions have been lethargic to respond to cyber threats, thus leading them into
key targets of cyber-attacks [7]. Educational institutions possess sensitive personal data
of students, teachers and staff and which keeps growing with every academic year. And
in some cases institutions also stores the payment details of parents as well. In most of
the cases the IT department of the institutions cannot afford the highly- rated secure data
centers and thus become vulnerable [8].

It was found that around 60% of the institutions faced phishing attacks [9] and around
33% faced account compromised just in 2020. Ransomware and other malware attacks
contributed to 27% [10] while 49% of institutions were unaware of the infections for
days. Hackers breached a server containing student and staff ID numbers, admissions
details, and other academic records. In all, about 200,000 people were affected by the
cyber-attack in February 2021 [11]. Simon Fraser University in British was one of the
victims. In February 2020, Quebec’s Minister of Education confirmed that hackers stole
the personal information of 360,000 teachers and ex-teachers in Quebec [12]. According
to a July 2020 report that states 54% of U.K. universities reported a data breach to
a regulator, 46% of university staff didn’t receive security training in the 12 months
report says [5]. The Blackbaud hack [13] was first reported in the summer of 2020. It’s
an example of a massive data breach that crosses international lines. Nearly a dozen
universities were affected by the attack, including the University of London and the
Rhode Island School of Design. The university says it paid the ransom and released the
stolen data in exchange for some of its donors’ information.

3 Types of Attacks

Analyzing the most prevalent cyber-attack vectors offers insight into how educational
institutions can effectively emphasize data security and safeguard their networks. Ran-
somware assaults, DDoS attacks, and phishing attacks are three of the main cyber-attacks
against educational institutions.
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3.1 Ransomware

According to a recent research, the education sector has just eclipsed healthcare and gov-
ernment as the field that suffers the most ransom ware assaults, with 13% of educational
institutions experiencing the infection [14]. In comparison, 5.9% of government orga-
nizations and 3.5 percent of healthcare providers fall under this category. Ransomware
is a form of virus that encrypts the owner’s files and demands a ransom in exchange for
the decryption key once it has infected the system. As ransomware as a service acquire
acceptance, these assaults are likely to gain much more traction.Ransomware attacks
cause downtime and unforeseen expenditures that schools cannot afford, with the cost
of ransomware mitigation estimated to surpass $5 billion [15]. Schools, in particular,
are frequently obliged to pay up since they cannot justify postponing the teaching of
hundreds or thousands of children while they work to repair the system meticulously.
Malicious files or URLs provided via emails are commonly used to spread ransomware.

3.2 Phishing

With 91 percent of cyber-attacks beginning with a phishing email, phishing scams are a
common attack vector across business industries and have now expanded to education
[16]. Phishing scams are most commonly sent by email, but they may also be sent
over social media or SMS. Attackers will send an email that looks to come from a
trusted source or from someone the victim knows, requesting them to provide sensitive
information or enter their login credentials on a counterfeit website. Targets open 30%
of phishing texts and twelve percent clicks on malicious attachments of phishing emails.
After obtaining the desired information, hackers can exploit it for a variety of objectives,
including credential stuffing on other websites, selling it on the dark web, and more.
Scams using phishing can have a variety of outcomes and objectives. According to
reports, hackers planned to exploit school districts as entry points into other government
networks, including state voting systems, in addition to targeting personal data, showing
the necessity of internal segmentation. In addition, the IRS recently issued a warning
about a phishing fraud targeting school employees [17].

3.3 DDoS

At both K-12 and university levels, distributed denial of service (DDoS) assaults have
grown commonplace [18]. DDoS attacks overburden network servers by flooding them
with requests from tens of thousands of workstations, generally via a botnet. Eventually,
the increased traffic brings the institution to a halt. DDoS is most commonly used by
hackers to profit from. Therefore they attack businesses or organizations with which they
compete or have a disagreement. As a result, DDoS attacks against schools are common,
with numerous examples occurring at the K-12 and university levels. Since a DDoS as
a service assaults can cost as low as $5, this is a trend that will certainly continue [19].
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4 Solutions that May be Adopted by Educational Institutions

4.1 Auditing User Activity

This is actually a regular practice of network monitoring team to audit the network
traffic for strange and odd user behaviors. The educational institutions can adapt machine
algorithms to classify legitimate network traffic from illegal one based on their activities.
Audits can help locate unusual behavior in the network.

4.2 Encryption

The logins and the authentications can be provided with high level of encryptions to
prevent hijacking of username and password during transmissions. AES 256 is consid-
ered to be the hardest encryption so far, but theoretically even AES 128-bit has not been
broken up till now [20].

4.3 Review of Access Rights (Attestation)

Access rights are to be reviewed frequently to see if any unauthorized users have not
gained access to sensitive data. Even authorized users need to be watched for unusual
activity.

4.4 Multifactor Authentication

This should be a very robust approach [21], if can be combined by multifactor authen-
tication based on biometrics and/or on mobile device OTP to get access to the network.
And in case of extremely sensitive data, physiological biometrics like HRV [22] or
multispectral face recognition using thermo graphics camera can also be used [23].

4.5 User Training

Human error was one of the major factors in compromising the network securities. Most
of the phishing attacks are carried out on the untrained unaware users of the networks.
Educational institutions should arrange for user training and make all the stakeholders
aware of the cyber security corners and best practices while using the resources. Teachers
and other employees at schools need to be regularly briefed on the latest security risks to
know how to respond intelligently to data breaches, ransomware, and phishing attacks.

4.6 Data Classification

This is the most essential part which the educational institutions should be very vigilant
about. Institutions should be able to identify and classify their most sensitive data so
that security and privacy of that data becomes priority of the institution and necessary
security and privacy measures can be applied to the same.
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4.7 Cloud Backups

To be safe from ransom ware attacks this is the most reliable policy, to keep the backups
of the cloud data in premises. Though it can be cumbersome and may be redundant to
maintain the duplicate copies of the data but very helpful at the time of attack.

4.8 Remove Sensitive Data from the Cloud

This policy can be adapted if the data classification has identified the sensitive data.
And restricting access to such data should provide the necessary security against cyber-
attacks.

4.9 Enhanced Cloud Access Security

The sensitive data on the cloud should not be accessible to unauthorized users, hence
cloud access should be provided with enhanced security measures either multifactor
authentication or encryption.

5 Conclusion

Security awareness training is the key to addressing the fast-moving threat landscape of
cyber-attacks, says security expert. Security awareness training will give the participants
the heads-up on the methods that cyber criminals are using now and educate them on
best practices to protect their information and systems. To protect your data, security
awareness training needs to be at the forefront of your defense strategy. To prevent ransom
ware secure email gateways should be in place for school districts and institutions to
detect and block messages from fraudulent accounts Firewalls should also be installed
on the network’s perimeter as well as within it. Malware such as ransomware may be
detected and blocked by network perimeter defenses such as next-generation firewalls,
while internal segmentation firewalls keep any breaches isolated. This is especially
essential as ransomware distributed through worms, which do not require human input, is
becoming increasingly common. Breach will occur as these attacks become increasingly
prevalent. Schools must ensure that they have robust SIEM processes in place to detect
intrusions immediately and mitigate the repercussions. These examples of cyber-attacks
aimed at colleges and universities highlight the need of email security, internal network
segmentation, and speedier incident detection and reaction times. DDoS assaults must
be detected early in order to be mitigated. Next-generation firewalls and web application
firewalls, particularly those with anti-botnet protection, can help fight against DDoS
assaults that persist at the web application or network layer.
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