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Abstract. In some fields, high data security is required for data transmission.
This raises concerns about misuse of data to irresponsible parties. To protect it,
efforts were made to hide factual information on top of other information, namely
steganography using the Least Significant Bit (LSB) method. This method has the
advantage of a well-compressed image that is difficult to detect with the naked
eye and has a fast process. In this study, the LSB method has two processes,
namely the endcoding and decoding processes. The proposed method is tested
and then evaluated MSE and computation time. In this research, each test uses 20
text messages and 20 images. The Text messages that were tested for insertion in
images consisted of short messages, medium messages, and long messages. The
text message will be inserted into the image with a small and a large image. The
test results for the category of short messages inserted into thumbnails produce an
averageMSE value of 0.28 db, an average encoding and decoding processing time
of 14 ms. The medium message category embedded in large images produces an
average MSE value of 0.029 db, the average encoding and decoding time is 54ms.
The long message category inserted in large images produces an average MSE
value of 0.11 db, the average encoding and decoding time 1700 ms. The results
of the three tests were that all text messages were successfully inserted into the
images.

Keywords: Steganography · Least Significant Bit (LSB) · Text Security

1 Introduction

As technology develops, the need for data is increasing. The data used by users varies,
not only text data but also image data. In some fields, high data security is required
for data transmission [1]. The fact that data in several fields or in several institutions is
confidential. For example copyright data, data in the medical or military fields [2]. These
fields require high security in data transmission. According to research respondents,
most of the network incidents reported were related to the loss or leakage of business
information such as internal records, customer information, employee and intellectual
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data. This raises concerns aboutmisuse of information by irresponsible parties [3]. These
components, incorporating the applicable criteria that follow.

To protect information from being misused by unauthorized parties and then trying
to hide factual information on top of other information is called steganography. Stegano-
graphic methods in previous studies include: the End Of File (EOF) method tests video
files using 80% accuracy [4], the Least Significant Bit (LSB) method is applied to video
steganography, this method is capable of storing text messages but the text size does
not exceed the capacity of the video closing frame produces an MSE of 15.06 db [5].
The LSB method applied to steganography as a result of its application can work well
as expected [6]and the LSB method also has the advantage that the compressed image
is difficult to detect with the naked eye, so it does not raise public suspicion, has a fast
encoding process [7, 8] and easy to implement. However, this watermarking application
still needs to be developed to improve message security.

In this study the development of the LSB method was carried out which was applied
to color images. In this study the LSB method has two processes, namely the process of
Endcoding and Decoding. The improvement of the LSB method is in the first process,
namely Endcoding. The improve process is to insert messages into the image media
by modifying the bits of each image pixel. The bit modifying step includes the last bit
of each color image pixel which is replaced with the hidden message bits. The second
process converts the binary values in the image into decimal matrix form, rearranges
the decimal values into characters and then extracts the text message from the stegano
image. The process of extracting or retrieving messages from the host image is carried
out by taking the pixel bits from the resulting image that are located in the last position
and then converting them into characters.

The LSB development method in this study was tested and then evaluated with
Mean Square Error (MSE) and time calculations. In this study, each test on the LSB
development method uses 20 text messages and 20 images. Text messages tested to be
embedded in images consist of short messages (maximum 40 bytes), medium messages
(maximum 675 bytes) and long messages (maximum 1.75 KB). Text message data input
will be inserted into an image with a small image size of 80 x 80 pixels and inserted into
a large image measuring 800 x 800 pixels and then compared. Testing will be carried
out crosswise between the image and the embedded text message. The process of further
arrangement in this research is as follows: The second part presents related theories, the
third part describes the steps of the method, the fourth part sets out the results of the
method process and the fifth part concludes this paper.

2 Methodology

In this study, the message data input used 3 types of messages each message inserted
at a different image size. The first is ten image data, each of which is color image data
with a small image size of 80 x 80 pixels and a large image size of 800 x 800 pixels with
a.bmp extension and has 3 components in one matrix or commonly called RGB. This
image serves as a hiding place for text messages. The second data input is message or
text data input of ten data each with the size of a short message (maximum 40 bytes),
medium message (maximum 675 bytes) and long message (maximum 1.75 KB) which
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Fig. 1. System design

will be entered into the image data. System design in this study there are four processes.
The system design in this study is shown in Fig. 1.

In the first process input image and text data, the second process encodes using the
LSB method, the third process decodes using the LSB method, and the last process
performs testing.

A. LSB Encoding

The encoding process is the process of inserting a text message into an image, where
a secret message will be inserted into the image [9]. The stages of the Least Significant
Bit (LSB) Encoding process can be shown in Fig. 2. Based on the system flowchart in
Fig. 2, we can be explained as follows: Take the pixel value in the RGB image in decimal
form and then enter a secret message into the image. The message to be inserted into
the image consists of several characters, spaces are still counted because spaces have
ASCII values [10]. The improvement in this study lies in the process of taking matrix
values according to the length of the message in the form of the number of characters,
for example the number of characters is 320 or 107 pixels for each RGB pixel. Converts
a decimal image matrix to binary form. Converts text messages to decimal form using
ASCII codes. Then from decimal form to binary form. Inserts a text message that has
been in binary form into an image that has been converted to binary form as well. This
insertion is done by changing the value in the last 1 bit of the LSB.

An illustrative example of bit changes in 10 pixel data after the insertion process is
shown in Table 1.
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Fig. 2. LSB encoding stages.

Changes in bit values before and after inserting a secret message into the image are
shown in bold and underlined for the last 1 bit. Change the image that has been inserted
into a decimal which is the output of the stegano image.

B. LSB Encoding

Decoding process is a process for extracting hidden messages [11]. The flow of the
extraction process on the stegano image by entering the same keywords at the time of
the encoding process, so that hidden messages can be reappeared [12]. The stages of the
Least Significant Bit (LSB) Decoding process can be shown in Fig. 3.
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Table 1. Change of Bits before Insertion and After Insertion of Message

P Bit value containing text Bit value doesn’t contain text

R G B R G B

1 11110111 11001011 10101000 11110110 11001011 10101000

2 11111000 11001100 10101001 11111001 11001100 10101000

3 11111000 11001100 10101001 11111001 11001101 10101000

4 11110111 11001011 10101000 11110111 11001010 10101000

5 11110110 11001010 10100111 11110110 10010010 10100110

Fig. 3. LSB decoding stages.

Converts a picture that has been inserted from a text message into a decimal form.
The first stage is to input the stegano image to extract the message. The second step is
to convert the stegano image to a decimal matrix. The next step is to change the stegano
image from decimal to binary. The last bit marked with an underscore is the bit that still
has the text message in it. Retrieve text messages embedded in binary form on stegano
images. An example of changing the bit value after retrieving a text message can be seen
in Table 2.

The final stage is to convert the binary values in the image into a decimal matrix then
rearrange the decimal values into characters and display the results of the extracted text
messages.
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Table 2. Change in Bit Value after a Text Message is retrieved

P Bit value containing text Bit value doesn’t contain text

R G B R G B

1 11110110 11001011 10101000 11110111 11001011 10101000

2 11111001 11001100 10101000 11111000 11001100 10101001

3 11111001 11001101 10101000 11111000 11001100 10101001

4 11110111 11001010 10101000 11110111 11001011 10101000

5 11110110 10010000 10100110 11110110 11001010 10100111

C. Testing
D. Means Square Error (MSE): MSE in this study is used to measure the difference

between two images, namely the input image and the image that has been inserted
with text (steganography). The MSE formula can be shown in Eq. 1 [13, 14].

MSE = 1

M .N

M∑

x=1

N∑

y=1

(
Sxy − Cxy

)
2

(1)

where:
M and N are the height and width values of the image, 1 is the range of dynamic pixel

values or the maximum pixel value that can be retrieved, x and y are the coordinates of
the points in the image, S is the image with message text, and C is the original image.

E. Computation time testing: Computation time testing is very important to find out
the average computation time required by the system in carrying out the process
of inserting or extracting messages [15][16]. Computational time testing in this
experiment was carried out by calculating how long it took the system to carry
out the process of inserting and extracting messages [17][18]. Computation time
testing will show that the number of characters in the file will affect the computation
time. Another factor that can affect the required computation time is the level of
compatibility between the file used and the message text that is inserted, and the
number of messages that are successfully inserted [19, 20].

3 Result and Discussion

The trials in this study included testing small size images inserted with short messages,
testing small size images inserted with mediummessages, testing small size images with
long messages inserted and testing large images with short, medium and long messages
inserted. Each of these tests uses ten data.
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Table 3. Average Test Results for Message Types Embedded in Small Images

Message Type MSE Average Average Encoding and Decoding Time

Short message 0,28 db 14 ms

Medium message 4,67 db 55 ms

Long message 10,97 db 2064 ms

Fig. 4. The test results chart inserts the message type into the small image.

F. Test Results for Inserted Message Types in Small Images.

The test in this sub-chapter is a small image test inserted with short, medium, and
long message types, each using ten image data and ten message data. The results of
testing the MSE value and time can be seen in Table 3.

Based on Table 3, the average value of all these tests results in an MSE value of less
than 11 and the testing time for short and medium messages is less than one minute,
while longmessages take longer because they are influenced by the small image capacity
and the resources of the computer device. The three messages embedded in small size
images that have anMSE value close to zero are short messages and the shortest average
trial time is also the short ones inserted in small images. This means that the LSB
method applied to steganography produces small error values and has a short time on
small images inserted with short messages. All types of messages embedded in the
small-sized image can be decoded (extracted) according to the original input message
(all succeeded). A comparison diagram of the three types of messages embedded in an
80x80 image can be shown in Fig. 4.

Based on Fig. 4. The test results of the ten data on each type of message embedded
in a small size image, the MSE value of less than one is a small message which is shown
in the blue bar while the average MSE value is less than 11db is long messages are
shown in the green color chart. This is because the number of pixels in the small size
image accommodates all the long message characters, so when it is extracted it takes a
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Table 4. Average Test Results for Message Types Embedded in Large Images

Message Type MSE Average Average Encoding and Decoding Time

Short message 0.002 db 13 ms

Medium message 0.029 db 54 ms

Long message 0.11 db 1700 ms

Fig. 5. The test results chart inserts the message type into the big image.

long time and the change in the pixel value of the output image is compared to the input
image before text is inserted, the change is large.

G. Test Results for Inserted Message Types in Big Images

The test in this sub-chapter is a large image test inserted with short, medium, and
long message types, each using ten image data and ten message data. The results of
testing the MSE value and time can be seen in Table 4.

Based on Table 4. The average value of all these tests produces an MSE value of
less than 0.5 and the test time for short and medium messages is less than one minute,
while long messages are less than 30 min. This means that the LSB method applied to
steganography produces a small error value if the type ofmessage embedded in the image
is large and has a short time. All types of messages embedded in large images can be
decoded (extracted) according to the original input message (all success). A comparison
diagram of the three types of messages embedded in an 80x80 image can be seen in
Fig. 5.

Based on Fig. 5. The results of testing ten data on each type of message embedded in
a large image, the average MSE value of less than 0.01db is a small message displayed
on a blue bar while the average MSE value of less than 0.1db is message length shown
in the green chart. In testing on large images the type of text inserted produces an MSE
value of less than 0.15 db, this is because many pixels in the image still contain empty
pixels without text characters, so the extraction time is fast and changes to the output
image are compared to the input image. The changes are small.
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4 Conclusion

Based on the test results in this study, we can conclude that can be concluded that the
larger the image size and the smaller the text message inserted, the MSE value is close
to zero and the encoding and decoding time is less than 15 ms. Conversely, the smaller
the image size and the longer the text message is inserted, the MSE value is more than
10 db and the Encoding Decoding time is greater than 30 min. Steganography with the
Least Significant Bit (LSB) method for image size and message size greatly affects the
MSE value and Encoding Decoding time.
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