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Abstract. This study aims to explore the factors that motivate individuals to
comply with accounting information systems security policies (AISSP) in Viet-
nam based on the Protection Motivation Theory (PMT) and the Theory of Rea-
soned Action (TRA). The survey method was acquired for doing the study. Our
findings were interpreted based on the data collected from 226 accountants in
Vietnam through a self-administrated questionnaire. The psychometric properties
of the theoretical model and proposed hypotheses were assessed by the PLS-SEM
technique on SmartPLS 3.2.7. The results show that the PMT and TRA model
performs well in Vietnam, with a 58.1% variance in behavior to comply with
the AISSP explained by the model. Direct/ indirect positive impacts on AISSP
compliance behavior may have resulted from the coping appraisal, attitude to
comply with AISSP, and subjective norms. This study recommends that manage-
ment can boost employees’ AISSP compliance behavior by instituting regular
IS security awareness sessions, campaigns, and training. In addition, management
might encourage employees to acquire the skills and knowledge required to secure
the IS assets of the firm. The findings from this study contribute to a better under-
standing of the mechanism of establishing and enhancing the employees’ AISSP
compliance behavior in particular, as well as ISSP compliance behavior in general
in organizations.

Keywords: Threat Appraisal · Coping Appraisal · Attitude · Subjective Norms ·
Intention · And Compliance Behavior

1 Introduction

In themodern corporateworld, firms face numerous dangers to their information systems.
If organizations and system users are not entirely aware of dangers and their systems
are not adequately safeguarded, system security risks will increase; especially when the
Internet and improvements in information technology increasingly support the operation
of the information system.
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In response to these issues, information system security policies are published to
guide and steer the behavior of system users in order to achieve the information system
security objectives. Problematically, system users (i.e., employees, managers, etc.) do
not always comply freely with the ISSP. Therefore, chief security officers are primarily
concerned with enforcing information system security policies. Furthermore, they must
determine how to ensure that staff adheres to ISSP.

To address this limitation, an increasing number of academics are focusing on secu-
rity policy issues and policy compliance behavior of system users (Alias, 2019). In
particular, the analyzing factors influencing compliance/noncompliance with the ISSP
has been a high priority for academics in this discipline. Numerous theories from other
domains have been applied to information system security research in order to identify
and explain the factors that influence information systems security policy compliance
behavior (Sommestad, Hallberg, Lundholm, & Bengtsson, 2014). Protection motivation
theory is one of the most commonly applied behavioral theories (Boss, Galletta, Lowry,
Moody, & Polak, 2015)) to explain the influence of motivational factors on individuals’
compliance behavior in a variety of contexts; highlighting the significance of improving
employee motivation and examining the influence of external and internal motivating
factors on compliance behavior (Herath & Rao, 2009a). However, research practice
indicates that prior studies have not utilized all parts of the protection motivation theory
concurrently to explain employee compliance intents and behaviors (Ali, Dominic, Ali,
Rehman, & Sohail, 2021). This drives us to conduct a study addressing the need for ISSP
compliance behavior research on protective motivation. Specifically, protective motive
theory and the theory of reasoned action are combined to explain the process of influence
of two factors, namely threat appraisal and coping appraisal, on the employee’s ISSP
compliance behavior.

With the increasing trend toward accounting-related technology applications, the
organization becomesmore heavily dependent on accounting information systems (AIS);
hence, the AIS power is more substantial (Ezzamel & Bourn, 1990). Nevertheless,
increased AIS power brings its increased vulnerability (Ezzamel & Bourn, 1990), espe-
cially in today’s digital era. ISSP (including accounting information systems security
policy AISSP) is expected to provide precise regulations and guidelines to protect the
AIS assets of an organization from intentional abuse or destruction (adapted from Son
(2011)). Therefore, it is necessary to understand better the factors that promote AISSP
compliance behavior. This research adds to the existing body of knowledge in several
ways. First, our study sheds light on how threat appraisal, coping appraisal, attitude
to comply, and subjective norms influence actual AISSP compliance behavior via the
mediation of intent to comply. Second, our study provides data and empirical evidence
from an economy in transition, Vietnam, where technology solutions are altering the
design and operation of commercial information systems, but the security issue of these
systems has not been given sufficient consideration.

The remaining pieces of paper are organized as shown. In the following section,
we give the literature review, followed by the theoretical backdrop and elaboration of
hypotheses. Following this part is a discussion of the data collection methods, sampling
strategy, and data analysis. Finally, the results and discussion are presented, followed by
the theoretical and managerial implications, as well as the study’s limitations.
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2 Theoretical Background and Statements of Hypotheses

2.1 Theoretical Background

In research on Information Systems Security Policy (ISSP), theories of behavioral sci-
ence such as Protection Motivation Theory (PMT), Technology Acceptance Model,
Theory of Reasoned Action (TRA), Theory of Planned Behavior (TPB), and General
Deterrence Theory (GDT) are prevalent and frequently employed (Lebek, Uffen, Neu-
mann, Hohler, & H. Breitner, 2014). Depending on the unique research situation, each
theory may be utilized alone or in conjunction with other theories to explain variables
influencing ISSP compliance behaviors.

Son (2011) explains that ISSP compliance behavior is the act of complying with
the standards for employee responsibilities and obligations, the management of orga-
nizational security, as well as knowing the punishments and the act of coping with
non-compliance. ISSP compliance behavior is also exhibited by assessing the extent to
which employees encourage and support the compliance of other individuals within the
business (Siponen, Pahnila, & Mahmood, 2014).

Studies on ISSP compliance behaviors frequently use a combination of theories to
explain the effects of antecedents on individual compliance behaviors, such as: PMT,
TRA, and GDT (Pahnila, Siponen, &Mahmood, 2007b); PMT and Social cognitive the-
ory (Workman, Bommer, & Straub, 2008), PMT and GDT (Herath & Rao, 2009b); PMT
and fear appeals model (Johnston&Warkentin, 2010); PMT, GDT, TRA, and innovation
diffusion theory (Siponen et al., 2010); PMT and TPB (Ifinedo, 2012); PMT and habit
theory (Vance, Siponen, & Pahnila, 2012); PMT, TRA, and Cognitive Evaluation Theory
(Siponen, Mahmood, & Pahnila, 2014); PMT and GDT (Warkentin, Siponen, & John-
ston, 2015). Similarly, this study uses a combination of PMT (Rogers, 1975) and TRA
(Fishbein & Ajzen, 1977) with aims to explain and establish the influence mechanism
of threat appraisal and Coping appraisal on ISSP compliance behaviors.

Protection Motivation Theory (PMT), which developed by Rogers (1983) expanded
the health-related belief model in the social psychology and health domains (Milne,
Sheeran, & Orbell, 2000; Rippetoe & Rogers, 1987). PMT was created to aid in the
clarification of fear appeals, and it draws from the expectancy-value and cognitive pro-
cessing theories. PMT has been called one of the most powerful explanatory theories to
forecast whether an individual would take preventative measures (Anderson &Agarwal,
2010). This theory discusses how both internal and external motivators affect compli-
ance behavior in different settings, highlighting the significance of fostering a more
motivated workforce (Herath & Rao, 2009c). To sum up, both the threat appraisal and
the coping appraisal are the sources of protection motivation. An individual’s evaluation
of the severity of a threat is known as a “threat appraisal” (Ifinedo, 2012; Rogers, 1983;
Woon, Tan, & Low, 2005). It consists of the two parts listed below:

• Vulnerability refers to the likelihood of a negative event occurring if precautions are
not taken. In this analysis, vulnerability refers to a company’s estimation of how
susceptible it is to IS security threats in the absence of preventative measures, such as
adhering to AISSP guidelines (Vance et al., 2012)
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Fig. 1. Theory of Reasoned Action (Adapted from Davis et al. (1989))

• Severity is the level of the potential impact of the threat (i.e., its severity and how
severe the damage that it can cause). In this context, it denotes the seriousness of the
AIS security breach and the potential damage that could result from the breach to the
enterprise (Vance et al., 2012)

According to Woon et al. (2005), coping appraisal refers to an individual’s ability to
cope and prevent potential loss or damage arising from a threatening event, including:

• Self-efficacy – This concept emphasizes an individual’s ability or judgment to cope
or perform recommended behavior. Specifically, in the context of this research, self-
efficacy is an employee’s belief that they can successfully implement and comply with
the AISSP (Vance et al., 2012)

• Response efficacy – this concept is related to beliefs about the benefits obtained from
the actions taken by the individual) (Rogers, 1983). For the scope of this article,
response effectiveness is the belief of employees that compliance with the AISSP will
be effective in reducing a safety threat (Vance et al., 2012)

• Response cost focuses on how much time, money, and effort people believe they will
have to put into implementing the suggested action. Accordingly, response cost could
be the opportunity cost of complying with AISSP. In light of the fact that the research
informants are accounting-function-related employees, they do not have sufficient
information about actual expenses related to information systems security policy; this
factor thus will be removed from the concept of coping appraisals.

The Theory of ReasonedAction (TRA) is found in social psychology literature. TRA
enhances the expectancy-value theory’s ability to forecast and provide an explanation.
The TRA elucidates the causes of deliberate action (Ajzen& Fishbein, 1975; Fishbein &
Ajzen, 1980) that a person’s performanceof a specific behavior is determinedbyhis or her
behavior intention to perform the behavior (Davis, Bagozzi, &Warshaw, 1989). Eveland
(1986) observes that “ultimately, technology transfer is a function of what individuals
think – because what they do depends on those thoughts, feelings and interests” (p.310).

TRA, shown in Fig. 1, posits that the person’s attitude and subjective norms con-
cerning intention to comply ISSP (Davis et al., 1989), which in turn leads to actual
behavior.
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2.2 Threat Appraisal

The previous research results show threat appraisal positively influences the intention
to comply with ISSP through the mediating role of attitude towards ISSP compliance.
(Pahnila, Siponen, &Mahmood, 2007a). Warkentin et al. (2015) based on PMT showed
that Enhanced fear appeal (threat appraisal and coping Appraisal) has a material impact
on intention towards ISSP compliance and ISSP compliance behaviors. Besides, PMT
constructs (threat appraisal, self-efficacy) visibility positively affect the intention to
comply with ISSP as well as deterrence and intention are the best predictors of actual
compliance behavior towards ISSP (Siponen et al., 2010). Perceived vulnerability also
positively influences employees’ ISSP behavioral compliance intentions (Ifinedo, 2012).
On these bases, the following research hypotheses are proposed:

H1a: Threat appraisal of accounting information system security has a direct, positive
and significant impact on AISSP compliance behaviors.

H1b: Threat appraisal of accounting information system security has an indirect,
positive and significant impact on AISSP compliance behaviors through intention to
comply with AISSP.

2.3 Coping Appraisal

According to (Pahnila et al. (2007b), coping appraisal positively affects the intention to
comply with ISSP through mediating role of attitude towards ISSP compliance (Pahnila
et al., 2007a). In addition, the research results of Johnston andWarkentin (2010) indicate
that response effectiveness, self-efficacy have a positive impact on employees’ behav-
ioral intention in using antispyware software tools. Siponen et al. (2010b) assert that
PMT constructs, including coping appraisal, also positively affect the intention to com-
ply with ISSP. In the experimental research model, Ifinedo (2012) also concludes that
self-efficacy, response efficacy, and attitude toward compliance also positively influ-
ence ISSP behavioral compliance intentions of employees. Primarily based on PMT,
Blythe and Coventry (2018) indicate that coping appraisal was more predictive than
threat appraisal to detect employees’ intention to engage in antimalware behaviors. Most
recently, according to research by T Alanazi, Anbar, A Ebad, Karuppayah, and Al-Ani
(2020), self-efficacy is the most influential factor in information security compliance
behavior.

On these bases, the following research hypotheses are proposed:
H2a:Coping appraisal of accounting information systemsecurity has a direct, positive

and significant impact on AISSP compliance behaviors.
H2b: Coping appraisal of accounting information system security has an indirect,

positive and significant impact on AISSP compliance behaviors through intention to
comply with AISSP.

2.4 Attitude to Comply with ISSP

Based on the proposal that conforming attitude will lead to conforming behavior of
PMT, the relationship between attitude and behavioral intention has been extensively
experimental studied in information system theory (Venkatesh, Morris, Davis, & Davis,
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2003). Besides that, TRA of Ajzen (1991) shows that an individual’s attitude affects
behavioral intention. Thismeans a positive attitudewill increase an individual’s intention
to comply with ISSP, and vice versa. As a result, individuals with positive beliefs and
values about the organization’s ISSP will be more inclined to comply with the rules,
requirements, and guidelines of that security policy. (Bulgurcu, Cavusoglu, & Benbasat,
2010; Herath & Rao, 2009b). On the contrary, individuals who lack a positive attitude
are unwilling to comply with the policy (Myyry, Siponen, Pahnila, Vartiainen, & Vance,
2009; Pahnila et al., 2007b). In the context of ISSP compliance behaviors, many research
results using TRA also show that attitude positively affects individuals’ intention to
comply. (Bulgurcu et al., 2010; Ifinedo 2012, 2014; Pahnila et al., 2007a; Safa et al.,
2015; Safa, Von Solms, & Furnell, 2016). In this study, the attitude to comply with ISSP
addresses the importance, benefits and usefulness of adopting security technology and
security practices (Fishbein & Ajzen, 1977).

Experimental studies on the mechanism of action of attitude to comply with ISSP
achieved the following results: Ifinedo (2012) affirms that attitude toward compliance
positively influences ISSP behavioral compliance intentions of employees. In the study
by Yoon and Kim (2013), the research results show that the attitude towards computer
security significantly affects employees’ behavioral intentions. In the same year, indi-
cates that attitude, perceived behavioral control, organizational commitment, and subjec-
tive norms have significant effects on behavioral intent. Continuing this research trend,
Bélanger, Collignon, Enget, and Negangard (2017) publish attitude and intention are
significant predictors of actual early compliance behavior towards information security
policy.

On these bases, the following research hypotheses are proposed:
H3a: Attitude to comply with AISSP has a direct, positive and significant impact on

AISSP compliance behaviors.
H3b: Attitude to comply with AISSP has an indirect, positive and significant impact

on AISSP compliance behaviors through intention to comply with AISSP.

2.5 Subjective Norms

Subjective norms refer to the cues, ideas, and incentives to comply with a particular
act that are determined mainly by seeking advice from or observing the actions of
others (Ajzen, 1991). Researchers have discovered that people’s actions are prompted or
impacted by the social norms they see around them (Chan, Woon, & Kankanhalli, 2005;
Johnston & Warkentin, 2010; Knapp, Marshall, Rainer, & Ford, 2006). For example,
when it comes to ISSP compliance in the workplace, workers are more inclined to follow
the rules if they see that their bosses, coworkers, and subordinates are doing the same
(Chan et al., 2005). Organizational ISSP compliance is highly impacted by subjective
norms, according to research by (Bulgurcu et al., 2010; Herath & Rao, 2009a, 2009b;
Lee & Larsen, 2009; Pahnila et al., 2007b). Consequently, the following hypotheses are
put forth:

H4a: Subjective norms have a direct, positive and significant impact on AISSP
compliance behaviors.

H4b: Subjective norms have an indirect, positive and significant impact on AISSP
compliance behaviors through intention to comply with AISSP.
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2.6 Intention to Comply with AISSP

While PMT suggests that the intention to comply will lead to complying behavior, the
model of TRA theory also asserts that a person’s behavior is determined by this individ-
ual’s behavioral intention to do it. This means TRA focuses on explaining the relation-
ship between behavioral beliefs, individual attitudes, subjective norms, intentions, and
behaviors. Accordingly, an individual’s behavior is determined by the intention to per-
form that behavior. Intention to engage in a behavior is determined by their attitudes and
subjective norms toward that behavior, in other words, if any person expects a positive
outcome (attitudes) as well as there are essential others who are also inclined to desire
the behavior (subjective norms: the rules, beliefs, and dynamics of society that guide
individuals to follow a particular action) then that positive intention is likely to lead to
this behavior Ajzen and Fishbein (1975).

The relationship between intention and behavior has been extensively experimental
studied in the theory of PMT, GDT, TPB, TRA. Specifically, all studies on the impact of
concepts belonging to PMT, GDT, TPB, TRA conclude that the intention to comply with
ISSP impacts the behavior of complying with ISSP. (Bélanger et al., 2017; Blythe &
Coventry, 2018; Siponen, Pahnila, & Mahmood, 2006; Siponen & Vance, 2010; Son,
2011). In this study, intention to comply with AISSP refers to an individual’s intention
to comply with the AISSP and assist others in the same organization to comply with the
AISSP.

On these bases, the following research hypothesis are proposed:
H5: Intention to comply with AISSP has a positive and significant impact on AISSP

compliance behaviors.
In conclusion, a theoreticalmodelwas developedby summarizing and arguing related

theories to show the relationship between six research concepts: (1) Threat appraisal
of accounting information system security; (2) Coping appraisal of accounting infor-
mation system security; (3) Attitude to comply with AISSP; (4) subjective norms;
(5) Intention to comply with AISSP and (6) AISSP compliance behaviors. A total of
nine research hypotheses have been formulated to demonstrate the direct and indirect
effects of threat appraisals, coping appraisals, attitude and subjective norms on AISSP
compliance behaviors (Fig. 2).

AISSP compliance 
behaviors

Attitude to 
comply with AISSP

Coping appraisal of 
accounting

information system
security

Intention to 
comply with AISSP

Threat appraisal of 
accounting
information

system security

H3b

Subjective norms

Fig. 2. Proposed research model
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3 Research Methodology

3.1 Data Collection and Participants

This research aims to collect information from Vietnam’s medium and large businesses
working in various disciplines and industries. Survey-collected primary data was utilized
for the analysis. Potential participants were accounting-function-related employees who
utilize computers and the Internet as part of their everyday work at the companies polled.
Specifically, 50 potential respondents working in different job positions from each enter-
prise, out of a total of 30 potential businesses, were invited to participate in the online
pilot survey. Ensuring the heterogeneity of the sample by considering different types
of companies and collecting surveys from individuals with varied accounting-related
responsibilities in the business aids in the generalizability of the research results. To
guarantee that the firms surveyed are suitable for the aims of the study, we utilized
three questions to establish that each enterprise has an ISSP. Specifically, respondents
were asked: (1) Does the organization have its own IT department? (2) Does the busi-
ness have a yearly budget for information system security? (3) How long has the ISSP
been implemented at the organization? Moreover, to ensure that the employed question-
naire supplied participants with clear information about the study’s idea, we provided a
definition of ISSP (please see Appendix).

Before conducting the survey, we contacted each company’s management to obtain
permission to interview their employees and receive email lists of potential project
participants. Based on this, a list of email addresses for data collection is produced.
The online survey questionnaire was then emailed to 1,500 prospective employees at
businesses whose email addresses were included in the list of addresses.

The data collection process ismanaged bySurveyMonkey software.After twoweeks,
reminder emails will be sent to responders who have not responded. After 1.5 months
of collecting data and mailing emails four times, we obtained 451 responses. However,
only 226 valid responses were received following the exclusion of invalid responses
(e.g., incomplete responses, response time less than 5 min, working experience in the
current position is too small, or not appropriate respondents). These valid answers indi-
cate that the company has its own ITdepartment. In addition, roughly 89%of respondents
acknowledged that their companies had a separate annual budget for guaranteeing the
security of their information systems; the remainder are unsure. In particular, more than
33% of respondents indicated that the ISSP has been implemented at their organization
for more than 10 years, with the remainder having adopted it for at least 6 months.
Respondents are qualified to speak on the topic of compliance with information system
security policy because they are now employed by businesses that have been imple-
menting information system security policies and hence have sufficient expertise and
knowledge to do so. The following table describes in full the sample characteristics
(Table 1).
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Table 1. Sample characteristics.

Frequency Percentage

Gender

Female 122 54

Male 104 46

Total 226 100.0

Age

<25 17 7.5

25–34 125 55.3

35–44 69 30.5

>44 15 6.7

Total 226 100.0

3.2 Variable Measurement

All latent variables of interest were measured by instruments that had been previously
developed and used in the literature. This contributes to enhancing the validity and reli-
ability of our study (Straub, Limayem, & Karahanna-Evaristo, 1995). Threat appraisal
was measured by two components: perceived severity, and vulnerability. In which per-
ceived severity and vulnerability were measured using three items for each variable
modified from (Siponen et al., 2010b). The coping appraisal in this study was also mea-
sured by two components: response efficacy, and self-efficacy. They were measured by
using three statements employed for each variable from (Siponen et al., 2010b). Atti-
tude to comply with AISSP was measured by a three-item scale developed for this study
based on Fishbein and Ajzen (1977)‘s instrument. Intention to comply with AISSP and
AISSP compliance behaviors were measured by using three statements for each variable
derived from (Siponen et al., 2010b). According to Herath and Rao (2009b), subjective
norms construct is measured by five items. To sum up, there are eight latent variables in
total. Respondents were asked to rate the extent to which they agree with the statements
on a seven-point Likert scale, ranging from 1 “Strongly disagree” to 7 “Strongly agree”.

To ensure that the content value of the scale is completely appropriate in the research
context, in different way, the question reflects the content that needs to be asked, the scale
would be evaluated by an expert group via email. This group consists of three academics
in the fields of accounting information systems and accounting information security, and
five expertswith practical experience (two accounting professionals in the corporates and
three workings in enterprise network security). These experts are encouraged to provide
feedback on the completeness and relevance of the questionnaire. The experts reviewed
the revised version of the questionnaire several times to reach a consensus on the clarity
and relevance of the content of the question. A pilot test would then be carried out to
estimate the time needed to complete the survey and ensure that the questions’ content
is clear, understandable, and free of duplication. A group of graduate students majoring
in information systems and accounting staff from several organizations (minimum 10
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people) was then chosen to perform the pilot. Finally, statement modifications would be
considered and adjusted by the authors to develop the final questionnaire.

4 Analyses and Results

PLS-SEM analysis technique was utilized instead of CB-SEM. This method is appro-
priate for validating predictive model that incorporate higher-order constructs (Hair Jr,
Sarstedt, Hopkins, & Kuppelwieser, 2014). The specific tool used was Smart PLS 4
data analysis software to assess the measurement model and the structural model of the
research model.

4.1 Measurement Model

All first-order constructs in the research model are reflective. Then, to evaluate their
measurement models, the study will test the reliability, convergent, and discriminant
validity (Hair Jr et al., 2014). The composite reliability (see Table 2) of the first-order
constructs is all above the threshold value of 0.70, which indicates the internal consis-
tency of the data (Fornell & Larcker, 1981). Several composite reliability values which
fluctuate at 0.95, as suggested by Hair Jr et al. (2014), are acceptable. In addition, Hair
Jr et al. (2014) suggests that item loadings of 0.7 are adequate; those with values lower
than 0.7 (SEV3 and SEE1) were eliminated from the scales accordingly.

The convergent validity is assuredwhen the value ofAVE is above the threshold value
of 0.5 (Hair Jr et al., 2014). Table 2 shows that the AVE ranged from approximately 0.5
to up. The result is acceptable as it indicates that a latent variable is able to explain about
half of the variance of its indicator on average.

The discriminant validity is the degree to which a construct is distinguished from
another by empirical criteria (Hair Jr et al., 2014). This study used the HTMT index
(Heterotrait-montrait ratio) to evaluate the discriminant value. All first-order factors
have HTMT index less than 0.85 (see Table 3), meaning that all sets of first-order scales
have discriminant value (Ringle, Sarstedt, & Straub, 2012).

Besides, the second-order constructs in the research model are all formative, each
of which represents a broader contextual factor that covaries with several underlying
first-order factors (Chin, 1998). Second-order constructs are modeled at a higher or
more abstract level, and their use is common (Chin, 1998). As shown in Table 4, the
weight of each dimension to its designated constructs are significant (p< 0.001), and the
VIF values are low, less than 3.33 (Diamantopoulos & Siguaw, 2006). Hence, formative
models seem to be suitable.

In addition, Harman’s single-factor test is performed to determine the possible degree
of bias in the data sample. The results indicate that this study is not affected by common
method bias problems.

4.2 Structural Model

The research model does not violate the multicollinearity phenomenon because the
independent variables have VIF values < 2 compared to the corresponding dependent
variable (Ringle et al., 2012).
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Table 2. Reliability and convergent validity of reflective first-order constructs (reflective).

First-order construct Indicators Loading Composite Reliability AVE

Perceived severity
(SEV)

SEV1 0.806 0.902 0.822

SEV2 0.807

Perceived vulnerability
(VUL)

VUL1 0.843 0.888 0.726

VUL2 0.907

VUL3 0.803

Response efficacy
(REE)

REE1 0.841 0.898 0.746

REE2 0.876

REE3 0.874

Self-efficacy
(SEE)

SEE2 0.864 0.864 0.761

SEE3 0.737

Attitude
(ATT)

ATT1 0.809 0.893 0.737

ATT2 0.912

ATT3 0.852

Subjective norms
(SUB)

SUB1 0.926 0.962 0.833

SUB2 0.925

SUB3 0.909

SUB4 0.931

SUB5 0.873

Intention
(INT)

INT1 0.872 0.936 0.830

INT2 0.947

INT3 0.913

Behavior
(BEH)

BEH1 0.845 0.889 0.727

BEH2 0.855

BEH3 0.858

BEH3 0.858

The structural model results are described in Table 5. Hypotheses H2a, H3a, H3b, H4b,
and H5 have high path coefficients values at the significant level of 0.001, therefore, they
are all accepted. In others words, coping appraisal of accounting information system
security has a direct, positive and significant impact on AISSP compliance behaviors;
attitude to comply with AISSP has a direct, positive and significant impact on AISSP
compliance behaviors; attitude to comply with AISSP has a partially indirect, positive
and significant impact onAISSP compliance behaviors through intention to comply with
AISSP; intention to comply with AISSP fully mediates the effect of subjective norms
on AISSP compliance behaviors; and intention to comply with ISSP has a positive and
significant impact on AISSP compliance behaviors.
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Table 3. Discriminant validity of first-order constructs according to HTMT index approach.

BEH INT REE SEE SEV SPA SUN VUL

BEH

INT 0.602

REE 0.578 0.227

SEE 0.366 0.275 0.571

SEV 0.295 0.054 0.395 0.201

SPA 0.835 0.445 0.579 0.387 0.256

SUB 0.371 0.452 0.257 0.243 0.138 0.252

VUL 0.276 0.119 0.267 0.353 0.373 0.227 0.243

Table 4. Validity of second-order constructs (formative).

Second-order constructs First-order constructs Weight VIF

Threat appraisal SEV 3.231*** 1.314

VUL 4.264*** 1.342

Coping appraisal REE 16.312*** 1.328

SEE 1.115*** 1.327
*** p < 0.001, *p < 0.1

All variables together account for 58.1% of the variance in the dependent construct.
This information shows that the amount variance explained by the study’s variables is
fairly considerable (Chin, 1998), and is thus valuable to knowledge. To gain a greater
understanding of the predictive capacity of PMTandTRA, separate analyseswith each of
the theory were performed on SmartPLS. The PMTmodel incorporates threat appraisal,
coping appraisal, intention to comply AISSP and compliance behavior. The TRAmodel
comprises of attitude, subjective norms, intention to comply AISSP and compliance
behavior. The results revealed that the amount of variance explained by the constructs of
PMT and TRA alone on the dependent variable is 43.2% and 51.5%, respectively. The
result’s analysis is described in the subsequent section.

5 Discussion

The result related to one of the PMT components, namely the coping appraisal, which
has a direct positive effect on AISSP compliance behavior, confirms that employees are
more likely to adopt their organization’s AISSP if they have the relevant competence
and capability regarding taking information security precautions and implementing pre-
ventive security measures; and employees’ AISSP compliance behavior is enhanced
when they believe that the expected returns are greater than the costs. The relationship is
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Table 5. Research hypotheses test results.

H Relationships Std Beta Std
Error

[t-value]^ Conclusion 95% CI
LL

95% CI
UL

H1a Threat → BEH 0.076 0.044 1.743 No -0.010 0.164

H1b Threat → INT
→ BEH

-0.016 0.015 1.018 No -0.043 0.020

H2a Coping →
BEH

0.142 0.062 2.283*** Supported 0.032 0.276

H2b Coping →
INT → BEH

0.005 0.020 0.227 No -0.028 0.052

H3a ATT → BEH 0.485 0.081 5.984*** Supported 0.310 0.627

H3b ATT → INT
→ BEH

0.084 0.038 2.190*** Supported 0.033 0.182

H4a SUB → BEH 0.054 0.062 0.870 No -0.072 0.171

H4b SUB → INT
→ BEH

0.096 0.044 2.177*** Supported 0.031 0.201

H5 INT → BEH 0.271 0.079 3.439*** Supported 0.149 0.456
*** p < 0.001; R2 (Intension = 0.263; Behavior = 0.581)

consistent with earlier research (Ifinedo, 2012; Johnston &Warkentin, 2010). However,
the final component of PMT, the threat appraisal, was shown to have no link with both
intention and compliance behavior with AISSP according to the study findings. This is
somewhat unexpected as it is reasonable to anticipate that an individual’s perception of
risks, vulnerabilities, security breaches and assaults would inspire compliance with the
organization’s AISSP. This outcome may have been affected by external or contextual
factors. It is also feasible that this component does not have a direct relationship with
AISSP compliance behavior and that TRA’s variables are not appropriate mediators in
the context of this research.

Attitudes toward compliance from the TRAwere shown to have significant direct and
partially indirect positive impacts onAISSP compliance behaviorwhile subjective norms
also from TRA have a fully indirect influence on AISSP compliance behavior through
intention to comply with AISSP. These findings suggest that an employees’ attitude
toward AISSP compliance in their businesses and the opinions of their coworkers play
crucial roles in driving AISSP compliance behavior.

5.1 Implications for Research

This study offers implications to researchers. First, this research proposes and validates
a research conceptualization that integrates PMT and TRA in the context of individuals
or employees’ AISSP compliance behavior. The findings of this research indicates that
the fusion of both theoretical frameworks permits a better understanding of the sorts of
factors that affect employees’ AISSP compliance behavior as opposed to when each is
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used alone to investigate the theme. Second, this is the first time that threat appraisal
and coping appraisal are considered higher-order constructs. Higher-order constructs are
more general since they are measured at a high level of abstraction, while simultane-
ously assessing several sub-components (dimensions). Hence, by specifying lower-order
components, higher-order constructs cover concrete traits of a more general conceptual
variable of interest (Hult et al., 2018). Third, this current study lends credence to PMT
and TRA, in so far as such factors as the coping appraisal (including the perception of
one’s capability (self-efficacy), response efficacy), attitude toward compliance, and sub-
jective norms influence employees’ AISSP compliance intention and behavior. Fourth,
this research broadens our understanding of IS as well as AIS security practices in busi-
nesses from the view of accounting-function-related employees. Such considerations are
crucial for boosting comprehension (Herath & Rao, 2009a; Ifinedo, 2012; Lee & Kozar,
2005). Finally, this study, along with others in the field, paves the way for creating a
critical, integrated contingency model for measuring AISSP compliance in particular
and ISSP compliance in general in businesses.

5.2 Implications for Practice

According to the findings of this research, management may improve AISSP compli-
ance by ensuring that regular in-house IS/AIS security awareness sessions, campaigns,
and training are provided to employees in order to mold their intentions and behav-
iors. Those who have incorrect attitudes about the AISSP may benefit from regular
orientations and education. Because an individual’s compliance with the AISSP can be
influenced by superiors, peers, IS personnel, and other influential people in his or her
immediate environment, management can ensure the success of their AISSP by identi-
fying influential people in organizations capable of motivating or shaping the opinions
of others and assigning them the responsibility of “championing” AISSP compliance in
their respective contexts.

Given the importance of self-efficacy and response efficacy (also known as the coping
appraisal) toAISSP compliance behavior,managementmay choose to expose employees
to developing security technologies and encourage them to obtain the skills and knowl-
edge necessary to protect organizational information systems assets. It ismademuch sim-
pler to adhere to the IS/AIS security laws and regulations when there is encouragement
for control and the development of skills.

5.3 Limitations of the Study and Future Research

This research has limits. Although the common method bias was not a concern for
this research, participants may have supplied “socially desirable replies” (Podsakoff,
MacKenzie, Lee, & Podsakoff, 2003). Some of the study questionnaire’s measuring
questions and wordings may have been misconstrued by respondents, skewing their
replies and affecting data analysis. This may affect the generalizability of the study’s
results. The sample was based on 226 informants. A higher sample size may give better
statistical power and performance, even if the research concepts and analyses satisfied
PLS standards (Chin, 1998).
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This study focuses on employees’ attitudes of AISSP compliance; future research
might explore contractors and other personnel in this era of outsourcing. To expand
our knowledge, we may compare workers’ AISSP compliance practices in nations with
strong and poor privacy rules. External determinants of employees’ and other staff’s
AISSP compliance behavior and their probable consequences on rational worker behav-
ior vis-à-vis response effectiveness need investigation. Very little study has been done
on how to communicate AISSP without instilling fear, uncertainty and despair (FUD)
in employees and staff.

6 Conclusion

This study was inspired by organizations’ attempts to secure IS assets. Organiza-
tions occasionally buy tech to help them succeed, may then concentrate on imple-
menting AISSP. Why needs regulations and guidelines if the staff not follow them?
This study used PMT and TRA to expand understanding of the topic. Accounting-
function-related employees were surveyed. The study found that coping appraisal (self-
efficacy, response efficacy), attitude toward compliance, and subjective norms signifi-
cantly directly/indirectly affected AISSP compliance intention and behavior. Our under-
standing of employees’ AISSP compliance behavior in particular and ISSP compliance
behavior in general is engendered by this research endeavor.

Appendix

Description of ISSP provided to the research’s participants:
Information Systems Security Policy (ISSP) is often a formal and written document

that provides precise regulations or guidelines that must be followed to protect the IS
assets of an organization from intentional abuse or destruction; in other words, to main-
tain the integrity, confidentiality, and availability of information resources. For examples,
ISSP typically describes practices related to the following: employees’ responsibilities
for protecting business information from potential security incidents, conducting infor-
mation access control, downloading illegal software and freeware, utilizing anti-spyware,
anti-virus tools, and firewalls, responding to spam emails, changing passwords at regular
intervals, visiting suspicious websites, and storing sensitive information… Son (2011).
ISSP is formal when it is explicitly defined or declared.
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