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Abstract. Because the information exchange between the Internet of Vehicles
(IoV) is mainly through the wireless network, which makes the loV equipment
vulnerable to attack, therefore, in the V2V communication of the IoV, Lei et al.
proposed an effective certificate less authenticated key exchange protocol that
can resist the transient key disclosure attack, but this protocol cannot resist the
temporary key disclosure attack and does not have the eCK security. On this basis,
an improved certificate less authenticated key exchange protocol is proposed, and
it is proved that the protocol has eCK security under GDH hypothesis and random
oracle model. The analysis results show that the protocol only needs 10 elliptic
curve point multiplication operations at the completion of key agreement stage,
which is more efficient and less costly than the existing protocols, and is suitable
for the IoV and the Internet environment.
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1 Introduction

In traditional authentication-based key protocols, vehicle keys are mainly generated by
a trusted third-party Key Generation Center (KGC), but the key escrow is insecure,
which may lead to the theft of users’ private information. However, in the certificate-
less key exchange protocol, KGC generates only part of the private key related to the
user’s identity information, such as email, certificate number, etc. Users randomly select
secret information and combine some private keys to generate a complete private key,
which solves key escrow and certificate management problems. Therefore, certificateless
authentication key exchange protocol has attracted much attention [1, 2]. Karati et al.
[3] proposed a lightweight certificateless signature scheme for the Internet of Things
environment, but Zhang et al. [4] pointed out that this scheme has the problem of key
leakage, and the security certificate of this scheme is incorrect.

Since certificateless authentication key exchange protocol can better solve the prob-
lems of certificate management and key escrow, Li et al. [5] proposed certificateless key
agreement protocol, which has been applied in various networks [6—8]. Gong et al. [9]
proposed a certificateless authentication protocol without bilinear pairs, which reduced
the signature time and improved the protocol efficiency. However, Yeh et al. [10] pointed
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out that document [9] has low security and is easy to be successfully attacked by adver-
saries, and then proposed a new certificateless authentication protocol. The authors of
[11-14] are trying to improve the efficiency of the protocol to match the computing
power of the Internet of vehicles. Nowadays, with the rapid development of the Internet
and the exponential growth of data transmission, it is extremely important to ensure the
security of key agreement protocol [15, 16].

In view of the shortcomings of the scheme proposed by Lei et al. [17], itis pointed out
that the scheme is not secure under eCK model and cannot resist temporary private key
attacks, and a certificateless authentication key protocol is proposed to prove security.
On this basis, the scheme is improved and proved to be able to achieve eCK security.

2 Propaedeutics

Please refer to Sect. 2.2 literature [ 18] for complexity assumption. Please refer to Sect. 2.4
literature [18] for the eCK security model.

3 Protocol and Security Analysis of Lei et al. [17]

For the protocol of lei et al., please refer to literature [17], which is not described in
detail here.

The following will point out that the scheme of Lei et al.’s [17] does not have eCK
security, that is, to prove that there exists an attacker ./ who can always win it and
simulator C$) between the game. Assume that the attacker ./ want to attack target
session I'If;) - in which the identity of A vehicle for ID4, the identity of the vehicle B for
the IDp. The game description is as follows:

1. Game initialization: simulator C$) generates the system master key s and system
parameters (u, E /Fy, G, q, P, Ppup, H, H>), and then send the system parameters to the
attacker. Vehicle A randomly selects x4 and computes X4 = x4 P, vehicle B randomly
selects xp and computes Xp = xpP, sends X4, Xp to the simulator C$), respectively.
Simulator C$) randomly selects r;, C$) uses s, r; and X; to generate R4, p4 for vehicle A
and Rp, pp for vehicle B.

2. First stage of the game:

(1) Attacker <7 queries RevealEphemeleey(l'[fL p)» then the temporary key na of
vehicle A is obtained.

(2) Attacker o7 queries RevealEphemeralKey(l'Ifi 4)» then the temporary key np of
vehicle B is obtained.

(3) Attacker &7 queries RevealSecretValue(ID;), then the long-term private key xp
of vehicle B is obtained.

(4) Attacker o/ queries RevealPartialPrivateKey(ID;), then the long-term private
key pa of vehicle A is obtained.

3. The second stage of the game:

From fresh definition session Hf" p is fresh. Adversary 7 to perform the Test
(I'If;’ p)- After receiving the Test query, C$) fairly flips a coin b € {0,1}, if b
= 0, CH returns to its specific calculation in accordance with the agreement,
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the value of the SK¢ A,B, if b = 1, returns a random value sk’ € {0,1 }k. The
SKap = Ho(IDANIDpllw Allw’BITANTBIIK Ap/IKap2), Where Kap; = napa(Rp +
H(IDBlIXBlIRB)Ppup) + paTB1, Kpaz = xpnpT 2.

4. Game over: The attacker first computes pgP = Rp + H ;(IDplIX glIRB)Ppup, Kpas =
ngpe(Ra + H j(IDAIX ANRA)P pup) + pT a1 =nppp(Ra + has)P + pppanaP =nppappP
+ papenaP = (na + na)pappP, Kpaz = xpnpT a2 = xpnpxanaP = nanpxpXs. Then
give the result of b according to the SK¢ A,B ? = SKpu. If SK¢ A,B = SK p4, attacker &7
guesses b = 0; otherwise, guess b = 1.

Analysis: Because the attacker 7 private key known ng, ng, xg, pa, and IDy4, IDp,
w’A, o’B, T4, Tp are in the open, it is easy to calculate pgP, so SK{¢ A,B = SKpy,
therefore, the attacker <7 always correctly guesses the value of b, that is, Pr [/ success]
= 1. It can be seen that Adv (k) = | 2Pr [.«/ success] - 1 | = 1. Therefore, Lei et al.’s
protocol doesn’t have eCK security. Similarly, knowing nga, ng, x4, pp, can also break
the protocol.

4 New Scheme

To overcome the security flaws in Lei et al.’s [17] scheme, a new protocol is proposed
in this paper. The system establishment and user public and private key phases of the
proposed scheme are basically consistent with Lei et al.’s protocol, two more hash
functions H3: {0, 1}*II{0, 1}*II{0, 1}*I1{0, 1}*II{0, 1}*II{0, 1}*IGIGIGI — {0, 1}*,
Hy: {0, 1}*1I{0, 1}*1I{0, 1}*I1{0, 1}*I1{0, 1}*II{0, 1}*IGIGIGIGI — {0, 1}* need to
be defined. Assume that vehicle A with a unique /D4 and vehicle B with a unique /Dp
perform this phase, and A is the initiator, the authenticated key agreement phase of the
new scheme is described as follows:

1. A randomly chooses n4 € Z * p, computes N4 = n4qP. Then, A sends N4, R4 to B.

2. After B receives the message sent by A, B randomly chooses np € Z * p, computes
Np = ngP. Then, B sends Np, Rp to A.

3. A computes.

f1=H2(IDANIDBlIRAIRBIIN 4lIN B),

f2 = H3(IDAIIDBIIRAIRBIN 4lINplI X 411X ),

Kap = (fina + f2xa + pa)(fINp + f2Xp + Rp + H;(IDpIIXBIRB)Ppup),

SK ap = H4(IDAIIDBIRAIRBINANINBIX 4IX g [IK AB).

4. B computes.

f1=H2(IDANIDBlIRAIRBIN 4IIN B),

f2 = H3(IDANIDBIIRAIRBIN 4lINplIX 411X p),

KBA = (fInB + f2xB + pB)( fINA + f2XA + RA + HI(IDAIXAIIRA)Ppub),

SKpa = Hy(IDAWIDBIRAIRBIN AN plIX A IX BIIK g4 ).

The correctness of the verification protocol is as follows: clearly, it is only necessary
to verify that K4p = Kpy, and that is.

Kap = (fina +faxa +pa)(fiNg + f2Xp + Rp + H;(IDlIXBIIRR)Ppyup).

= (fina +f2xa + pa)(fingP + f2xpP + Rp + hgPpup).

= (fina + foxa + pa)( fingP + f2xpP + (rg + hps)P).

= (fina +f2xa + pa)( fing + f2xp + pp)P.

= (fing +f2xp + pp)(f1na P+ f2xaAP + (ra + has)P).
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= (fing +foxp +pp)(fina P+ f2xaP + Ra + haPpup).
= (fing +f2xp +pp)(fiNa + f2Xa + Ra + H(UDAIXANRA)Ppup) = Ka,
S0 SKap = SKpga.

5 Security Proof

Theorem 1 Under the GDH assumption and with the functions H; and Hy treated as
random oracles, the new scheme satisfies the eCK security outlined in Sect. 2.

Proof If the two conditions shown in definition 3 are true, then the protocol satisfies
eCK security. The first condition is guaranteed by the correctness shown in Sect. 3. The
second condition is proved to be true by the method of contradiction, that is, suppose
that an adversary <7 successfully breaks the agreement with a probability that cannot
be ignored, then we can use o7 to construct a simulator C$) that can solve the GDH
problem with a probability that cannot be ignored.

Assuming that k is a security parameter, the PPT adversary .o that attacks the protocol
wins the game with a non-negligible advantage Adv ., (k). Assume a game in which each
party engages in at most ny(k) sessions, involves at most n,(k) different honest parties
and performs at most ng H4 queries. Since Hy is regarded as a random oracle, after
launching a Test query (the success probability is 1/2), < can only guess the attack
(guess the correct session key directly); key copy attack (the adversary establishes a
session, which does not match the target session, but the session key is the same) and
forgery attack (at a certain time, the adversary calculates K 45 and then executes H4(IDjy,
IDp, Ra, Rp, N4, Np, XA, XB, K4p)) to win the game (that is, the session key that can
successfully distinguish the random string from the target session).

For guessing attacks, because the session key is the output of H, the probability
of directly guessing the correct session key is O(1/2%). Obviously, the probability is
negligible. For the key replication attack, its probability is O(ny(k)*/2¥), which can be
ignored.

At present, there are only forgery attacks, which are analyzed by reduction. If adver-
sary &/ breaks the protocol through forgery attack with a probability that cannot be
ignored, adversary <7 can be used to construct a simulator C$) that can solve the GDH
problem with an advantage that cannot be ignored. Here, C$) and o7 execute the game
described in the security model together, and C$) answers all the queries, let AdvGDH
C$ (k) be the advantage of C$) solving GDH. Given a GDH problem instance (U = uP,
V =vP), where u, v € Z* p, P € G, C$’s task is to calculate CDH (U, V) = uvP with
the help of DDH. When the game starts, C$) guesses with probability 1 / np(k)zns(k)
that the test session selected by the adversary o7 is HX, B where a, b € [1, n,(k)] and
a = b, n € [1, ny(k)]. Next, simulator C$ needs to guess the choice of the adversary.
According to Definition 2, it is necessary to consider whether the test session T}  has

a matching session or not. If the test session IT} , has a matching session Hg’ 4> then
the adversary o is a passive adversary, and the adversary can only passively forward
messages between the two parties, further show that the messages of IT} ; and l'[é;’ 4 as
well as the temporary private key are generated by simulator C$). A matchless session
means that adversary 27 is an active adversary, that is, ID4’s message and temporary
private key are generated by simulator C$), while /Dp’s message and temporary private



200 Z. Liu and H. Sun

key are generated by the adversary. Based on the above analysis and freshness definition,
simulator C$) must guess the case selection of the adversary from nine cases such as the
following, where, the temporary private key of ID4 refers to the temporary private key
of target session ITy p held by IDy4, and the temporary private key of IDp refers to the

the temporary private key of matching session I'Ifg, 4 held by IDp.

S1 The passive adversary <7 doesn’t know the secret value x4 of ID4 and the
temporary private key of IDp.

S2 The passive adversary .« doesn’t know the partial private key ps of ID4 and the
temporary private key of /Dp.

S3 The passive adversary .o/ doesn’t know the temporary private key of ID4 and
IDp.

S4 The active or passive adversary .« doesn’t know the secret value x4 of ID4 and
the secret value xp of IDpg.

S5 The active or passive adversary ./ doesn’t know the partial private key ps of ID4
and the secret value xp of IDp.

S6 The active or passive adversary .2/ doesn’t know the temporary private key of
ID4 and the secret value xp of IDp.

S7 The active or passive adversary .7 doesn’t know the secret value x4 of ID4 and
the partial private key pp of IDp.

S8 The active or passive adversary .7 doesn’t know the partial private key p4 of ID4
and the partial private key pp of IDp.

S9 The active or passive adversary .2/ doesn’t know the temporary private key of
ID4 and the partial private key pp of IDp.

If an adversary <7 is able to attack the protocol through forgery attacks with a non-
negligible advantage, then at least one of the cases has a non-negligible probability of
occurrence.

1 Situation S1.

The game between the .«7 adversary and simulator C$) under situation S1 is analyzed
as follows.

1) Setup Phase: C$) establishes the public key of the PKG, the partial private key
and secret value of all parties. C$) maintains a list Asewp With entries of the form (ID;;,
(d;, R;), (xi, X;)) and initially empty values.

(1) C$H chooses a random value Py, € G as the public key of PKG and publishes
the parameters param = {u, g, E/F), G, P, Ppup, H;, Hy H3, Hy}.

(2) For the participant ID4, C$ randomly selects h4, r4 € Z* g, calculates R4 = psP
—haPpup, lets H(IDANUIRA) = ha, xa = L, where U = uP = x4 P, sets p4 as the partial
private key and x4 as the secret value of /D 4. Therefore, the partial long-term public key
of ID4 is R4, and the long-term public key of secret value is U.

(3) For any participant ID;(i # A), C$ randomly selects x;, h;, r; € Z* g, calculates
R; = piP — hiPpyp, lets H(ID;IIX;|IR;) = h;, sets p; as the partial private key and x; as
the secret value of ID;. Therefore, the partial long-term public key of ID; is R;, and the
long-term public key of secret value is X; = x;P.

(4) For any participant ID;(i € [1, n,y(k)]), C$ transmits (ID;, R;, X;) to the adversary
</ and inserts entries (ID;, (d;, R;), (x;, X;)) and (ID;, R;, X;, h;) in the lists Agep and
Ap1, respectively.
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2) The first stage of the game: C$ maintains four lists Ay;, Aps, Asend and
AReveal, Which are used to process random oracle H;, Hy, Send and RevealSession-
Key queries respectively. For the following questions, .2/ can ask the number of bounds
of polynomials in an unordered manner. C§) answers .7’s question as follows:

(1) H;(ID;, X, R;): If there is an entry matching (ID;, R;, X;, h;) in Ay, C$H responds
h; to o/ . Otherwise, C$) selects a random element i; € Z* g, inserts entries (ID;, X;, R;,
h;) in the list Agy, and replies h; to <7

(2) RevealSecretValue (ID;): If ID; is ID4, C$ aborts; otherwise, C$) returns the
secret value x; of the ID; to <.

(3) RevealPartialPrivateKey(ID;): C$) returns the partial private key p; of the ID; to
.

(4) RevealPKGStaticKey: C$ quit the game.

&) RevealEphemeralKey(HZ'j): If Hf”j are matching sessions HA’B, C$ quit the
game; otherwise, C$) returns the temporary private key n; as the response.

(6) Send(l'[’" M): The entries in the list Agepg maintained by C$ are of the form
(Hf"l, tran?!' ) and are initially empty, where tran" 1s the set of all messages transmitted
and obtained by H’” up to now, and n; is the temporary private key of session l'Im owned
by ID;.

If M is the second message in tran ., C$) sets the session as accepted; otherwise, if
e T Hg 10 CH lets ng = L, gets RB in the list Ageup, response {Rp, Ng =V = vP}
to &7, and modifies the entry of I'Im in Ageng; otherwise, C$) randomly selects n; € Z*
q, gets R; in the list Agepup, response {R;, n;P} to <7, and modifies the entry for H’" i
ASetup

(7) RevealSessionKey(H’”J)' The entries in the C$) maintained list AReveal are as
follows (l'[m DY, ID’r’ZSp, NI, N;’gsp, K’”) and the initial value is null, where the
subscript ini represents the initiator and the subscrlpt resp represents the responder.

If I'I”’ has not yet accepted, C$) returns _L; otherwise, if H’” is test session IT) 5

or match session I/ B.A> C$) aborts the game; otherwise, if the session key SK;; of l'[”’
already exists, C$) returns SK; j; otherwise, obtain {R;, N;} and {R;, N;} from the list
Asend, €xecute H;(ID;, X;, R;) query to obtain the result A;, execute H 1UD; . R))
query to obtain the result 4;, and then take (ID;, IDj, N;, N;) (ID; is the initiator) or (ID-,
ID;, N;, N;) (ID; is the initiator) as the index, check whether there is a match in the list
Apy to make DDH(f N; + f2X; + Pi, fIN; + f2X; + Rj + H (IDjIXIR)Ppup, Kij)
= 1, where P; = R; + H j(ID{IIX;IIR;)Ppyp. If it exists, obtain A from the list Ag4 and
sets iy = SK . otherwise, selects the random string SK' "; € {0, 1}*. Finally, C$) returns
SK’ ”; and 1nserts an entry in the list Ageveal (I i DY, IDfZ;Sp, X Xr”;sp, SK;Z)

(8) H4(ID;, IDj, R;, Rj, N;, Nj, X;, X;, K; j): C$) maintains a list Agy with entries of
the form (ID;, IDj, R, Rj, Ni, Nj, X, X, K, hy).

If there is a matching entry (ID;, ID;, R;, Rj, N;, Nj, X;, X;, K; ) in the list Ay, C$
returns hy; otherwise, search in Ageveal With (¥, ID;, IDj, N;, Nj, X;, X, *) as index.
If the matching entry exists, verify whether DDH( f;N; + f2X; + P;, fiN; + f2X;
+ Rj + H](IDj”Xj”Rj)Ppub, K[J) = 1 is true, where P; = R; + H](]Di”Xi”Ri)Ppub-
If the equation holds, obtain the corresponding Skm i,j from AReveal and make them
hy; otherwise (no matching entries), uniformly selects the random string s € {0, 1}k,
Finally, C$) returns Ay and updates the list Agy.
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3) The second stage of the game: .2/ can only query the following query once.

Test(HZ’j.): If I'I:"j non target session I'If‘, g C$ quit the game; otherwise, C$)
uniformly selects random string £ from {0,1}¥, and return & to .«7.

Analysis: If o7 selects Situation S1, the target session I} , and its matching session

1'[53, 4> C$ will not quit the game. If .27 wins the game through forgery attack, then
Hy4(IDy4, IDp, Ry, Rp, N4, V, U, Xp, K4p) must be queried, where Kap = (fna +
S2DLOG(U) +pa)(f1V +f2Xp + Rp + H;(IDglIRB)P ). To solve the GDH problem,
C$) obtains entries from Apy, then calculates f; = Ho(IDAIIDBIRAIRBINANV), f2 =
H3(IDAIIDBIIRAIRBIIN 211V

UliXg), Z; = (f1na + pa) f2xp +pB)P, Z2 =f2( f2xp + pp)uP, Z3 =f;(f1na +
pa)VP by using the py, n4, xp and pp that it knows, and outputs GDH (U, V) = xsnpP
=(fif2) " (Kap~Z1 - Z2 - Z3).

The advantages of C$) in solving the GDH problem are:

AdVSEH k) > M
4nonZ (k)n? (k)
Therefore, if Adv (k) cannot be ignored, then C$) ‘s advantages cannot be ignored,
which contradicts the GDH assumption.
The proof for S2, S3, S4, S5, S6, S7, S8, SO is similar to S1 and will not be described
in detail here.

6 Protocol Comparison

In this section, the improved protocol is compared with other related protocols in terms
of computational cost and security. Since most of these protocols are based on dot prod-
ucts, Hash operation, and scalar addition and subtraction operations, only dot products
operations with relatively large time complexity are considered in this paper. Let TM
represent the time it takes to perform a dot product operation. The security of the scheme
is compared in terms of whether it meets the security of eCK. The comparison results
are shown in Table 1.

Table 1. Comparison of efficiency and security of different protocols

Computation cost

Protocol Key extraction Key exchange eCK security
Wu et al. [19] 6TM 14T\ No
Sun et al. [20] 4T™™ 14Tm Yes
Deng et al. [21] 6TM 10Tm Yes
Lietal. [22] 6TM 12T\ Yes
Leietal. [17] 4T™M 14T v No
Our protocol 4Ty 10T\ Yes
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It can be seen from Table 1 that, compared with Deng et al.’s [21] protocol, although
the computational cost and security required for key exchange are the same, the compu-
tational cost in key extraction stage is higher than that of the improved protocol in this
paper. Compared with the protocols of Wu et al. [19] and Lei et al. [17], the improved
protocol is more efficient and secure. Compared with the protocols of Sun et al. [20] and
Li et al. [22], although the security is the same, the improved protocol in this paper has
the highest efficiency.

As can be seen from the above, compared with the existing certificateless authenti-
cation key protocol, the improved protocol in this paper has stronger security and higher
computational efficiency, so it is more suitable for practical scenarios such as the Internet
of vehicles and the Internet.

7 Conclusion

After analyzing the protocol of Lei et al. [17], it is proved that the protocol cannot
meet eCK security, and the attack mode is given, and the attack can be successful with
different data. Therefore, an enhancement scheme is proposed and its safety is proved
by eCK model. The analysis results show that the protocol only needs 4 dot products
in the key agreement phase and 10 dot products in the key agreement phase, which
greatly improves the computational efficiency and is more suitable for the networking
of vehicles scenario.
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