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Abstract. With the gradual maturity of big data and cloud computing technol-
ogy, blockchain, as an innovative part in the evolution of information technology,
has brought new opportunities for the development of various fields. Blockchain
technology encryption algorithm can provide feasible solutions to the complex
problems in financial transaction data. This study attempts to analyse the prob-
lems faced in financial transactions through blockchain technology, and attempts
to build a process framework for financial data securitymanagement, thus forming
a blockchain financial data security management systemmodel, and exploring the
elements of financial data security management in terms of multiple dimensions
such as the subject, object and media field involved in the data model. As an inno-
vative financial tool in the field of financial engineering, blockchain technology
can play a positive role in the massive amount of transaction data, facilitating
the formation of a secure and irreversible financial data system on the one hand,
and minimising the risk of loss of control in financial institutions on the other.
The application of block cryptography algorithms to financial engineering data
security management systems is only a preliminary idea and does not incorporate
the degree of openness of the data. The research will further incorporate the con-
fidential management authority of financial institutions to provide a reference for
the formation of blockchain financial data management.
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1 Introduction

With the advent of the fourth industrial revolution, China’s economic and social envi-
ronment has undergone radical changes, and information processing technologies such
as the Internet and cloud computing have continuously penetrated into people’s lives,
gradually changing their production and life style, payment and transaction means, etc.
In the process of the evolution of the digital economy, the data information generated by
financial institutions is also undergoing severe tests. In the process of development and
evolution of digital economy, the data and information generated by financial institutions
are also experiencing severe tests, such as leakage of confidential information, frequent
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transactions of personal information in the market, and the appropriateness of safety
supervision of financial data, which directly affects the stable development of financial
market.

Blockchain technology, as an emerging information technology processing model in
recent years, can develop a higher level of information traceability protection in response
to possible malicious acts in a complex data environment. For example, in recent years,
there have been many incidents of courier information leakage, big data pushing mali-
cious pop-ups, telecommunication fraud, etc., which can largely affect people’s lives
and even cause serious consequences. The use of block cryptography algorithms as a
medium for financial data monitoring can control the spread of false information in the
financial transaction market to a certain extent. Therefore, this study will build a basic
theoretical framework based on the combination of blockchain technology and the finan-
cial market, from the supply, demand, regulation and data connection hub of financial
data, and propose a financial data security management model under the conditions of
block cryptography technology, so as to extend and optimise the blockchain technology
in the field of financial technology security.

2 Review of Domestic and International Research

Blockchain technology was first proposed by Satoshi Nakamoto, and then scholars have
researched and practiced it and applied it widely in many fields. The characteristics of
blockchain technology, such as decentralization, immutability, security and trustworthi-
ness, have greatly changed the understanding of the traditional process of centralized
management mode, and provided a more secure solution to the problems of data silos
and easy tampering of information. Blockchain technology is arguably the most secure
information processing technology from the current point of view, with elements cov-
ering verifiable queries, smart contracts, hashing algorithms, asymmetric encryption,
etc. It has significant advantages that are difficult to replace by other technologies in
dealing with privacy leakage. In recent years, China’s leadership group has actively
released the signal of innovative application of blockchain technology. In 2017, Premier
Li Keqiang mentioned blockchain technology for the first time in public, and in the same
year, General Secretary Xi Jinping proposed to build a digital economy with data as the
key element, and to use blockchain technology to explore the innovative mode of digital
economy, and actively promote the wide application of blockchain technology in various
fields, so as to provide the people with more secure and convenient quality services.

From the current research of experts and scholars at home and abroad on the appli-
cation of blockchain technology in the financial field, it can be broadly divided into two
aspects, on the one hand, mainly from the perspective of digital currency, as Satoshi
Nakamoto proposed blockchain technology in the article “Bitcoin: A Peer-to-Peer Elec-
tronic Cash System”, positioning it as a peer-to-peer electronic Porru S (2017) first
discusses the revolutionary role of blockchain in finance, economy, and currency, and
since bitcoin is the first application of blockchain technology, its superiority in perfor-
mance is rapidly emerging along with the gradual expansion of the field of blockchain
technology applications [4]. Cheng, Navy (2022) and other scholars argue about the risks
of cryptographic digital currencies, assets and their governancemethods, and explore the
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theoretical and practical issues of China’s Internet financial market access and regulatory
legal system [1]. Scholars such as LanHong (2021) take third-party payments and private
digital currencies, which have penetrated more deeply into people’s lives, as research
objects to analyze the impact of digital currencies on China’s overall macroeconomic
and monetary policies [2]. On the other hand, it is analyzed from the perspective of
supply chain finance, and scholars such asWang Haiquan (2022) propose that in solving
the problem of enterprise financing, by building an encrypted blockchain supply chain
finance system, it can compensate to a certain extent for the vulnerability problems such
as data nodes being cracked and the difficulty of artificial suspension of capital loss [3].
Junyi Guo (2018), on the construction of supply chain information sharing platform,
proposes that should start from the perspective of supply chain information sharing,
and believes that the blockchain scenario application in the field of supply chain should
be reconstructed [5].Ghazouani (2019) and other scholars form a cloud data security
de-weighting scheme under the condition of blockchain and multi-agent system, that is,
the data information uploaded to the cloud by users can be safely de-weighted through
multi-agent system, and at the same time [6], based on blockchain technology to ensure
that the file information is difficult to be tampered with, thusWei (2020) and other schol-
ars mainly design cloud applications by combining the advantages of cloud computing
and blockchain to achieve the security and completeness of data in the cloud [7].

In fact, from the current point of view, the research on the application of blockchain
technology to financial data security is still tentative, while the application of blockchain
technology in the field of financial services still faces many difficulties. ➀Due to the
relatively mature development of the Internet economy, different trading platforms have
accumulated a huge amount of user data. On the premise of ensuring the safety of user
data, the research and exploration of data value cannot be maximised due to the differ-
ent standards of data integration [11]. ➁The scale of the platform is relatively lacking.
At present, the financial service platform that integrates information and data has been
operating in the financial market, but the scale of the data security system is relatively
lacking, and there is also a lack of relevant technical support in the financial data secu-
rity [12]. ➂Single measures of supervision, as China’s financial market has developed
later than that of western countries, the CBRC’s policies on financial supervision are
also being gradually improved, and at present the main supervisory instruments are still
macro-prudential and micro-prudential supervision, with intangible and tangible super-
visory systems not yet formed. For example, at present, this kind of social regulation,
mainly based on network public opinion, using digital technology in the field of financial
engineering is relatively little practice [13]. Therefore, there is an urgent need to inte-
grate the elements of data securitymanagement and establish a perfect model of financial
data security management system using blockchain technology. With the advent of the
fourth industrial revolution, whether China’s financial market development can seize the
opportunity of this technological revolution, at present, many innovative technologies
have not been able to be used comfortably in the field of financial science and technology
innovation, blockchain technology first came into contact with financial services from
the insurance business, and in the tide of the information revolution, how can the value of
data be developed safely and efficiently, for the development of financial modernization
In the information revolution, how to exploit the value of data in a safe and efficient



710 L. Zhang and H. Wen

manner is of profound significance to the development of financial modernization [14].
Based on the characteristics of blockchain technology in data processing and the impor-
tant role of financial data to social organisations and individuals, this paper attempts
to use blockchain technology to build a model of financial data security management
system so as to improve the efficiency of financial services to the real economy and
reduce credit costs.

3 Analysis of the Basic Framework of Blockchain Technology
Applied to Financial Data Security Management System

3.1 General Idea

China’s development of blockchain technology in various fields is still at the primary
trial stage, and the development of digital information intelligence has a lot of room for
development. Thus, it is urgent to deeply integrate and analyze the data information in
the financial capital market and blockchain technology, and build a data security man-
agementmodel in the financial field. The elements of financial data securitymanagement
should be fully understood in the early stage of establishing the model, which can be
seen in detail in Fig. 1, and explored in multiple dimensions such as the subject, object
and media field involved in data.

Considering that there are many subjects generating financial data, including finan-
cial institutions, non-governmental organizations, as well as government-related depart-
ments and the public, it is obvious that the traditional centralized technology processing
method cannot meet the complex needs of multiple subjects. The use of blockchain
technology can help solve the problem of complex groups of data sources in the finan-
cial market, and at the same time, it can bring into play the characteristic advantages
of blockchain technology to highly control and trace the safety of data. Thus, firstly,
we analyze the superiority of blockchain technology applied to financial data security
management compared with traditional technology; secondly, we sort out the subjects,
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Fig. 1. Analysis of subjects related to financial data management
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objects and media involved in generating financial data; finally, we explore the process
of applying blockchain technology to financial data and integrate and analyze the whole
framework.

3.2 Model Design of the Financial Engineering Security Management System

The initial purpose of building a data security management system in the financial
sector is to solve the security problem of transaction information. In the process of
building its basic framework by combining blockchain technology, the large, material,
intelligent and cloudy data elements should be further considered, and the relationship
between the subject and the object as well as the interests and demands that may arise
in the scenario should be coordinated, and the basic framework of the management
system should be integrated and designed. This paper will combine the basic model of
blockchain technology and its corresponding characteristics to design a financial data
security management model in layers, which can be seen in Fig. 2.

The security management model for the financial sector built using block technology
simplifies the original block model structure by reducing the initial six-layer block
model to a data collection layer, a business logic processing and a block data layer. The
perceived first-hand data is processed through a hashing algorithm, identified and then
processed through business logic for high performance, decentralisation and security,
with the following formula, P = α

S∗D, making the three variables a specific constant and
ultimately achieving the purpose of data.

3.3 The Operation Mechanism of Financial Data Security Management System

(1) Analysis of financial data securitymanagement model basic data generation subjects.
As an important asset and core competitive resource of the financial industry, the con-

struction of financial data management model using blockchain technology is a project
with a wide coverage, and its coverage includes the data storage of financial institutions,
including banks, trusts, securities, insurance and other financial institutions. At the same
time, in order to construct the effectiveness of the model should also include the citi-
zens, enterprises and institutions and third-party institutions, in order to solve the relevant
financial events, such as financial transactions, changes in equity, financial disputes, etc.
In the process of handling financial events among multiple subjects, the decentralized
data processing mode using blockchain technology can make the information sharing
among subjects more convenient and effective compared with the traditional centralized
data processing mode (Figs. 3 and 4).

In the process of data processing, the data collected in the early stage is relatively
complicated due to the structured and semi-structured reasons, so the original data needs
to be processed in a unified and standardized way, and the data of different subjects are
cleaned, screened and unified with the help of data processing tools, so as to provide
efficient data information for the later business processing. The primary link of data
processing is the standardized conversion of different data, and another link that cannot
be ignored is the encryption privacy protection in the process of data processing. In the
process of data processing, blockchain data related technologies such as asymmetric
encryption and timestamp are used to recreate the block hash value for the upstream
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Fig. 2. General framework of financial data security management model

Fig. 3. With centered mode.

and downstream of data, and block storage processing for the privacy information of
users, and at the same time, the sharing and reversibility of financial data generated in
the process of transaction. The financial data sharing as well as reversible issues are
analyzed to prevent the tampering of data, and the upstream of the generated data can be
operated in a tamper-evident manner, so as to ensure the authenticity and trustworthiness
of the data. The use of blockchain technology to integrate the huge amount of financial
data can solve the phenomenon of data silos in financial institutions to a certain extent
and also maximize the value of data.

(2) Financial data security management model block data algorithm analysis.
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Fig. 4. Decentralized mode

Blockchain uses time as an important basis for the order of distribution, and is
able to form a checkable bookkeeping list using time series. Each block is connected
with a hash value, which is what we call a block transaction. Merkle tree is a relatively
common and efficient data structure, through the hash value between the blocks to verify
the specific hash value in the tree, Merkle tree any change in the transaction data will
generate a different hash value. Taking arbitrary data x as an example, randomly selected
parameters r, using the hash algorithm, the data canbe key-generatedHG, hash-generated
CH, hash-verified HV and hash-collision HC [8–10].

HG(1n) = (hk, tk) This algorithm is a key generation algorithm, hk representing
the hash public key, rk representing the hash private key, then n indicates the security
factor.

CH(hk, x; r) = (h, ξ) This algorithm is hash generation algorithm, by hashing the
public key hk, any given data x and random values r, resulting in hash values h and
random numbers ξ.

HV(hk, x, (h, ξ)) This algorithm is hash verification algorithm, through the hash
public key hk, any given data x, hash value h and random number ξ, to verify (h, ξ), if
the correct hash value, the result output 1, otherwise 0.

HC(tk, (h, x, ξ), x′) This algorithm is a hash collision algorithm, with trapdoor rk,
triplet (h, x, ξ) and data x’ to calculate and derive a new random number ξ ′ to derive
HV = (hk, x, (h, ξ)) = HV(hk, x′, (h, ξ ′)) = 1.

Addressing the authentication of users and the private data generated by their use,
the user’s data is processed through the encryption of hashes in the block structure. This
feature can thus be fully utilised to input the user’s private information, and as long as
most of the nodes are authentic, changes by means of malicious blocking, for example,
will be rejected, thus ensuring the security of the data. Secondly, in addressing the data
generated by the large number of transaction agreements in the financial market, smart
contracts in blockchain technology can be used, a special code protocol that allows for
one-way secure and traceable transactions without the involvement of a third party. After
a financial uplink subject sends a transaction request, it borrows the smart contract code
from the Ethernet application, and developers on the trading platform use the smart
contract in the blockchain network to send data fields and transmission addresses to
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other contracting parties, resulting in a special transaction protocol with relatively low
risk and high accuracy.

(3) Financial data security management model business logic implementation.
The system framework through block data processing mainly contains three levels,

firstly, three levels of perceptual data collection, block data integration and business logic
processing, among which business logic processing belongs to the intermediate level,
which includes both logical examination of perceptual data and also gives medium-term
verification for later data integration and storage. The business logic processing ismainly
realized through smart contracts, and the data privacy is processed with privacy comput-
ing service and federal learning technology to make the data available invisible, forming
a deep integration of blockchain and computer technology, storing data, traceability data
and shared data in financial data for staging and integration, forming a user-visible Inter-
net and App platform, so as to provide conditions for value-added services of financial
data It also provides space for the efficient operation of data between blocks.

4 Blockchain Technology-Based Financial Data Security
Management Model - Exploration of Housing Property
Transactions

4.1 Application of Blockchain Financial Data Management System in Housing
Property Rights Transaction

Taking housing property rights transaction as an example to discuss the applicability of
the data model, housing property rights transaction is accompanied by the overheating
in the previous years, and the means of national macro-control, including the second set
of property tax for purchasing houses and the policy of household registration restriction
and so on, have curbed the rise of housing price to a certain extent. And along with the
aggravation of China’s aging degree of newborn rate is low and so on, many experts
and scholars put forward to housing pension, delayed retirement and other policy views.
Throughout China, the housing prices in the cities preferred by the retired elderly are
relatively high, somany elderly people become “migratory birds” after retirement, which
has inspired some scholars to put forward the idea of retirement with housing. Whether
it is the mortgage of property rights or the replacement of property rights, these data
have a certain degree of security risks in the trading platform. Blockchain technology
can provide financial data completeness, authenticity and tamper-evident guarantee for
the process of home ownership transaction (Fig. 5).

4.2 Realization of Value of Blockchain Financial Data Management System
in Housing Property Rights Transaction

(1) Break the business barriers and realize data linkage. Starting from the real estate
transaction market in the financial market, with government notary departments, bank
lending institutions, individual citizens and third-party credit assessment organizations,
etc., more network nodes are involved, while each party has different supply and demand.
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Fig. 5. Analysis of the application of financial data management model in housing property
transactions with blockchain technology

The decentralized and peer-to-peer network structure built by using blockchain technol-
ogy breaks the original data communication structure, enhances the will of each partici-
pating subject, realizes the linkage effect of information and data among various business
sectors, and solves the problems of inefficient information transmission and information
asymmetry in the troubled market.

(2) Mining data value, multi-party collaborative governance.
The use of open API interface to realize the decentralized sharing of data in the

financial transactionmarket can add value to the shared value of data, and comprehensive
analysis, mining and tracking of data, so as to realize value-added services of data. With
the safeguards of smart contracts, the results of data mining can be protected. On the one
hand, the value of data can be maximized, and on the other hand, several data subjects of
the open API port can get the maximum benefit and make full use of the value of data.

(3) Improve the credit system and guarantee data security.
The establishment of a perfect credit system is mainly realized through the tech-

nology of smart contract and time stamp in blockchain, and the data is encrypted and
preserved. It is very important to form a perfect credit system to facilitate both parties of
the transaction to authenticate the user information through the digital certificate created
by blockchain, and also to ensure the authenticity and trustworthiness of the data to the
greatest extent.
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5 Conclusion

From the current development of data technology and its combinationwith various fields,
blockchain technology has been widely used in many fields, bringing new opportunities
for the development ofmany industrieswith its unique decentralized and non-tamperable
characteristics. The financial market generates complicated data, and the promotion of
the use of block cryptography algorithms can protect customer privacy rights to a certain
extent. The innovative development and practical application of technology is more to be
able tomeet people’s needs and improve the quality of life. Thus, this paper combines the
algorithm of block encryption with financial data to pursue maximum data security by
applying the data leakage problem faced bypeople in real life. Thus, this study attempts to
build a financial data security management model by analyzing data generating subjects
to analyze data sources, sensing and collecting business data, and processing related data
with hash encryption algorithms. And combined with the housing property transaction
as the analysis, the overall process is drawn from data generation, perception, acquisition
and encryption processing, in order to provide reference for other financial transactions.
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