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Abstract. Mobile government (m-government) has been widely employed by
the Indonesian government to provide an excellent online public service for the
past five years. On 27 January 2022, the Directorate General of Immigration
Indonesia launched theM-Paspor application as an online passport service through
an applicant’s mobile phone. A passport applicant must fill out the digital form,
lodge their documents, select the date, locate an immigration office, and payment
process in the app, before their biometric data are collected at an immigration
office. This netnography paper is reviewing the adoption ofM-Paspor app from the
user’s perspective collected from 1032 sample comments in the google app review
fromFebruary toAugust 2022. By using theN-Vivo, the data is analysed to explore
user’s experience, sentiment, and opinions by examiningwords, phrases, sentences
towards the use of M-Paspor app in the context of m-government concepts. The
result shows most users experienced technical issues and errors during login,
registration, locating map, loading, uploading, verification, server, bugs, and data
security. It recommends the M-Paspor app to be reconstructed according to stages
of m-government maturity model, cyber security concerns, digital resilience, and
to provide the web version.

Keywords: M-Government ·M-Paspor · Passport · Cybercrime · Biometric ·
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1 Introduction

The Indonesian government has applied the massive online public services which is
accessible to everyone at anytime and anywhere. The public service in Indonesia was
shifted from paper and walk-in procedure to the electronic government process based on
the Presidential Instruction No. 3 of 2003 on National Policy and Strategy Development
of electronic-Government [1]. Some government offices introduced the online process
through an official website for a public service delivery to reduce maladministration
and to promote transparency [2–4]. As the Indonesian government’s innovations, the
web-based online service has been transformed to an app, downloaded either in the
Playstore orAppstore, using a smart phone in any aspects [5, 6].Most government offices
introduce their own official app which is accessible to public whenever people apply for
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documents or permits from their offices, homes or elsewhere. These phenomena show
that there is a shift from an e-government concept to a mobile government or shortly
called m-government framework.

According to the Ministry of Communication and Informatics, the Indonesian gov-
ernment has built the digital ecosystem which consists of four strategic sectors include
digital infrastructure, digital governance, digital economy, and digital society. The imple-
mentation of the Digital Economy Working Group (DEWG) at the G20 Presidency will
be encouraged to create an inclusive, empowering and sustainable digital ecosystem.
Currently, Indonesia focuses on strengthening the construction of digital ecosystem in
the micro, small, medium enterprises in the context of dynamic capability, strategy and
leadership [7, 8]. In contrast, this effort has to dealwith some issues such as collaboration,
security, ethics, and privacy [9, 10]. The digital ecosystem in the Indonesian government
is less likely to survive the digital revolution and transformation because there are sig-
nificant gaps among social partners such as government, state owned business, private
sectors, and worker’s unions [11]. Thematurity of digital ecosystem in Indonesia has not
been comprehensively designed and poor collaborative strategy among organizations.

With more technological advances in public service, the Directorate General of
Immigration (DGI) Indonesia began several technical breakthroughs in issuing the travel
documents or passports. In 2011, the DGI adopted the web-based passport application
where applicants lodged their required documents and later, they came to collect their
biometric data at an immigration office [12–14]. This web-based process was discon-
tinued due to some technical issues as more passport applicants were increasing to use
this app. Passport service returned to a walk-in process at an immigration office with a
queue ticket to lodge required documents, then pay the invoice at the bank, and appli-
cant came back to an immigration office for a biometric data collection. In the next
three days, passport was issued, and an applicant collected their passport in person at
an immigration office. A growing number of passport applicants with a manual process
at an immigration office has raised significant complaints about the poor passport ser-
vice. The uncertainty of passport manual application process at an immigration office
cause wicked problems such as limited queue tickets, too many steps/processes, unclear
procedures and requirements, too long waiting time and processing time, and manual
payment through a teller at the bank.

In response to such issues, in 2019 the DGI introduced an online booking system of
passport application in an app system called APAPO, that applicants can select the date
and choose an immigration office to lodge their passport application. However, the DGI
received a lot of complaints about the APAPO system which was unable to select the
immigration office, date of visit, and limited numbers of applicant per day or quota [15].
In this case, there has been neither a technical evaluation nor a system development in
APAPO. In December 2021, the DGI publicly presented the M-Paspor application as a
trial [16]. On 27 January 2022, APAPOwas replaced by theM-Paspor (Mobile Passport)
application as an online passport service through an applicant’s mobile phone [17]. A
passport applicant must fill out the digital form, lodge their documents, select the date,
locate an immigration office, and payment process in the app, before their biometric data
are collected at an immigration office.
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There are previous studies on the adoption of M-government in Indonesia which
investigates the roles of online public service by a mobile phone application in Jakarta
[18], m-government for local community [19], the effectiveness of mobile government
for public participation [20], the evaluation of m-government in Halo Polisi (Hello
Police) program [21], and the readiness of m-government in Indonesian public orga-
nizations [22]. To fill the gaps of m-government research in Indonesia, this paper is
to review the adoption of M-Paspor by the Directorate General Immigration from the
perspectives of mobile government concepts.

2 Research Methodology

Since the M-Paspor has been rolled out, yet there were no evaluations and research
about the adoption of M-Paspor at immigration offices. To what extent the adoption of
M-Paspor app has been widely practiced by the applicants who apply for the Indonesian
passport at immigration offices. To improve the performance of online passport appli-
cation and to fill the research gaps, this netnography paper [23] reviews the M-Paspor
app by looking to user’s experience, comments, and reviews in the Playstore. Data is
analysed using the NVivo 12 Plus to explore user’s experience, sentiment, and opinions
by examining words, phrases, sentences towards the use of M-Paspor app in the context
of m-government concepts and cyber security concerns.

3 Results and Discussion

3.1 Users’ Sentiment in Using M-Paspor Application

M-Paspor app is one of the digital transformations in an online passport service in
Indonesia to achieve two significant targets. This app is expected to reduce the crowds
of applicants at an immigration office by providing the booking system menu (date and
location) and implement the advance passport application process [24]. It explains that,
at the first stage, from their homes, offices or elsewhere, an applicant can apply for
an Indonesian passport by filling out the digital form, uploading required documents,
selecting the date, choosing a preferred immigration office, and paying the passport fee
in the app. After this step is completed, an applicant must visit an immigration office
for a biometric photo and fingerprint process. In the next 3 working days after biometric
data collections, when a passport is issued, an applicant will collect their passport in
person at an immigration office. For more than 6 months, the DGI continues to promote
this app on social media platforms and the walk-in service at an immigration office has
been shut down. It shows that an applicant goes back and forth to an immigration office
for two processes: biometric data and passport collection.

M-Paspor app is a one-step-ahead innovation over the old version called APAPO
which was ineffective and always experienced several technical issues. In this sense, we
review the performance of M-Paspor app from the perspectives of users who leave their
comments in the Playstore. We collected randomly 1032 sample comments in English
from February to August 2022. The result showsmost users experienced technical issues
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Fig. 1. Users’ sentiment towards M-Paspor application.

and errors during login, registration, locating map, loading, uploading, verification,
server, bugs, and data security.

The sentiment of users shows that 305 words are found negative, and 11 words
indicate positive. As shown in Fig. 1, the user’s sentiment shows the word “useless”
dominates the user’s feeling towards the M-Paspor App; only two words of “useful” are
found in the comments. Also, the word “bad” is expressed by the users where they find
this app is bad. Other four words, “stuck”, “long”, “wasting” and “failed”, reflect the
operation and process of this app so that they get frustrated with this app.

In the context of M-government, despite M-Paspor has allowed users to fill in their
data to the system, but the long and stuck experiences could delay the process. Besides,
M-Paspor is unable to increase the effectiveness of the performance of online public
service delivery which should promote an interaction between the community and the
government. M-Paspor may lack infrastructures which can become frequent problems
in terms of system integration, insufficient bandwidth, and lack of mobile device capa-
bilities, internet network, power, and memory limitations [25]. By looking at the users’
sentiment dominated with their bad experiences, M-Paspor does not reflect attractive-
ness of mobile government because it is not fully aligned with other online services,
and not providing clear, precise, and reliable information to users [26]. M-Paspor has
not presented the best performance of mobile government services expected by users,
which does not build public trust and poor information quality [27]. The user’s interface
ofM-Paspor does not demonstrate simplicity, effectiveness, security, and responsiveness
[28] which cause users feel dissatisfied with this app.

3.2 Technical Issues in M-Paspor Application

In Fig. 2, we investigate the user’s reasons of commenting with extensive negative words
towards the M-Paspor app. There are 1018 words expressing technical issues by users
during the operation process of applying the Indonesian passport on the M-Paspor app.
Overall, most users found “errors” during operating this app such as loading error and
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finding location error. This app has 8 steps to complete the passport application process,
but most users always experience an error in step 6 when opening maps, selecting the
date, and choosing the location of immigration office. Users sometimes get stuck in step
1 when they log in uploading their ID Card (KTP), and in step 4 when they select the
province.

At the first stage, email verification is also the technical issue in the registration
process in which user’s email is invalid. When their email is valid, they never receive
a verification code or one-time password (OTP) in their email. Server system is often
error or time out, so users fail to continue their application process in each step, and they
find bugs in some features. Users argue this condition takes a long time in processing the
passport application via this app. The most problematic procedure is the limited quota
of passport applicant per day and per month where users find that the quota is always
unavailable. When they choose an immigration office for a biometric data collection
process, users say the quota is always full.

M-Paspor app has demonstrated the digital innovation in the passport application
process using a mobile phone without a walk-in process and promoted a paperless
public service. It reflects the adoption of m-government interoperability modes [29, 30]:
mobile Government to Citizen (mG2C), mobile Government to Government (mG2G),
mobileGovernment toBusiness (mG2B), andmobileGovernment toEmployee (mG2E).
Despite a one-way communication, this app has a key instrument of interaction between
mobile government and citizen or mG2C. However, it has not built an interoperability
system in the context of mG2G because an ID card (KTP) of users is often unable to be
verified in the database system of the civil registry office. This app is not verifying other
required documents which should be interconnected with other relevant agencies. After
completing the application process in this app, applicants must visit an immigration

Fig. 2. Technical issues experienced by users.
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office and bring the original documents for the validation and verification process by a
front-line officer.

Since the review of the M-Paspor app has shown the poor satisfaction from users,
this app is less likely to present continuance intensions which may cause public distrust.
Model of m-government continuance intentions are built upon satisfaction, resulting in
“trust”, where this satisfaction is constructed from five variables of conceptual model
of m-government [31]. In the context of the maturity model of m-government [32, 33],
this app has indicated the presence and disseminating information to public, interaction,
and transaction steps. However, by looking at the technical issues, it has not reflected
a vertical and horizontal integration, elementary phase, and involvement phase because
this app does not provide the web version.

Despite poor satisfaction from users, there are benefits of this app as amobile govern-
ment innovation: transparency, less corruption, convenience, an increase of avenue easy
and low cost [29]. Unfortunately, other than technical issues, this app has not considered
cyber security concerns in terms of prevention of data breach, malware, virus, hackers
attack because it lacks an internet security, network security and data privacy protection.
Cyber security challenges in m-government practices consist of personalization, authen-
tication and validity of mobile, data security laws and security of mobile government
services [33–35]. Series of data breach, hacker attacks, security violation in Indonesia
is increasing and public is worried about their data privacy. Currently, it is reported that
data leakage of 17 million Indonesian Electricity Company (PLN) customers emerged
around mid-August 2022. Besides, there are 1.3 billion SIM card registration data that
have leaked, including the citizen identification number (NIK), telephone number, name
of the provider, up to the date of registration [36]. It shows that the online public service
in Indonesia is not equipped with strong internet security and network security to protect
the system information and database.

Digital resilience is one of the sensible responses to prevent the enterprise’s infor-
mation system and technology from cyber-attacks. The notion of digital resilience is
much more involving with an interconnection with environments which focuses on a
business strategy [37]. Also, as a survival, an organization require back-up systems and
digital recovery plan for continuity of the system information. As the first stage, digital
knowledge is the most fundamental aspect which leaders must comprehend the network
so that they can secure the data. In this case, other than weak internet security and net-
work security such as firewalls and antimalware software, digital resilience has not been
designed for the M-Paspor app, including the interoperability system. It is believed that
the data breach and cyber-attack will happen with the M-Paspor app because it is not
proving the interconnected system with others.

4 Conclusion

The global digital innovation and public demands have triggered government institutions
to provide public service delivery with wireless and mobile technologies. The adoption
of M-Paspor app in Indonesia enables public to apply for an Indonesian passport by an
online system through their mobile phones, at any time and everywhere. However, users
feel dissatisfied with the M-Paspor app by using the word “useless” which dominates
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the user’s feeling towards the M-Paspor App. The result of this study shows most users
experienced technical issues and errors during login, registration, locating map, loading,
uploading, verification, server, bugs, and data security.

In this study, we recommend the M-Paspor app to be reconstructed according to
stages of m-government maturity model, and to consider cyber security concerns by
an internet security, network security and data privacy protection. The DGI Indonesia
should provide the web version of passport application process with an interoperability
system to support a vertical and horizontal integration among organizations. As well,
to create a digital cultural organization, digital resilience should be constructed in the
adoption of M-Paspor app with the back-up systems and interconnection environments
in which public managers must understand first the network.

Acknowledgment. Iwould like to thank theSchool of Strategic andGlobal Studies, theUniversity
of Indonesia for the opportunity, guidance and supports. This paper has not previously been
published and there is no conflict of interests and any funding to disclose.

References

1. Yunas, N. S.: The development of e-government system in Indonesia. Jurnal Bina Praja:
Journal of Home Affairs Governance 8(1), 97-108 (2016).

2. Sufianti, E.: Aplikasi e-Government dalam Meningkatkan Kualitas Pelayanan Publik pada
Beberapa Pemerintah Daerah Kota/Kabupaten di Indonesia. Jurnal Ilmu Administrasi: Media
Pengembangan Ilmu Dan Praktek Administrasi 4(4), 03 (2007).

3. Holle, E. S.: PelayananPublikMelalui ElectronicGovernment:UpayaMeminimalisir Praktek
Maladministrasi Dalam Meningkatan Public Service. Sasi 17(3), 21-30 (2011).

4. Prahono, A.: Evaluating the role e-government on public administration reform: Case of
official city government websites in Indonesia. Procedia Computer Science 59, 27-33 (2015).

5. Hidayat, E., Noprisson, H., Sensuse, D. I., Sucahyo, Y. G., Putra, E. D.: Development of
mobile application for documenting traditional knowledge in Indonesia. In 2016 IEEEStudent
Conference on Research and Development (SCOReD) (pp. 1–5). IEEE (2016).

6. Fahlevi, M., Alharbi, N. S.: The used of technology to improve health social security agency
services in Indonesia. In 2021 3rd International Conference on Cybernetics and Intelligent
System (ICORIS) (pp. 1–5). IEEE (2021).

7. Purbasari, R., Muttaqin, Z., Sari, D. S.: Identification of Actors and Factors in the Digi-
tal Entrepreneurial Ecosystem: The Case of Digital Platform-Based MSMEs in Indonesia.
Review of Integrative Business and Economics Research 10, 164-187 (2021).

8. Rozak, H. A., Adhiatma, A., Fitriati, I. R.: Strengthening digital ecosystem for SMEs through
readiness to change and agile leadership. Jurnal Siasat Bisnis, 155–165 (2021).

9. Susanto, H., Yie, L. F., Setiana, D., Asih, Y., Yoganingrum, A., Riyanto, S., Saputra, F.
A.: Digital ecosystem security issues for organizations and governments: Digital ethics and
privacy. InWeb 2.0 and cloud technologies for implementing connected government (pp. 204–
228). IGI Global (2021).

10. Nugroho,M., Cahyono,B.:How toPushDigital Ecosystem toExploreDigitalHumanities and
Collaboration of SMEs. In Complex, Intelligent and Software Intensive Systems: Proceedings
of the 15th International Conference on Complex, Intelligent and Software Intensive Systems
(CISIS-2021) (pp. 279-287). Springer International Publishing (2021).



Public Review of M-Paspor Application in Indonesia: Mobile Government 411

11. Mas, J. M., Gómez, A.: Social partners in the digital ecosystem: Will business organiza-
tions, trade unions and government organizations survive the digital revolution?Technological
Forecasting and Social Change 162, 120349 (2021).

12. Budiman, A.: Sistem Informasi Imigrasi (Pembuatan Passport) Berbasis WEB Pada Kantor
Imigrasi Kelas I Tanjung Perak SurabayaDenganMenggunakan PHPDanMYSQOL. (2011).

13. Samsara, L.: Inovasi Pelayanan Paspor di Kantor Imigrasi (Studi Tentang Peningkatan
Kualitas Pelayanan Surat Perjalanan Republik Indonesia di Kantor Imigrasi Klas I Khusus
Surabaya). Sumber 6(111.169), 14–688 (2011).

14. Iswahyudi, I., Pribadi, U.: Kualitas Layanan Kantor Imigrasi Kelas 1 Yogyakarta dalam
Pembuatan Paspor Berbasis E-Government. Journal of Governance and Public Policy, 1(3)
(2014).

15. Amal, N. N.: Problems in ‘Antrian Paspor’Application Use: Users’ Perspectives. In 2018
IEEE Conference on e-Learning, e-Management and e-Services (IC3e) (pp. 151–154). IEEE
(2018).

16. Safitri, A. R.: Imigrasi Perkenalkan Aplikasi M-Paspor. Direktorat Jenderal Imigrasi. https://
www.imigrasi.go.id/en/2021/12/30/imigrasi-perkenalkan-aplikasi-m-paspor/. Last accessed
5/16/2022.

17. Yuliani, R., Husen, T. I.: Analysis of Service Quality in Applications for Making Pass-
ports Using M Passports at The Class 1 Immigration Office of Tpi Banda Aceh. Journal
of Humanities, Social Sciences and Business (JHSSB) 1(4), 183–188 (2022).

18. Lya, A., Lestari, S., Bachtiar, M., Halil, E.: The Role of E-government and M-government in
Shaping Jakarta to be a Smart City. In 1st International Conference onAdministrative Science,
Policy and Governance Studies (ICAS-PGS 2017) and the 2nd International Conference on
Business Administration and Policy (ICBAP 2017) (pp. 131–137). Atlantis Press (2017).

19. Djamal, E. C., Renaldi, F.: Developing citizen centric integrated systems for local community:
An approach towards M-Government application. In 2017 International Conference on ICT
for Smart Society (ICISS) (pp. 1–4). IEEE (2017).

20. Nica, E., Potcovaru, A. M.: Effective m-government services and increased citizen partici-
pation: Flexible and personalized ways of interacting with public administrations. Journal of
Self-Governance and Management Economics 3(2), 92-97 (2015).

21. Sulthony, E. A. B., Handayani, P.W., Azzahro, F., Pinem,A.A.:Mobile Government Applica-
tion Success Model: A Case of Halo Polisi. In 2019 International Conference on Information
Management and Technology (ICIMTech) (Vol. 1, pp. 132–136). IEEE (2019).

22. Hartawan, M., Rahman, A., Saragih, H., Rahman, A.: Model of Readiness and Success
in Adopting Government Mobile (mGov) among Government Institutions in Indonesia.
In Proceedings of the 1st International Conference on Islam, Science and Technology,
ICONISTECH 2019, 11–12 July 2019, Bandung, Indonesia (2021).

23. Fenton, A., Parry, K. D.: Netnography–an approach to ethnography in the digital age. The
SAGE Handbook of Social Media Research Methods 214, (2022).

24. Irawan, A., Jamlean, M. Z., Ibrahim, H.: Manajemen Pelayanan Pembuatan Paspor Pada
Kantor Imigrasi Kelas II TPI Merauke. Madani Jurnal Politik dan Sosial Kemasyarakatan,
14(02), 399-415 (2022).

25. Hujran, O., Alarabiat, A., Al-Adwan, A. S., Al-Debei, M.: Digitally transforming electronic
governments into smart governments: SMARTGOV, an extendedmaturitymodel. Information
Development, 02666669211054188 (2021).

26. Wirtz, B. W., Birkmeyer, S.: Mobile government services: An empirical analysis of mobile
government attractiveness. International Journal of Public Administration 41(16), 1385-1395
(2018).

27. Sharma, S. K., Al-Badi, A., Rana, N. P., Al-Azizi, L.: Mobile applications in government
services (mG-App) from user’s perspectives: A predictive modelling approach. Government
Information Quarterly 35(4), 557-568 (2018).

https://www.imigrasi.go.id/en/2021/12/30/imigrasi-perkenalkan-aplikasi-m-paspor/


412 I. Nurkumalawati and M. S. Rofii

28. Kureerung, P., Ramingwong, L.: Factors supporting user interface design of mobile govern-
ment application. In Proceedings of the 2nd International Conference on Information Science
and Systems, 115–119 (2019).

29. Refiloe, D. D., Noluntu, M.: m-Government maturity model: A qualitative investigation. In
2017 International Conference on Information Society (i-Society) (pp. 88–92). IEEE (2017).

30. Yu, G., Li, D., Liu, J.: Five Application Modes of Mobile Government. In Proceeding of
2021 International Conference on Wireless Communications, Networking and Applications
(pp. 22–27). Singapore: Springer Nature Singapore (2022).

31. Alshammari, T., Messom, C., Cheung, Y.: M-government continuance intentions: an instru-
ment development and validation. Information Technology for Development 28(1), 189-209
(2022).

32. Alijerban, M., Saghafi, F.: M-government maturity model with technological approach. In
4th International Conference on New Trends in Information Science and Service Science
(pp. 164–169). IEEE (2010).

33. Refiloe, D. D., Noluntu, M.: A review of m-government maturity models. Int. J. Multimed
Image Process 8, 389-397 (2018).

34. Alssbaiheen, A., Love, S.: Exploring the Challenges of M-Government Adoption in Saudi
Arab ia. Electronic Journal of e-Government 13(1), 18-27 (2015).

35. Al-Hadidi, A., Rezgui, Y.: Adoption and diffusion of m-government: Challenges and future
directions for research. In Collaborative Networks for a Sustainable World: 11th IFIP WG
5.5 Working Conference on Virtual Enterprises, PRO-VE 2010, St. Etienne, France, October
11–13, 2010. Proceedings 11 (pp. 88–94). Springer Berlin Heidelberg (2010).

36. Aida N. R.: 4 Isu Kebocoran Data di Indonesia Sebulan Terakhir [Online] Available: https://
www.kompas.com/tren/read/2022/09/07/120000365/4-isu-kebocoran-data-di-indonesia-seb
ulan-terakhir?page=all. Last accessed on 5/16/2022.

37. Rothrock, R.: Digital resilience: Is your company ready for the next cyber threat? Amacom
(2018).

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.

https://www.kompas.com/tren/read/2022/09/07/120000365/4-isu-kebocoran-data-di-indonesia-sebulan-terakhir?page=all
http://creativecommons.org/licenses/by-nc/4.0/

	Public Review of M-Paspor Application in Indonesia: Mobile Government, Digital Resilience, Cyber Security
	1 Introduction
	2 Research Methodology
	3 Results and Discussion
	3.1 Users’ Sentiment in Using M-Paspor Application
	3.2 Technical Issues in M-Paspor Application

	4 Conclusion
	References




