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Abstract. Under the background of big data and cloud computing, computer
network security is facing new security threats, and big data also provides a big
data foundation for the application of artificial intelligence technology in computer
network security detection system. This paper studies the application of artificial
intelligence technology based on big data in computer network security detection
system design, in order to provide some intellectual support for the application
and promotion of artificial intelligence technology in computer network security
detection system design.
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1 Introduction

With the deep application of computer information technology in various industries,
especially the wide application of cloud computing related technologies, such as cloud
storage and cloud computing services provided by various cloud computing service
providers, the network security of cloud computing has been paid more and more atten-
tion [1, 2]. However, from the current situation of the development of network security
technology, the related early warning technology, secure access technology and corre-
sponding network monitoring technology are relatively lagging behind, which makes the
use of existing network security systems to defend against various intrusions show a high
rate of missed detection, so the traditional computer network security detection system
can no longer meet the needs of network security detection systems under the back-
ground of big data and cloud computing services [3, 4]. In recent years, the emergence
of artificial intelligence technology has provided practical solutions to many practical
problems in various industries. Because artificial intelligence technology characterized
by machine learning and deep learning can mathematize complex practical problems
and realize very complex nonlinear fitting ability, it has very good performance in many
practical problems.

At present, the vast majority of network equipment users do not have the knowledge
and protection awareness of network security, which is particularly obvious among

© The Author(s) 2023
K. Hemachandran et al. (Eds.): ICAID 2023, AHIS 9, pp. 304-310, 2023.
https://doi.org/10.2991/978-94-6463-222-4_32


http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-222-4_32&domain=pdf
https://doi.org/10.2991/978-94-6463-222-4_32

Information Security Detection and Analysis 305

ordinary network users, and they have a certain awareness of network security protection
among network users in relatively professional fields, but this awareness is relatively
weak [5, 6]. The lack of knowledge about network security and the weak awareness of
network security provide opportunities for network intruders. According to statistics,
most network intrusion incidents are caused by the weak awareness of network users.

Based on this, this paper studies the design of computer network security detection
system based on big data and artificial intelligence technology, with a view to using the
current artificial intelligence technology to solve the network security problems under
the background of cloud computing services to some extent.

2 Design Method

2.1 Opverall Setting

In the design process of network information security detection system, we need to pay
attention to its system analysis ability and detection ability. In order to ensure the efficient
use of network information security detection system and improve the management level
of network information security, most enterprises will design the network information
security detection system through B/S system architecture [7, 8]. Through the efficient
use of the Internet, the network security is detected, the template design is implemented
by computer system detection, and the man-machine interaction between the system and
users is realized by web, and the data is restored by means of system detection. At the
same time, the system operation behavior is recorded by computer logs and then stored
in the database of the system. In the network information security detection, the main
concept is the monitoring setting, which needs to be completed through the hub. When
the designed network information security monitoring system is not equipped with the
corresponding hub, the switch can be used instead. For the network information security
monitoring system, the purpose of monitoring setting is to monitor the internal relations
and functions of different templates in the system, so as to ensure that the network
information security monitoring system has reasonable use functions.

2.2 System Protection

When designing the network information security detection system, it is necessary to
establish the corresponding firewall. For firewall, it is an important defense means of net-
work information security detection system, which can effectively protect the occurrence
of attacks, and use firewall to establish corresponding isolation areas, so as to avoid the
security threat of risk behavior to the whole system and effectively protect the security of
the whole system. When designing the network information security detection system,
you can also set the corresponding hardware firewall [9, 10]. Using the hardware firewall
can not only strengthen the information protection ability of the system, but also help
the system to centrally manage information, and also enable the computer to record logs
according to the protection operation. After the firewall is established, it is necessary to
install related equipment with intrusion detection ability to ensure that the system can
detect illegal intrusion in real time. At the same time, by installing equipment with intru-
sion detection ability and combining it with firewall, the security protection ability of the



306 X. Wei et al.

whole system can be effectively improved. By installing intrusion detection equipment,
it can not only help staff find security loopholes in the system in time, effectively prevent
important data from leaking, but also help staff to formulate problem solutions in less
time.

2.3 Hardware Virtualization and Network Data Acquisition

Virtualization of hardware can not only save a lot of hardware investment, but also
provide good data interactivity for the design of network security protection system based
on big data and artificial intelligence. Because this function can realize the virtualization
of hardware, the cost and flexibility of the system have been greatly improved [11]. At
the same time of hardware virtualization, data are collected, stored and transmitted for
the system, and these data are transmitted quickly, which provides great convenience
for sending them to the artificial intelligence network security detection system for
analysis. Moreover, due to the role of principal component analysis and sparse sampling
in artificial intelligence technology, many unimportant data are filtered out, which greatly
improves the collection efficiency of effective data, and at the same time greatly improves
the response speed of identifying network intrusion behavior.

2.4 The Establishment of Anomaly Detection Model

Firstly, through the virtualization function of the network layer, the number information
of each node corresponding to the detection system is collected when a network intrusion
event occurs. Through the collection of multiple sample parameters, the data information
of the sample space of a large number of nodes with network intrusion in the network
detection system is accumulated, which can completely express the behavior of network
intrusion in the detection system. However, these characteristic space data detection
systems which represent the network intrusion behavior are usually too complete [12].
Although using these data to build an artificial intelligence network detection security
detection system can also achieve a relatively high recognition rate, this process requires
the operation of a large amount of data in the detection system, which may consume
a lot of time and greatly reduce the response speed of the system. In order to improve
the response speed of the system, it is usually necessary to sparse the high-dimensional
features. The detection system selects several representative features to represent the
network intrusion behavior, so that the network detection system based on artificial
intelligence will have a relatively high response speed. In addition to ensuring high
efficiency, the operation of the system also needs to be sensitive to the risks of information
security to ensure that the intrusion threat to user data can be detected in real time.
Therefore, on the basis of data mining algorithm, this paper establishes an abnormal data
detection model to detect and identify abnormal traffic. The detection model designed
in this paper is shown in Fig. 1.

Usually, the network security detection system can effectively detect the network
intrusion or the virus Trojan intrusion, but it has not carried out the next operation [13,
14]. This link is to take further measures after discovering the network intrusion and the
invasion of virus Trojan. In this link, the network security detection system can adopt
technologies such as path retrieval and abnormal activity monitoring to search the viruses
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Fig. 1. Network security vulnerability detection model

in the system step by step according to the directory and finally find the location of the
virus, and give users a warning based on the situation and harm degree of the virus,
and finally further deal with the virus and Trojan to ensure the security of the network
system.

3 Experimental Results and Analysis

In order to realize efficient network information security detection and evaluation, this
paper designs a new system based on information fusion and the above methods. In
this paper, the system designed in this paper is tested experimentally, and the detection
and evaluation performance of the system designed in this paper are analyzed. The
experimental preparation and results are as follows.

3.1 Experimental Preparation

Set up the hardware framework needed by the system, and select the CPU2400MHZ data
acquisition server, the CPU 2400 MHz. 1 TB hard disk anomaly detection server, the
ram54kbit.luts6900 FPGA system circuits, and the user training computer with 7700
kCPU.8G memory. The corresponding hardware system combination test is carried out
to ensure that the system designed in this paper has a stable hardware foundation. After
the hardware connection test, it is determined that the hardware running framework of the
system designed in this paper is stable and can provide a solid hardware foundation for
the system [15, 16]. After testing the hardware function, this paper uses an independent
computer as the attacker, simulates some network attack instructions, and carries out
network attacks on user computers with different IP. The attack mode settings are shown
in Table 1.

According to the above attack instructions, carry out security attacks. Record the
running time and results of the system designed in this paper.

3.2 Experimental Results and Analysis

After the attack computer is connected with the user computer, the data acquisition server,
the security detection server and the database server, the attack instruction is sent through
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Table 1. Parameter Table of Network Attack Settings

Serial number | Attack type Number of attacks
1 IP Sweep 50
2 Sad mind rpc 50
3 Remote-to-Root | 50
4 DDoS 50

the attack computer [17, 18]. In order to ensure the rigor of the experiment, this paper joins
the traditional vulnerability detection and evaluation system, runs the designed system
and the traditional detection and evaluation system on the user’s computer respectively,
and records the corresponding attack detection data. The specific attack detection results
are shown in Table 2.

As shown in Table 2, the system designed in this paper has obvious advantages
in anomaly detection compared with the traditional system. The system designed in
this paper is obviously superior to the traditional system in the performance of risk
assessment. With the extension of the attack time, the evaluation values of the two
systems for the risk rate have increased steadily, and the traditional system can not
accurately evaluate the risk rate, and the evaluation rate is only half of that of the system
designed in this paper.

Comprehensive analysis of the above experimental results shows that the system
designed in this paper has obvious practical significance in the process of detecting and
evaluating users’ network information security [19, 20]. The system has high efficiency
and stability in detecting network attacks, can improve the detection efficiency of abnor-
mal situations, and the error of detection results is extremely small. At the same time,
the system can also ensure the accuracy of computer security state evaluation.

Table 2. Attack detection results of two systems

Serial number Attack type System alarm times Assess risk rate
This text Tradition This text Tradition
1 IP Sweep 50 30 0.97 0.90
Sad mind rpc 48 27 0.92 0.78
2 IP Sweep 50 28 0.90 0.89
Sad mind rpc 50 16 0.78 0.68
Remote-to-Root 47 9 0.81 0.69
IP Sweep 50 32 0.76 0.96
IP Sweep 50 30 0.84 0.54
DDoS 49 27 0.71 0.41
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Conclusion

Under the big data and cloud computing, the network security situation has undergone
new changes, and the network intrusion behavior is more hidden and diversified. How-
ever, big data and artificial intelligence technology also provide data and method basis
for the monitoring of network intrusion behavior. In the future, artificial intelligence
technology based on big data analysis will definitely play an important role in computer
network security detection, and will be gradually popularized and applied.
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