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Abstract. Scam activities has existed long before the advent of modern technol-
ogy and today, it is still a growing concern that is happening across the globe due
to the fast-growing technologies such as phones, the internet, and social media.
Modern scams can either be physical (i.e., phone scam) or online (i.e., e-mail
scam). Although many researchers have attempted to understand the cause and
outcomes of phone scams however, very little research to date have attempted to
identify the communication phrases used by scammers as part of their strategy
to lure victims. Thus, this paper aims to identify the common phrases used by
scammers during their modus operandi. Furthermore, this paper explores factors
that may explain how and why victims fall for the scammers’ scheme. Based on
eight semi-structured interviews with victims of phone scams living in the state of
Selangor, we discovered that the different scammers who had scammed the partic-
ipants used similar communication phrases when trying to trick them out of their
money. Phrases such as ‘You have an overdue..’, ‘I can help you..’, or ‘Let’s settle
this together’ was commonly used. Contrary to what has often been assumed, the
victims are aware of the danger of falling victim to a scam. However, trust and
panic are the main factors that made them fall victim. The results also represent
a further step towards developing a strategy to combat scam activities by provid-
ing information on the language and communication used during communication
exchanges between the scammers and the victims.
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1 Introduction

Scam activities are not new and in fact, for many years it has been difficult to tackle
globally. One of the common type of scams is phone scams. Phone scams have become a
major problem inmany countrieswithAustralians reported a record ofAUD$211million
in losses to scams in 2021with phone based scams accounted for over AUD$63.6million
of the losses [1]. In Singapore, a study by cloud communicators provider Toku found
that three-quarters of Singaporeans had received a scam call this year and with 10 per
cent of them falling prey and suffering monetary loss [2].

Like other countries, Malaysia is not free from phone scams. In 2019, Malaysia was
reported to have one of the highest numbers of scam cases in the world as a total of 63
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per cent spam calls are identified as fraudulent based on a data released by Truecaller
[3]. Also, it has been reported that within three months in 2021, Malaysian lost over
US$9 million to spam calls [4]. Those who are susceptible to become victim are those
closer to retirement ages, and who are less tech-savvy [4].

In general, these fraudulent phone calls often involve the caller impersonating as a
high-level government agency or law enforcement officer and utilises a combination of
psychological techniques (i.e., trust, scarcity and urgency) in order to convince victims
to reveal confidential information [5] and extort payment from them [6]. In the case of
Malaysia, the scammer would claim to be an officer from a government body such as the
police, customs department, Bank Negara Malaysia, the courts, or from private bodies
such as banking institutions [4].

Investigating phone scams activity is a constant concern within the government
bodies and private sectors [7] in an effort to combat this illegal activity. It is worth noting
that scammers have adopted various techniques in defrauding their victims. Scammers
induce an emotional reaction, often fear, from victims [8].

Phone scams happen in many forms, but they appear to make repetitive promises
and threats or expect to pay for certain ways. It may be challenging to recognise the
motives of an unsolicited caller instantly. Anyone may be caught unaware of a phone
scam. Therefore this study aims to extend the literature that specifically examines the
concern of telephony fraud by identifying common phrases used by the scammers.

1.1 Problem Statement

Malaysia is among the top 20 countries that is most affected by phone scam activities [9].
Most of the scam calls in Malaysia are from financial services (21 per cent), insurance
(10 per cent), operators (five per cent), and debt collectors (one per cent) [9]. Other
forms and formats used by the scammers include sales calls, surveys, political calls,
subscriptions, and health promotional calls from companies [10].

A larger syndicate in the country called ‘Macau Scams’ originating from syndicates
in Taiwan and China is also on the prowl in the country [11, 12]. The modus operandi of
Macau scammers is to make threatening phone calls and disguising as police officers,
tax agents, central bank workers, and others, claiming that the person who picked up the
call is implicated in a criminal offence and being investigated [13]. Many have fallen
victim to the Macau Scam syndicate for instance, a 30-year-old teacher lost RM254,600
[14], a 60-year-old housewife lost RM247,642 and a 21-year-old student lost RM12,000
after they were duped by the syndicate members [15].

In light of recent events inMalaysia, it has becoming extremely difficult to ignore the
existence of phone scams activity that leave traumatised effect on the victims. However,
due to the modus operandi for scams is constantly changing, making it difficult to inform
the public about the various forms of scams [5]. It is not known how the communication
used by the scammers were very effective in scamming people even though there were
a lot of empirical study about scams activities have been conducted. It has become the
concern of the relevant parties throughout the country. A primary concern of phone
scams is the phrases used by the scammers to lure people until they become one of the
victims.
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Past studies suggested that most of the scams that many fall victim to is the Internet
Scam orOnline Fraud [16, 17]. One of the scam is calledOnline Romance Scam [16, 18].
These scammers primarily target individuals who are looking for potential relationships
as victims, via the dating websites, apps or social media, by pretending to be prospective
partners [16]. Scammers generally create fake online accounts meant to attract victims.
They start by professing a deep feeling for the victim and encouraging them to communi-
cate to them secretly. As soon as the scammer has gained the victim’s trust, they begin to
ask for money by saying that they need funds for some kind of personal emergency [16].
Other studies have attempted to improve psychological understanding of why people
fall victim to scams activity [19, 20].

What we know about scams is largely derived from studies conducted on Internet
Scam andOnline Fraud. The precise strategy of it is amuch-debated topic among authors
in many countries. However, the issue of phone scams has grown in importance in light
of recent surprising facts regardingMacau Scam. To date, there has been little discussion
about phone scam activities that is operating in Malaysia.

Althoughmany research has been carried out on phone scams (e.g., [6, 21]), no single
study exists which aims to study the communication in the view of phrases. Most of the
work carried out on phone scams ignores the possibility that communication phrases
used by scammers can be useful to identify potential scammers. Also, studies that have
been conducted mostly looked at samples inWestern countries (e.g., [6, 22]). Therefore,
this study attempted to identify phrases used by scammers during their phone scam
activities in Malaysia. This study is important in order to educate the general public on
how to identify fraudulent calls through the communication phrases used by them. By
being able to identify these phrases, scam cases may potentially be reduced.

1.2 Research Questions

Beingfinancially scammed can leave emotional scars to the victim. It canmake the victim
feel foolish and ashamed. However, there is lack of understanding and knowledge that
anyone can fall victim to a scam. Therefore this study aims to answer three research
questions:

(1) Why do people fall victim to phone scams?
(2) How do scammers convince their victims over the phone?
(3) What are the communication phrases used by phone scammers to lure their victims?

2 Purpose of Study

The purpose of this study was to explore the tactics used by phone scammers to lure
their victims by obtaining in-depth understanding of: (1) communication phrases uses
by phone scammers; (2) the methods often used by the scammers; and (3) reasons for
people falling for scams. It is hoped that this in-depth understanding would be beneficial
to create awareness to the society in preventing them from falling victim. This study
focused on the perspectives of eight phone victims living in the state of Selangor.

This study is expected to achieve several outcomes. Firstly, it is hoped that the
findings would be beneficial to society as a whole to increase their awareness on the
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strategies used by scammers when manipulating their victims through phone calls. It
may help them to identify phone scams immediately after a few familiar phrases uttered
by the scammer.

Secondly, the relevance of this research is that it may help authorities to reduce the
number of phone-scam activities inMalaysia by preventing victims from falling for their
schemes. They can reveal the communication phrases used by the scammers and their
tricks to lure the victims. The expeditious process of investigating scam crimes also
could be increased.

3 Research Methods

The research conductedused aqualitative approach to collect non-numerical data (words)
to answer the research questions [23, 24]. Many researchers have utilised qualitative as a
method of study to gain insight to the thoughts and feelings of study participants, which
can help them develop an understanding of the significance that people relate to their
experiences [24]. Qualitative research is based on the idea that reality is subjective as
human being perceives everything individually and differently [25].

In this case, this study utilised the qualitative method of research in order to gain
insight on the victims’ perception on the scam activities as well as their ‘first-hand’
experience on being a victim. Once the interviews were conducted, they were then
transcribed. The researchers then carried out a qualitative thematic analysis. The themes
were then divided into major themes and sub-themes.

The data for this study was collected from eight participants representing the com-
munity of scam victims in the state of Selangor. Due to the large population in Selangor,
the purposive sampling method was used. Purposive sampling reflects a set of sampling
techniques based on the researcher’s judgement in the selection of units (i.e., Malaysians
citizen (male or female)who have experienced in losingmoney due to phone scams activ-
ity and Malaysian victims who have made at least one transaction to the scammers) to
be analysed [26]. Purposive sampling is also known as judgmental or selective sam-
pling categorised in non-probability sampling [27]. The sampling design is based on the
researcher’s judgement as to who would provide the appropriate results for the objective
analysis to achieve [28].

The researchers selected the samples based on their own judgement and purpose of
the research, looking for the victims which refers to an individual who have experienced
in losing money due to a phone scam activity. The participation requirements were as
follows: Malaysian citizen (male or female) who have experienced in losing money due
to phone scam activities, Malaysian victim who have made at least one transaction to
the scammers, and Malaysian victim who are willing to share their experience with the
researchers.

Furthermore, the researchers made use of Internet search and telephonic inquiry
to reach victims for potential data collection. Most of the first communication with
the potential participants took place via email or through social networking sites (SNS)
includingWhatsAppandTelegram.After the researchersmanaged to get their approval to
participate in the research, the participants were then contacted via phone. The interview
date, time and location was then set up. The participants were given the consent form for



502 F. Mohamad Asri and T. E. Tengku Mahamad

them to read the details about this research and for them to understand the potential risks
(if any) if they were to participate in this research. The participants were told that the
research is voluntary and that they canwithdraw from participating in this research at any
time. To protect the identity of the victims, they were all identified using pseudonyms
such as Victim 1, Victim 2, Victim 3 and so forth.

As this research was conducted during the spread of the COVID-19 virus, the inter-
view sessions were all held virtually via phone or Google Meet platform depending
on the preferences of the participants. The interviews were conducted in English and
recorded with the participants’ consent. The interviews were conducted between 45 min
to one hour.

4 Findings

4.1 Knowledge About Phone Scams in Malaysia

Based on the research conducted, data suggests that all of the participants are aware of
the scam activities operating in Malaysia (i.e., Victim 1, Victim 2, Victim 3, Victim 4,
Victim 5, Victim 6, Victim 7 and Victim 8). The participants have some knowledge and
understanding on what scam is about. Two of the participants indicated that scam is an
activity by someone anonymous who targets other people’s money. For instance, Victim
4 explained:

‘The very first thing comes in my mind regarding scam is actually any procedures
or actions taken by one irresponsible individual towards his victim to gather their
money in an illegal...illegal use.’

Victim 3 on the other hand mentioned that scam is considered a syndicate and it
operates mostly in Kuala Lumpur and targets people who are desperately seeking for
job despite of their age.

Scammers often use fewmedium such as phone calls, the Internet, social media (e.g.,
WhatsApp) and even face-to-face. According to four of the eight victims interviewed,
(i.e. Victim 1, Victim 2, Victim 3, and Victim 7) they noticed that currently Malaysia is
famous for phone scam activities instead of other mediums. Victim 2 said:

‘But mostly uh in Malaysia, people kept getting tricks by this scam phone calls
rather than other medium.’

Victim 7 on the other hand explained:

‘Yes, there’s somany scam calls these days. Every now and thenme andmy family
get calls from scammers. It’s a shame I fell for one of the calls.’

News and information about scams activities can be obtained by mainstream media,
social media (e.g., Facebook and Twitter), and also from families and friends. In all
cases, the participants reported that they received phone calls scam and resulted in some
money loses. All the participants were encountered with different scenario of phone calls
scam. Victim 1 shared her experienced about her being scammed by a scammer who
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impersonated as a police officer who claimed that she will be sued for not parking her
car at the proper parking space. This is in line with past research which had indicated
that scammers often pose as police officers or other authorities (e.g., [13]).

A different scenario happened to Victim 2 where she received a call from someone
impersonating as a bank officer. The ‘bank officer’ claimed that some money was mis-
takenly transferred to her bank account during the bank’s system downtime. Similar to
Victim 2, Victim 5 was conned a phony bank officer. However, the situation was quite
extensive where the scammer knew that the victim is handling her grandfather’s bank
account. The experience was shared by Victim 5:

‘I was at home and I had gotten a call by this one person he claims himself to be
Encik Arman and he said that my grandfather’s bank account number was forced
to freeze due to some suspicious transaction.’

As for job seekers such as Victim 3 and 4, they experienced quite a different scenario.
First, the scammer approached the victims by sending all the details viaWhatsApp. After
a while, the victims received a call from the scammer explaining more about the job and
also setting up for the interview session. However, in order to secure the jobs, both
victims were required to deposit the money first. According to both victims, they had
deposited some money with Victim 3 depositing 100 Malaysian Ringgit, and Victim 4,
200Malaysian Ringgit. Victim 3 offered an explanation on how the scammer introduced
their company by saying that:

‘The way he introduces and explain about the company details were very convinc-
ing. He said that it is an international company based on the overseas and has long
operated in Malaysia.’

4.2 Research Questions

Despite some effort by the government and the media to create awareness on scam
activities in Malaysia, many still fall victim into these schemes. Perhaps the reason why
the victims were not aware that they were communicating with a scammer is that people
tend to easily trust a stranger who is trying to be kind and sympathetic towards the
problem that people face.

Reasons for people to fall victim to scams may vary according to the individual and
surprisingly the scammers are able to predict people. According to [29], high trust in
the center of scams has been reported to be one of the factors that affect why people
fall victim to scams. It may seem like they are able to read people’s mind but in reality,
it is one of their strategies or modus operandi to trick their victims. Scammer often do
background research on the potential victims and provide some details about their target.
The scammer used it to trigger people as Victim 5 reported:

‘I assume triggering me was the way, he sounded so convincing and professional,
like I said. He did not force me actually. However, he had all the exact details.’

Other reasons for people to fall into scam are normally because of the need to find
a job. The scammer will impersonate as the manager or any high position holder in
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a well-known company and offering a job. Talking about this type of scam, Victim 3
shared that he was desperately searching for a new job because during that time, he was
terminated from the previous job for some reason. As for Victim 4, he said:

‘I want to use extra money during that time because of personal reasons and they
offer me a part time which is...which has gotten my attention’

Victim 8 was also terminated from his previous job and said in short, “I was looking
for a job at the time and the caller said there was a job opening.”

In different scenarios, the victims will be asked for the details such as full name,
address, and even Identification Card (IC) Number. [30] mentioned that the scammers
set up a fake recruitment agency and, as part of the registration process, collect all the
personal information of the applicants. The scammers will used it and pretending that
they are going to confirm the details. Victims will share their details with the scammer
as they think the scammer can solve their problem. According to Victim 2, she said:

‘I have like carelessly share my details out of the consciousness um I give the
confirmation about full name, my IC number, my address.’

Same goes to Victim 4 who said, “I did share some of my personal details such as
my name, address, and even my IC number.” Meanwhile Victim 8 added, “Yes I gave
my details. Name, IC, address.”

Some of the victims were not aware that they are not allowed to share confidential
information such as Transaction Authorization Code (TAC) or confirm their security
number to others, especially strangers. Victim 5 mentioned that she had shared her
grandfather’s security number to the scammer who impersonated as a bank officer from
CIMB Bank. Victim 5 explained in length:

‘I believe that he would have known already, as he knew a lot about our details. But
by the time he asked for the confirmation and permission for the security number,
I thought he was only trying to ask permission so that I immediately tried to help
and share the information.’

Four of the participants mentioned that trust are the main factors triggering them to
give the money to the scammer. Trust rises to a level in which the scammer is considered
to be very professional, and after that the level of trust continues the same though the
perceived reputability can change. Almost all participants trusted the scammers during
the conversation. Commenting on the factors triggering the victims, trust is the main
factor as they said:

‘I think because I am panic during that time. He said that he is a police officer and
it makes me panic and trust him,’ (Victim 1)

‘Everything seems so real uh I put trust on the bank officer and let him to handle
the issue regarding my account,’ (Victim 2)

‘They gained my trust during that time,’ (Victim 4)

‘I felt trust to him, and I actually thought that he really genuinely wanted to help
me,’ (Victim 5)
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Next, the factor triggering the victims is panic situation. For example, Victim 1
thought that everything was real. She got panicked and scared that her husband will
get upset if she did not pay for the compensation. Thus, she wanted to settle things
immediately with the ‘police officer’ (the scammer). She became panic because during
the conversation, the ‘police officer’ used a fierce tone to communicate with her and she
had no room to ask anything. Victim 2 also said:

‘During that time um I like not in the right state of mind. I am very anxious and
panic at the same time because…uh besides um the scammer won’t give me a
chance to have a doubt on him by keep loads my brain with information that is
not necessary and um create more panic for me to think about consequences I will
face if I did not settle the issue immediately.

Based on a previous study conducted by [31], people tend to act in response on
fraudulent communications because of several key factors and one of it is trust. The
victims usually pay attention to interaction rather than focusing on the message content
when the scammer impersonates an authority (e.g., police officer, customs officer, and
bank officer). This study is consistent with that of [18] who indicated that scammers
uses threats, warnings, and dares in making sure that the victims make a transaction.

4.3 Powerful Communication Phrases Used by Scammers

Communication is a tool to connect with others and it makes our life easier. However,
communication also could bring negative impacts in our lives. In the emerging era of
the Internet, people can search on people’s information and details with a single click.
According to all of the victims, the convincing self-introduction was the main factor
that they did not hang up the call. The scammers put up on tricks by convincing the
victims professionally. Upon introducing themselves and the victims’ brief background,
it made it easier for the victim to feel that the call was legitimate. Once the victims were
‘hooked’, the victims then fell into the trap of giving other confidential information or
make a certain monetary transaction for the scammers.

During the interview, Victim 5 indicated that the scammer mentioned to the vic-
tim about accurate details related to the grandfather’s bank account, including her
grandmother’s name and address. Victim 5 mentioned:

‘He was approaching mewith a formal introduction. He introduced himself and he
sounded really professional for me. He was also prepared with every detail about
my family, so that he could sound convincing.

Along with that, as for Victim 3 and 4, the scammer will be using other medium to
approach the victims to catch their interest. It has been reported that over the years, the
scammers were employed the same impersonation techniques [6] in recruitment fraud.
After a while, the scammer gives a phone call to explain more details. Victim 4 said:

‘They approached me on WhatsApp. Okay. So, the reason that...they approached
me, because they knew that I was looking for a part time job during that time, for
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my personal things, to get extra money, and then they call me and begin to explain
almost two hours.’

Impersonating as someone else is easy for the scammer because the scammer is doing
it as a routine. The scammer will impersonate as a bank or police officer, a manager, and
such. The scammer will also make the victims trust the scammer to help them solve any
issues with the hope that it will bring to an end. Victim 2 illustrates the situation and
said that the phrases used by the scammer were:

‘We make mistakes during the money transfer and you need to refund it back as it
is not your money.’

‘I can help you to solve this problem in much easier way. All you need to do is
calm down and just follow my instruction.’

As for Victim 5, she commented that the scammer knows how to make people feel
anxious and panic because the scammer will read all of the details about the victim.
The scammer will try to convince people with the correct details and then say that the
problem can be solved with the scammer’s help. The phrases used by the scammer to
her was:

‘If you want this to be done at the bank, we may need to do an appointment,
something like that. But I will only be in Malacca next week and go back to HQ,
blah, blah and then he said that he doesn’t mind if I don’t mind.’

Victim 6 on the other hand explained, “This is HSBC Bank. You have an overdue
charge in your HSBC credit card.”

Scam activities are happening around the world every day. It has now become a
routine, and the scammer almost has no obstacle to confront the victims throughout the
incident. Simplest way to trigger the victim’s interest was illustrated by Victim 4. Victim
4 recalled what the scammer had said:

‘So, do you want to work to others and get money? Or do you want to work by
yourself and makes money?’

The communication phrases used by the scammerswas described as very convincing.
It is somewhat surprising that during the communication, the victims said threat does not
exist in the conversation. The scammers lure the victims to fall victims into their scam
by communicating professionally and effectively. The phrases used by the scammer is
usually patterned and structured before the conversations. For instance,Victim6 recalled,
“The scammer was very professional. His English was perfect. Who would’ve thought.”

It seems as though scammers often use the phrase “I can help you” or “let’s settle this
together” to convince their victims. Scammers tend to make the victims feel the intimate
relations between them. Thus, it makes the victims easily trust and act in accordance
with the scammers’ instructions. Victim 5 said that the scammer would make people
team up with them. [30] found that the victims have one of the characteristics including
being sensitive to certain psychological triggers which could establishing relationships.
It can be seen that the victims mostly felt anxious when speaking to the scammers, and
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this may be due to the communication tone used throughout the conversation. On the
other hand, the scammer used impersonation to make the victims feel worried and panic.

5 Conclusion

This study examined the factors which are thought to contribute to the public to fall
victim. There are two main factors which are trust and panic. This study contributes to
existing knowledge of phone scam by providing details about the scammers’ commu-
nication phrases to lure the victims. Although the current research is based on a small
sample of participants, the findings suggest that it is essential to identify the commu-
nication phrases commonly used by phone scammers. This is to help predict the scam
activities and prevent others from becoming a scam victim. Educating the public on how
scammers operate will reducing the number of people falling into a scam scheme.

In terms of the selected research method, some limitations need to be acknowledged.
First, the generalisability of these findings is limited due to the number of victims willing
to participate because of the traumatised experience of losing some amount of money.
Also, this study is based on the recall of victims therefore the exact words uttered by the
scammers may not be accurate.

One of the strengths of this study is that it represents a comprehensive examination
of almost the whole conversation of the scammers and the victims. The findings of this
study are useful for authorities to createmore effective awareness and disseminate a piece
of accurate information by exposing the communication phrases used by the scammers.

Further studies on the current topic is required. Future researchers should investigate
the extent of pattern and structure used by the scammers to lure their victims. In future
work, it would also be essential to compare the experiences of individuals within the
same demographic background such as age, gender, level of education, or occupation.
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