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Abstract. The online examination system uses biometric recognition technology,
through the biological characteristics of the organism itself to distinguish the
biological individual, the computer on the face image in turn for preprocessing,
feature extraction, feature comparison and finally give the results to determine
whether it is in line with. In the technology to eliminate the “proxy test” and
other cheating events, to ensure the authenticity of the identity of candidates. It
has important research significance in ensuring the fairness of examination and
improving the quality of teaching in colleges and universities.
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1 Introduction

The system based on face recognition technology increases the face recognition tech-
nology on the basis of the old examination system, uses the deep learning algorithm and
the face key point detection method to recognize the face biometric features, to meet the
needs of the face recognition login examination system. The system for teacher module
and student module increases and improves the user management, question bank man-
agement, paper management and other functions, to meet the system in the face of a
variety of large and small examination requirements.

2 Face Recognition Online Examination System Research Status
and Objectives

2.1 Research Status at Home and Abroad

The earliest form of online examination system is the computer aided instruction system
designed by IBM [1]. However, China’s online examination system research time is not
long, the scope of application is small. Many online tests have emerged in our country:
NIT and ATC [2]. Software companies also develop online examination system, such as
Tianbai online examination system, Guanbao online examination system and so on [3].
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2.2 Research Objectives

The research of computer technology has played an important role in the economic
development of the country, and brought a lot of convenience to People’s Daily life
[4]. Due to such social background and surging market demand, examination needs
to break through the traditional examination form of cumbersome process, complex
organizational process, intensive contact, consumption of a large number of manpower
and other difficulties [5].

3 System Development Environment and Technical Realization

3.1 Development Environment

Development language: Java, JavaScript, HTML
JDK: JDK1.8
Database: MySQL
Development tool: SpringToolSuite4

3.2 Overall Structure Design of the System

The overall structure design of online examination system based on face recognition
technology is shown in Fig. 1. The system obtains the examinee’s face image information
through the camera, and preprocesses the face region in the obtained face image to
eliminate the influence of light, block, face deflection and other external factors to get
a clearer face region image. Face features are extracted, and face key point detection
algorithm and deep learning algorithm are used. Finally, it is connected with the student’s
face database to calculate the similarity to get the score or the feature comparison to
judge whether the image is in line with, and at the same time, the corresponding student
information is compared to give the result, so as to complete the face recognition function.
Face recognition success into the online examination system, the examinee needs to
choose the examination questions, through the keyboard to answer the required papers,
submit the papers within the specified time, so as to complete the online examination.

3.3 Online Examination Process

The online test flow chart is shown in Fig. 2. The system displays the test paper data to
the examinee pagination, and starts the test. When the examinee has answered all the
questions, click Submit, and the score of the exam paper will be displayed on the page
according to the students’ answers.

3.4 Face Recognition Technology

Face recognition function realization, as shown in Fig. 3.

Extracting facial features is the most critical step of face detection, which requires
face key point detection [6]. The locations of key points of 68 human faces extracted by
Dlib are shown in Fig. 4. 5 key points were marked on the left and right eyebrows, which
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Fig. 1. Structure design of online examination system based on face recognition technology
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Fig. 2. Online test flow chart

were evenly collected from the left boundary to the right boundary of one eyebrow, with
a total of 5 x 2 = 10 key points. Six key points were marked on the left eye and right
eye, and evenly collected from the left and right borders and upper and lower eyelids,
with a total of 6 x 2 = 12 key points. Twenty key points were marked on the lips, which
were divided into two at each corner of the mouth, five evenly collected from the outer
boundary of the upper and lower lips, and three evenly collected from the inner boundary
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Fig. 3. Realization of face recognition function

Fig. 4. Location of key points on 68 people’s faces

of the upper and lower lips. The marking of the nose was divided into the bridge of the
nose and the bottom of the nose. 5 points were uniformly collected from the bridge of
the nose and 5 points from the bottom of the nose, a total of 9 key points [7]. 17 key
points were collected for uniform facial contour. More face keys can be obtained by
adding forehead and ear or increasing the number of evenly collected key points in each
part.

3.5 User Login Function Design

The implementation process of user login function is shown in Fig. 5. This module uses
Shiro framework to authenticate user identity and verify user identity, user name and
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Fig. 5. User login function implementation process

password. If the verification is successful, users are allowed to access resources and
jump to different home pages of student and teacher roles.

4 System Design Achievements

4.1 Teacher Module

Teacher module function, as shown in Fig. 6. The teacher function module includes three
core functions: user management, question bank management and examination paper
management.

The user management interface is shown in Fig. 7. Its main function is user man-
agement, including adding users, modifying user information and managing user rights.
User rights management is mainly about locking and normal use of user accounts. After
locking, users cannot log in normally, and only after opening permissions can they be
used.

The question bank management interface is shown in Fig. 8. In addition to providing
examinee questions, the question bank also contains learning materials for examinee to
do exercises. The question bank is maintained by the teacher and the question maker. The
question maker can increase, modify and query the questions in the question bank, and
the question maker can also adjust the question type. If a question is added, the question
maker should add options and answers, and if the corresponding question is modified,
the question number should be marked. If the title is deleted, the title number should
also be marked. The teacher will audit according to the request of the title maker to add,
modify or delete the title, and save the modification result and update the question bank
after the approval.

The test paper management interface is shown in Fig. 9. The function includes the
basic information of the paper such as the name of the paper, the subject of the paper,
the length of the paper, the total score of the paper to check management and keyword
search, fuzzy query; Add questions in the test paper; New papers; Paper paging query,
etc.
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Fig. 8. Question bank management interface

4.2 Student Module

The login interface is shown in Fig. 10. Candidates input the face image at the designated
location, click immediately login for identity information verification, in line with the
identity information page pop-up “login success” prompt box, you can log in to the test
system for the test.
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The answer interface of online test is shown in Fig. 11. The examinee enters the
answers to objective and subjective questions via mouse and keyboard. After finishing
the answer, the examinee will click to submit the test paper or be forced to submit the
test paper automatically by the system at the end of the specified test time.

H 2o} 2 Student .. 48
Until the exam deadline: 1 hour and 20 minutes

Question List

1. (Multiple choice) Which method of Connection can be used to create a Prepared Statement interface?
OA.createPrepareStatement()

OB.preparedstatement()
OC.createPreparedstatement()
D.preparestatement()

2. (Multiple choice) What tags do you need to fully configure a Serviet? what is the file to be modified?
DA tomcat/bin/startup.batsz{f

OB.tomcat/conf/server.xm!
Oc.tomcat/confiweb.xml

O D.tomeat/bin/server.xm!

3. (Muttiple window event is triggered after the browser finishes loading the page?
DA.onClick

JB.onChange
Oc.onBlur

Ob.onLoad
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Fig. 11. Online test answer interface
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S Summary

The online examination system based on face recognition technology can well make up
for the traditional examination steps cumbersome, a large number of loss of manpower,
anti-cheating effect is not significant. The design of the online examination system, most
of the online examination system appeared on the market through account, password
registration login to improve, combined with face recognition technology, not only can
improve the efficiency of discrimination, ensure the examination fair and just, effectively
prevent cheating, but also to ensure the examination fair, improve the quality of teaching
in colleges and universities.
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