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Abstract. In order to promote the rapid integration development of diversified
special In order to promote the rapid integration and development of diversified
special education management informationization in colleges and universities,
a service platform for special education in colleges and universities is built by
combining the application of blockchain technology, which realizes the integrity
and ownership of information verification, protects the privacy of special students
to the greatest extent, and can effectively link multiple management departments
to share and interoperate, and provide personalized services according to actual
needs. To some extent, the problem of data security interaction in the process of
comprehensive education management is solved. At the same time, the research
conclusions and suggestions will provide the theoretical and practical basis for
effectively promoting the informatization of special education in the later period.
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1 Introduction

UNESCO put forward in the Salamanca Declaration and Programme of Action on Spe-
cial Needs Education adopted at the World Conference on Special Education held in
Salamanca, Spain in 1994 that inclusive education refers to arranging disabled students
in regular schools as far as possible on the basis of equality and non-discrimination, and
providing support and assistance that best suits their needs [1]. Help disabled students
with different learning styles, abilities and backgrounds to receive the best public edu-
cation possible [1]. With the development of integrated education in recent years, many
universities in China have joined the pilot of integrated education one after another, and
according to the official statistics of the National Disabled Persons’ Federation, a total
of 47,885 persons with disabilities have enrolled in general higher education institu-
tions nationwide from FY17 to FY20 (2017: 10,818; 2018: 11,154; 2019: 12,362; 2020:
13,551), and promote the construction process of integrated education management.
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For colleges and universities, facing the particularity of students, how to know the
actual situation of students in real time, and follow the ethical premise of respect, pro-
tection and care, mobilize the resources of other departments of colleges and university,
and provide services and help as needed is the work that the comprehensive education
management department of colleges and universities needs to pay close attention to [2].
Disabled students are a special existence in colleges and universities, and their personal
information is related to their privacy. Traditional information technology has obvious
defects in solving data security, so this special group will pay special attention to the
security and reliability of system data when declaring personal privacy. On the other
hand, students with disabilities are physically disabled, and their mobility is inconve-
nient. Enterprise management belongs to different administrative departments, so it is
inevitable that they need to go to different departments, which leads to mobility prob-
lems. Blockchain technology directly supports transactions between interactive entities,
and provides decentralization through cryptography and game theory, which provides
theoretical support for the construction of an integrated education management system
[3].

2 Current Research

Using literature research, field interviews, and survey research, we found that the current
research on integrating blockchain technology and educational platform construction is
in the preliminary exploration stage and has not yet involved the construction of an
integrated educational platform. We also searched for “big data + special education
+ system” as a keyword and found that big data analysis methods are relatively rare
in special education informatization research, compared to educational platform design
[4]. There are several shortcomings in the existing research: first, the integration of
blockchain technology into the construction of education management platform stops at
the theoretical exploration stage, and the practical foundation is weak; second, there is
a lack of research design and development of special education platform in the existing
educationmanagement system, and special education informatization needs to be further
strengthened; third, the research data of education platform comes from third-party
management agencies, and the real-time access to data and time cost are not Fourth, it
is difficult to conduct further in-depth analysis for typical cases in the platform.

3 Blockchain-Related Technologies

3.1 Blockchain Concept

The blockchain concept, first proposed by Satoshi Nakamoto in 2008, is a distributed
ledger technology that is secured by cryptography for transmission and consistent data
storage, and is characterized by decentralization, collective maintainability, traceability,
immutability, and anonymity letters [5].Blockchain is currently highly valued andwidely
used by countries around the world, and its unique technical advantages have promoted
the reconfiguration of governance mechanisms in the digital era.
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Fig. 1. Decentralized public ledger

3.2 Blockchain Technology

Blockchain technology is a new distributed infrastructure and computing paradigm that
uses blockchain data structures to verify and store data, distribute node consensus algo-
rithms to generate and update data, cryptography to secure data transmission and access,
and smart contracts composed of automated scripting code to program and manipulate
data [6]. In simple terms, in the blockchain system, every time, the transaction data
generated by each participating subject will be packaged into a data block, and the data
blocks are arranged in chronological order to form a chain of data blocks, and each par-
ticipating subject has the same data chain, which cannot be tampered with unilaterally,
and any modification of information can only be done with the consent of an agreed
percentage of subjects, and only new information can be added, and old information
cannot be deleted or modified. It is impossible to delete or modify old information, thus
realizing information sharing and consistent decision making among multiple subjects
and ensuring the unavailability, openness and transparency of the identity and transaction
information among the subjects. All nodes keep the same public ledger and maintained
in the consistency of the general ledger through distributed consensus, as shown in Fig. 1.

3.3 Technical Commonality

The four main components of blockchain projects, which are common to the technology:
blocks, accounts, smart contracts, and consensus, constitute a commonmodel for current
blockchain systems [7]. The history of state changes is recorded through a chain structure,
with a “snapshot” of the state of each change recorded in the form of a “block”: the
identity of the participants is represented through asymmetric key pairs, and the current
information is recorded in some form of state database, which is called This part is
called “account”; the commitment between participants is defined by on-chain coding,
which is called “smart contract”; and the state is agreed between multiple nodes by
some algorithm, which is called “consensus”. This process is called “consensus”. The
principle of operation is shown in Fig. 2, where the parties negotiate, agree and then
deploy to the blockchain in the form of a smart contract.
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Fig. 2. Smart contract operation principle

3.4 Technical Features

Blockchain is essentially a robust and secure distributed state machine with typical
technical components including consensus algorithms, P2P communication, cryptogra-
phy, database technology, and virtual machines [8]. These also constitute the five core
capabilities essential to blockchain.

Stored data: derived from the development of database technology and hardware
storage computing power, the size of the blockchain continues to rise as it accumulates
over time, and the mature hardware storage computing power makes it possible to store
large amounts of the same data simultaneously among multiple subjects.

Shared data: derived from consensus algorithm, each subject participating in
the blockchain automatically reaches consensus through the agreed decision-making
mechanism and shares the same trusted data ledger.

Distributed: derived from P2P communication technology, realizing peer-to-peer
information transmission among subjects.

Anti-tampering andprivacyprotection: derived from theuse of cryptography, through
public and private keys, hashing algorithms and other cryptographic tools to ensure the
security of the identity of each subject and shared information.

Digital contract: derived from virtual machine technology, the generated cross-
subject digital smart contract is written into the blockchain system, and the execution of
the digital contract is driven by the preset trigger conditions.

4 Construction of Integrated Education Management System

4.1 Preliminary Concept

Based on blockchain technology, the exchange and redistribution of data amongmultiple
parties such as participants, administrators, and collaborators of integrated education is
directly controlled in the form of code design, forming digital smart contracts that are
written into the system and driven for execution thus enabling the development and
application of integrated education management software to interact in a blockchain
manner and provide services to participating users [9]. Ensuring a high level of security
and creating an effective technical base to support and enhance the support, coordination
and security of the service co-build.
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4.2 System Design

First, a database of special students in the region is established to ensure the comprehen-
siveness, accuracy, and immediacy of data sources as much as possible [3], to provide
guarantees for the acquisition, processing, and analysis of relevant data, and to sup-
port scientific assessment and decision making; basic information on special students is
provided through three major panels of enrollment data from the civil affairs, disabil-
ity, and admissions offices. The Personal Health Record (PHR) of the special student
group is involved here, which is the core of the original data of the system, and the goal
is the complete record collected, including the provider cause of disability, consulta-
tion data, rehabilitation records, disability level review, etc. The adoption of blockchain
technology allows for the distribution of control to individuals and related departments
through decentralization achieved by consensus algorithms. Since blockchain eliminates
the leakage of privacy that may be caused in data transmission through traditional means
of information transmission, it safeguards the information security rights of students.

Secondly, through the medical examination of enrollment, special students are eval-
uated, diagnosed, and given exercise prescriptions for rehabilitation training through the
health screening of the school hospital, and an initial special education resource base is
established to provide support for resource sharing. After the information is shared, the
relevant information can be collected in a timely manner by all relevant units involving
the college and the school, and also provides support for later detection and feedback.

Figure 3 shows the system security interaction architecture, in which the blockchain
is connected to different operation status database systems.

Each database system shown in Fig. 3 opens a new secure data channel, similar to the
one used to share data with other similar systems. Then, based on mutual agreements,
smart contracts are used to manage data transactions between these systems and create
an unchanging history of all transactions recorded.

Third, based on the assessment and the needs of the special student, we provide sup-
port and assistance in multiple ways, while creating a health file pocket for the special
student, recording basic information, program participation, stage problems and treat-
ments, as well as records of participation in various types of support and rehabilitation
programs, and evaluation of their effectiveness, to build a complete Integrated education
management system (The IDSH model [10] was developed).

System design performance and requirements
Compatibility: low hardware requirements and low dependence on software.

Fig. 3. System security interaction architecture diagram
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Fig. 4. System architecture diagram

Security: ensure transmission security, system security, and mechanism security.

4.3 Overall System Architecture

System Architecture
The overall architectural atmosphere has two parts: the upper layer and the bottom layer,
as detailed in Fig. 4.

The upper part includes the interface layer that provides external and internal inter-
faces, the on-chain code layer that provides relevant services according to the charac-
teristic requirements, and the application layer that provides services to students with
disabilities. The internal interface is used for internal communication between nodes; the
external interface is used for external users. The on-chain code layer has the functions
of transaction sending, status monitoring, and status storage.

The bottom part includes the storage layer and the blockchain service layer, on which
the network-wide transactions and data records are performed.

System Development Technologies
The system involves several subsystems such as mobile terminal and backend server,
developed with Android, Objective-C, PHP, etc. The backend server hardware is rented
from a third party hosted server [3]. The system can run on Android, iOS, Windows,
Linux and other current mainstream mobile terminals and PC operating systems.

In termsof security consideration, the account password security ismainly secured by
usingMD5+RSA (asymmetric encryption algorithm). Data security and uniqueness are
ensured by three major authentication, login authentication and identity authentication
in all aspects.

4.4 System Function Module

Collection of information: Dockingwith functional platforms such as school new student
registration system, student management system and medical examination system, basic
data information related to students can be collected.
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Health screening: Based on the identification of students’ health information in the
states of entering, staying and leaving school, the identification and reading of non-health
information is realized at the first time.

Teaching support: Realize information interchange with course selection and
academic affairs platform to realize temporary adjustment, suspension, resumption,
examination and retake of students’ relevant courses.

Financial aid support: Docking with the student financial aid system, it can automat-
ically identify the specific situation of non-healthy students, whether they are included
in the category of temporary or long-term financial aid, and make timely adjustments to
the level of financial aid according to the students’ recovery.

Psychological assistance: Interfaced with the student mental health system, it can
track and collect the psychological changes of the students concerned in real time, and
give timely psychological guidance or intervention to ensure that the mental health
indications of this student group are maintained in a normal state.

Sports participation: In the form of online courseware, ppt, video and catechism,
students are guided in real time to participate in sports that are suitable for their physical
conditions or health level, and assisted in physical rehabilitation activities.

Employment guidance and recommendation: Combining comprehensive factors
such as students’ academics, physical rehabilitation, career intentions, and corporate
positions, we assist in recommending suitable employment positions to help students in
this category find smooth employment.

5 Conclusions

The core of the construction of integrated education management system is the privacy
of information interaction as well as the sharing of information and the convenience of
services. Based on blockchain technology, this paper constructs a model of integrated
education management system to prove the great potential and extensive possibilities
of blockchain technology in creating an integrated education management system with
information security, information sharing, convenient services and clear records, and
extrapolates it to other aspects of public teaching management platform construction.

Acknowledgements. This study is the result of a general project of Sichuan Special Education
DevelopmentResearchCenter 2022, “Constructing aCompetencyModel forDisability andHealth
Integration Managers in Universities” (Grant No. SCTJ-2022-B-09).

References

1. Holmqvist M. & Lelinge B., “Teachers’ collaborative professional development for inclusive
education,” European Journal of Special Needs Education, Vol. 36, No. 5(2021), pp. 819–833.

2. ChenWanhong: Research on the CurriculumReform of Public Physical Education andHealth
Care in Chinese Universities—Based on the Concept of Integrated Education, Journal of Jilin
Institute of Physical Education, No. 06, 2014, pp. 10–13.



216 T. Zhou and Y. Deng

3. Rushabh Balpande & Patil K., “Usability of Blockchain Technology in Higher Education: A
systematic review identifying the current issues in the education system,” Journal of Physics:
Conference Series, Vol. 1964, No. 4(2021), pp. 42012–42017.

4. Bao-xian, JIA&Su-zhen et al., “Application of Personalized Study Recommendation Service
for Big Data Oriented Education,” (2018).

5. Panda S. K., Balas V. E. & Elngar A. et al., Bitcoin and Blockchain: Bitcoin and Blockchain,
2021.

6. Sa A., Ms A. & Wzk B. et al., “Blockchain-based Initiatives: Current State and Challenges,”
Computer Networks (2021).

7. AbdulmunimA. T., TaoX.&Zhang J. et al., “A Survey of Privacy Solutions using Blockchain
for Recommender Systems: Current Status, Classification and Open Issues,” The Computer
Journal, No. 7(2021), p. 7.

8. LiuS.,DaiY.&CaiZ. et al., “Construction ofDouble-PrecisionWisdomTeachingFramework
Based on Blockchain Technology in Cloud Platform,” IEEEAccess, Vol. 9(2021), pp. 11823-
11834.

9. Li Z. & Zhao Q., “Blockchain Technology in Open University Distance Open Education,”
Journal of Physics: Conference Series, Vol.1992, No. 4(2021), pp. 42043–42046.

10. Raimundo R. & Rosário A., “Blockchain System in the Higher Education,” European Journal
of Investigation in Health Psychology and Education, Vol. 11, No. 1(2021), pp. 276–293.

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.

http://creativecommons.org/licenses/by-nc/4.0/

	Design of University Integrated Education Management System Based on Blockchain Technology
	1 Introduction
	2 Current Research
	3 Blockchain-Related Technologies
	3.1 Blockchain Concept
	3.2 Blockchain Technology
	3.3 Technical Commonality
	3.4 Technical Features

	4 Construction of Integrated Education Management System
	4.1 Preliminary Concept
	4.2 System Design
	4.3 Overall System Architecture
	4.4 System Function Module

	5 Conclusions
	References




