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Abstract. Based on the network structure model, this paper studies the risk con-
tagion of central banks under malicious attacks. Based on this, we first select the 
inter-bank lending data of 25 commercial banks, use the matrix method to con-
struct the inter-bank lending matrix and modify the matrix, draw the network 
structure diagram, and analyze the network node degree and network core struc-
ture. Finally, we simulate the risk contagion effect between the whole banks 
when the core layer banks are maliciously attacked, and analyze the retention rate 
of transaction scale in the network. The research results show that the 25 banks 
are divided into three hierarchical network structures, and the central layer banks 
occupy the main position. The malicious attacks on the central banks have a huge 
impact on the entire inter-bank network, and the transaction scale retention rate 
is only about 10 %. The empirical results provide a theoretical basis for the fi-
nancial regulatory authorities to formulate policies to prevent and control finan-
cial risks. 
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1 Introduction 

From the beginning of the U.S. subprime mortgage crisis to the current bankruptcy of 
Silicon Valley banks, the risk between commercial banks caused by the turbulent in-
ternational financial environment has spread through the network on a large scale, 
which has brought a severe impact on the entire banking system. The banking system 
plays an important role in the financial market. Therefore, in view of the complex in-
ternational financial environment, China 's General Administration of Financial Super-
vision actively implements macroeconomic policies to reduce the large-scale contagion 
of inter-bank risks, maintain the stable development of the financial system, and better 
serve the real economy. Foreign scholars have found that the bank network structure of 
some countries presents the characteristics of hierarchical multi-core banks. Agnes 
Lubloy found that the Hungarian banking network is a multi-center banking structure 
with 15 banks as the network center[1]. Degryse and Nguyen found that the Belgian 
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inter-bank network is a typical central structure with banks whose asset size occupies 
the main position in the banking industry as the network center[2]. Veld et al. and Lang-
field et al found that in the Dutch-British inter-bank market network structure, large 
banks are the core of the network structure, and other banks are scattered around the 
core layer[3-4]. Kobayashi et al found that the German inter-bank market network is 
divided into two levels, and the lower-level banks only have lending relationships with 
a small number of large banks[5-6].Domestic scholar Ma Junlu et al found that China 's 
banking network is a structure with Bank of China as the core and Construction Bank 
as the sub-center [7]. Chen Shaowei and Li Yang believe that China 's inter-bank net-
work is based on the core bank to build a currency center, and other banks are distrib-
uted in the second and third layers of the network structure [8]. Li Zhi and Niu Xiaojian 
found that banks with larger assets constitute the center of China 's banking industry, 
but the status of banks is not static[9]. A large number of literature studies have shown 
that the inter-bank lending network structure has an impact on inter-bank risk conta-
gion : He Dexu believes that the initial small-scale growth of inter-bank linkage will 
increase the contagion effect in the financial market, but the subsequent growth can 
enhance the impact resistance of the financial system [10].Liu Zhiyang empirically con-
cluded that the banking network structure is the main bearer of risk contagion in small 
and medium-sized banks[11]. Tang Wenjin studied the vulnerability of the network 
structure from the essence of the network structure to prevent the impact of overseas 
financial events on China 's financial market [12]. Liu Chao found that there is a complex 
correlation between network structure factors and systemic risk contagion [13]. In sum-
mary, some literatures study the hierarchical structure of the network, and other litera-
tures focus on the characteristics of the network structure. Few literatures study the risk 
contagion effect from the malicious attack of the central bank. Therefore, this paper can 
study the network risk contagion from the malicious attack on the central bank. The 
possible marginal contributions of this paper are as follows: First, this paper uses the 
asset-liability data to construct the inter-bank lending matrix, and obtains the inter-bank 
network structure diagram through the matrix. Identify the hierarchical structure in the 
banking network structure and analyze the network structure hierarchically. Secondly, 
this paper analyzes the process of inter-bank risk contagion from the perspective of 
network structure, and studies the impact on the entire banking network system when 
the central bank in the network structure is attacked. 

2 Network structure model construction and inter-bank risk 
contagion analysis 

2.1 Matrix method theory and construction of network structure model 

Based on the fact that the loan relationship between banks in the actual market is two-
way, this paper assumes that the total number of sample banks selected is n. By con-
structing a matrix of n×n to represent the relationship between inter-bank lending, the 
matrix is standardized, and the inter-bank lending assets and liabilities of each sample 
bank are calculated. The proportion of the total amount and negative total amount of 
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inter-bank lending assets of all sample banks makes the sum of each element in the 
matrix equal to 1, that is: 
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2.2 Core-edge analysis of node degree and network structure. 

In the network structure model, there is a distribution function P (k), P (k) represents 
the ratio of the number of nodes with node degree k to the number of all nodes in the 
network, and the distribution of node degree is represented by this function. The cumu-
lative degree distribution function P (k) is used to represent the ratio of the number of 
nodes with a degree of not less than k to the total number of nodes. The expression is:
 𝑃 𝑘 ∑ 𝑃 𝑖  (3) 

According to the matrix method, the relationship matrix of inter-bank lending is ob-
tained to draw the network structure topology map. The core-periphery analysis of the 
network structure is carried out. The core-periphery structure divides the rows and col-
umns of the inter-bank lending matrix into two parts. In the core-periphery structure, 
the core bank has a dominant position in the transaction with the peripheral bank. 

2.3 Simulation of transaction scale survival rate after inter-bank risk 
contagion 

Through the network structure diagram obtained above, we further study the prevention 
of risk contagion when banks encounter malicious attacks. This paper assumes that the 
bank at the network center level is maliciously attacked. In order to compare the stabil-
ity of the network after deleting the center level and compare the network stability of 
each year, this paper sets the index survival rate as: 

 𝑆  (4) 

However, this is only considering the connection relationship between networks. 
When the weight of the edges in the network is also included in the measurement factor, 
the retention rate of the index transaction scale is re-set: 

 𝑆  (5) 
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3 Empirical Analysis of Inter-bank Risk Contagion 

3.1 Sample bank data acquisition and inter-bank risk matrix correction 

This paper selects 25 representative banks with large inter-bank lending scale from 
2016 to 2021 as samples for research. According to the balance sheets disclosed by 
these banks every year, relevant data are obtained. The sample includes A1-A6 repre-
sentative state-owned commercial banks ; B1-B2 represent policy banks ; C1-C12 rep-
resents joint-stock commercial banks ; D1-D4 represents urban commercial banks and 
a rural commercial bank ; E1 represents foreign banks established in China. According 
to the matrix method, the inter-bank lending matrix of 25 banks from 2016 to 2021 is 
constructed, and the matrix is solved by the program in Lingo software. 

3.2 Network structure diagram construction 

In this paper, Gephi software is used to draw the inter-bank lending network structure 
from 2016 to 2021. As shown in the graph, according to the network structure diagram 
of the six years, it can be seen that the network structure presents an obvious hierar-
chical structure, which extends from the center of the network structure to the outside, 
forming the central level, the second level and the peripheral level in turn. The second 
level of the network structure is constantly changing. Most of the edges of each node 
in the peripheral level are dotted lines with lighter colors, which represent the smaller 
amount of inter-bank borrowing, and most of these edges are connected to the nodes of 
the central level and the second level. There is basically no interconnected relationship 
between most nodes in the peripheral level. 

3.3 Network node degree analysis and network core structure analysis 

As shown in Fig. 1 network structural diagram. From 2016 to 2021, Bank of China, 
Industrial and Commercial Bank of China, Construction Bank, Bank of Communica-
tions and Agricultural Bank of China have been ranked in the top ranks. This shows 
that China 's large state-owned commercial banks have been in an important position 
in the inter-bank market. Although the ranking of the node degree of joint-stock banks 
has not changed significantly, the node degree of banks represented by Industrial Bank, 
Shanghai Pudong Development Bank and Minsheng Bank has been growing. The node 
degree of urban banks has been relatively small, maintaining a relatively stable trend 
of floating. The difference between the out-degree and in-degree of each bank node is 
small, and there is no obvious characteristic. Using Ucinet software, the core-edge anal-
ysis of the inter-bank lending matrix is carried out. A1-A5 has been at the core of the 
network from 2016 to 2021. CITIC Bank and Industrial Bank are located in the core 
structure of the network in 2019 and 2021 respectively, while other banks have been at 
the edge of the network. These core banks are in a dominant position when conducting 
inter-bank lending transactions. 
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Fig. 1. network structural diagram 

3.4 Analysis of the retention rate of transaction scale after inter-bank risk 
contagion 

The four-year network of 2018, 2019, 2020 and 2021 is selected for research. The an-
nual network comparison in the comprehensive graph shows that the network structure 
is most severely damaged when the central level is deleted. As shown in Fig. 2 Delete 
the center-level network diagram. The most serious damage is that four isolated nodes 
appear in 2020, two isolated nodes appear in 2021, a2nd one isolated node appears in 
2019. It shows that the robustness of the risk contagion network has increased in the 
face of vicious attacks, but the network stability is still weak.  

Comparing the retention rate of transaction scale in four years, according to Table 
1, it is concluded that after deleting the central level, the scale of transactions retained 
in the network is very small. In 2019, the retention rate of transaction scale was only 
10.60 %, indicating that the attack on the central-level bank would bring great damage 
to the overall network and the network structure would collapse. Although the transac-
tion scale showed an increasing trend from 2016 to 2021, the highest value was only 
24.89 %, and the transaction retention rate fell to 10.89 % in 2021. It shows that the 
contribution of other levels to the transaction scale in the network is increasing, the 
stability of the network as a whole has increased, but the stability is still weak, and the 
scale retention rate of inter-bank risk contagion.  
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The above research shows that the stability of China 's inter-bank lending network 
is weak, but the stability is gradually increasing. In the network, it is necessary to ensure 
the stable operation of the bank at the network center layer. If the bank at the network 
center layer is impacted, it will lead to the collapse of the entire network architecture. 

                    
(a) 2018                                (b) 2019 

           

(c) 2020                                 (d) 2021 

Fig. 2. Delete the center-level network diagram 

Table 1. survival rate and transaction scale retention rate after malicious attack 

 Network survival rate The retention rate of transaction size 

2016 30.51% 17.83% 
2017 31.25% 18.08% 
2018 41.41% 18.29% 
2019 43.75% 10.60% 
2020 47.97% 24.89% 
2021 42.47% 10.89% 

4 Conclusion 

A large number of literatures start from the following perspectives, the characteristics 
of the inter-bank network, the hierarchical structure of the inter-bank network, and the 
central level that exists in the network. On the basis of previous studies, this paper 
selects the data of 25 listed commercial banks in China from 2016 to 2021 as an exam-
ple, and uses the matrix method to construct the inter-bank lending matrix, so as to 
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construct the inter-bank network structure, and study the impact of malicious attacks 
on the entire risk contagion of central-level banks. In the process of simulating the ma-
licious attack on the central bank, this paper finds that the stability of China 's inter-
bank lending network is weak, but the network is increasing the degree of stability. The 
banks at the inter-bank center level have the greatest damage to the network structure 
when they are attacked, not only in the form of a significant reduction in the retention 
of transaction scale, but also in the form that some banks in the network will become 
isolated nodes, which will spread inter-bank risks on a large scale. Therefore, China 's 
financial regulatory authorities to increase the supervision of the central bank, can ef-
fectively prevent and control the risk of large-scale infection. 
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medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If
material is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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