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Abstract. In order to prevent the user name and password from being stolen, this 
paper puts forward the application research of improved encryption algorithm in 
cloud computing user information security protection. In this paper, the privacy 
protection method based on face recognition mainly uses Gabor filter to extract 
feature information, ICA-PCA method to reduce dimension, and then uses the 
improved nearest neighbor algorithm based on user privacy to identify identity. 
Because both the client and the server can't accurately obtain each other's in-
formation, it fully guarantees the safety and zero leakage of user information. 
Compared with traditional encryption methods, this method realizes linear 
complexity and reduces communication complexity effectively. In order to ver-
ify the effectiveness of the algorithm, this paper uses ORL face database to carry 
out experiments, and compares with the existing algorithms. The results show 
that the method in this paper can carry out identity authentication and identifi-
cation more efficiently and effectively, which provides a strong security guar-
antee for the privacy of users in the cloud computing digital library under the big 
data environment. 

Keywords: cloud computing; Information security; Privacy protection; Random 
encryption 

1 Introduction 

After the network entered the Web2.0 era, the concept of cloud computing was like fire. 
In 2006, Eric Schmidt first explained what "cloud computing" was at the search engine 
conference. There are many definitions of cloud computing, but they are all similar. 
The so-called cloud computing is a dynamic and scalable computing model developed 
from distributed processing, parallel processing and grid computing, which uses vir-
tualization technology to establish a unified resource pool of infrastructure, services, 
applications and information, and effectively organizes and operates various infra-
structure resource pools with distributed technology [1]. Cloud computing can provide 
users with low-cost, high-performance, rapid configuration and quantitative computing 
services. However, while cloud computing brings benefits of economies of scale, high 
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application and high availability to users, its virtualization technology, resource shar-
ing, distributed data storage system and other characteristics make it face great threats 
in security. When user data is stored in the cloud, how to realize the service security, 
data security and user privacy security of cloud computing? Whether the disclosure of 
user data will pose a great threat to individuals, enterprises and even the country has 
become an important topic in cloud security research at this stage, and it has attracted 
more and more attention from people in the industry. In recent years, many IT com-
panies have invested in cloud computing. However, during the application of cloud 
computing services, due to the lack of stability in the operation of cloud computing 
services deployed and developed by enterprises, cloud computing security issues are 
constantly emerging. In 2009, Google's cloud platform broke down and customer 
personal information was leaked [2]; At the end of 2010, there was a database script 
error in Microsoft Hotmail, and 17,000 real accounts were deleted. It took Microsoft a 
week to fully recover these accounts. On April 21, 2011, Amazon Cloud Computing 
Center went down, which caused the cloud service to be interrupted for nearly 4 days, 
and many services relying on the cloud computing center stopped working. In July, 
2012, Dropbox's account was attacked, and hackers released bad information [3]. As a 
new IT resource service model, cloud computing has a shared IT resource pool com-
posed of a large number of computer resources. All the data that users want to use will 
be uploaded to the data resource pool. We can regard it as a huge data center, and then 
integrate these data to provide users with services such as computing and storage, 
which greatly improves the efficiency of resource use. After the cloud users upload the 
data they provide to the cloud, the data management will no longer be controlled by the 
cloud users. At this time, the user data is in an uncontrollable domain, which will make 
the users lack enough trust in the cloud service providers, and of course they don't want 
their data to be seen by others. However, in the process of data transmission to the data 
resource pool, due to the abuse of cloud computing, problems caused by sharing 
technology, account and service hijacking, unknown security environment and other 
unsafe factors, data is lost or leaked, resulting in data being destroyed and losing its 
integrity and confidentiality. The essence of cloud computing is to distribute computing 
tasks on a resource pool composed of a large number of computers. The integrity and 
confidentiality of data directly affect whether computing tasks can be carried out 
smoothly. In this paper, a method of combining biometric identification technology 
with random variable encryption is proposed to ensure the absolute safety and zero 
leakage of users' private information, which provides a reference for the research on 
privacy protection of users in cloud computing digital libraries [4]. 

2 Methods 

2.1 User privacy protection system based on biometric identification 

In the cloud computing environment, users are both service providers and service users, 
each node plays the role of client and server at the same time, and all participants have 
equal status. In the open mode of network environment, the traditional user name and 
password are easily stolen and embezzled, threatening the security of personal account 
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information, especially sensitive information (bank accounts, medical records, insur-
ance information, etc.) [5]. Biometric identification has gradually become a common 
means of identity authentication because of its good characteristics such as data char-
acteristics that are not easy to be lost and stolen. At present, commonly used biometric 
features include fingerprints, faces, irises and so on. Compared with other biometric 
methods, face recognition is non-invasive, direct, friendly, natural and convenient, and 
has become the mainstream of biometric identification. This paper will study the user 
privacy protection system of identity authentication based on face recognition [6]. 

Biometric identification system includes two modules: registration stage and iden-
tification stage. In the registration stage, the user's biometric information is registered 
first, then the user's feature data is extracted, a feature template is created and stored in 
the database. The identification stage is similar to the registration stage. First, the user's 
biometric information is obtained, feature data is extracted, and then matched with the 
feature template in the database to verify the user's identity. 

In order to carry out identity authentication based on facial features, it is necessary to 
detect and preprocess the face in the input image, accurately locate the position in-
formation of the face, and remove the noise information to improve the operation 
efficiency of feature extraction. The specific process is shown in Figure 1. In this paper, 
the face detection function based on Adaboost algorithm provided by OpenCV is used 
for face detection and preprocessing [7]. 

 

Fig. 1. Face feature extraction process 
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2.2 Gabor filtering feature extraction 

In the process of face recognition, feature extraction is a key step, and its effectiveness 
is directly related to the accuracy and efficiency of classification and recognition. In 
this paper, Gabor filter is used to extract features. Because, among many feature ex-
traction methods, Gabor filtering can extract image features in different frequency 
domains, different scales and different directions, and can better simulate the feelings 
of biological visual neurons. In addition, Gabor wavelet is not affected by image gray 
value and is insensitive to illumination. In this paper, 5-scale and 8-direction filter 
banks are used for feature extraction. A face image is filtered to get 40 groups of feature 
vectors with the same size as the original image but completely different properties, 
which are reorganized in columns. The image size selected in this paper is 92*112. 
After Gabor filtering, the image becomes a one-dimensional column vector of 92 * 112 
* 40 = 412,160 [8]. 

2.3 Feature dimension reduction based on PCA-ICA 

Because the convolution of Gabor kernel function of Gabor filter in different scales and 
directions makes the dimension of image multiply, which easily leads to the disaster of 
feature dimension and increases the computational complexity. Therefore, it is neces-
sary to reduce the dimension of feature vector and project high-dimensional data into a 
lower-dimensional space, thus reducing the computational complexity and improving 
the operational efficiency. The traditional principal component analysis (PCA) method 
has a good classification effect on data with Gaussian distribution. However, if the data 
distribution presents non-Gaussian characteristics, simply using the traditional PCA 
method will often cause the neglected principal component to contain important non-
linear information of the system, which will lead to the inaccurate classification and 
identification and the inability to correctly identify users. However, using ICA method 
alone will increase the number of iterations when the amount of data is huge, which will 
increase the complexity of the algorithm. Therefore, this paper proposes a feature 
extraction method of PCA-ICA. Firstly, PCA is used to reduce the dimension and 
remove the second-order correlation. Then further use ICA to extract features, so that 
the data information can converge quickly and achieve the best possible separability [9]. 

The specific algorithm steps of the feature extraction method based on PCA-ICA are 
as follows: 

(1) firstly, the original feature matrix is standardized and normalized to obtain a new 
matrix F "; 

(2) F "is extracted by PCA method, from which feature vectors corresponding to the 
largest top m feature values are extracted to form a new feature space A; 

(3) projecting the original data information into the feature space to obtain a new 

matrix nsY  ; 

(4) Using ICA algorithm, further feature extraction of nsY   is carried out, and the 

optimal separation matrix W is solved first, and then nsY   is further projected into W 

space. 
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2.4 Identification algorithm based on random selection of feature vectors 

In order to protect the user's feature information from being leaked, most of the existing 
researches use encryption algorithms to encrypt feature vectors, among which homo-
morphic encryption is the most. However, the encrypted feature vectors may still be 
stolen in the network communication process, and they cannot be completely avoided 
being interpreted by the server. In order to solve this problem, the solution of this paper 
is to realize that the client knows nothing about the real data of the server, and the server 
knows nothing about the real data of the client, so as to ensure that the user's private 
information has no rules to follow in the network transmission process and ensure the 
absolute security of the information. Therefore, an identity identification algorithm 
based on random selection of feature vectors is proposed to ensure zero information 
leakage, and the algorithm complexity and communication complexity of this method 
are greatly reduced compared with homomorphic encryption algorithm because of 
omitting the tedious process of encryption and decryption. 

3 Results and analysis 

In this paper, the international universal ORL face database founded by AT&T La-
boratory of A University is selected as the experimental class library. There are 40 
objects of different ages, sexes and postures in the database, each of which includes 10 
images, with a total of 400 facial images. Each image is a gray image with a size of 
92×112, and its background is black. Some objects include changes in postures, ex-
pressions, facial ornaments and so on. It is recognized by people in resolution and is the 
most used one at present. In this paper, eight images of each sample are selected as 
training samples, and the remaining two are used as test samples, so there are 320 
sample images in the training sample database. 

3.1 Operational efficiency 

Without losing generality, under normal circumstances, the safety parameter length is 
set to 1024 bits, the multiplication calculation time is recorded as Tm, and the expo-
nential calculation time is recorded as Te, and Te≈240Tm. Table 1 shows the calculation 
time of this method compared with other encryption steps. As can be seen from the 
table, compared with the homomorphic encryption algorithm of cryptography, this 
method greatly reduces the operation time and improves the efficiency. 

Table 1. Comparison of calculation time of each step of encryption 

 A method The method in this 
paper 

5.1 O(Tm+Te) O(1) 

5.2 O(Tm+Te) O(1) 

5.3 O(log2n(Tm+Te)) O(Tm) 
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3.2 Recognition rate 

The following table shows the performance comparison between several existing 
research algorithms and the algorithm in this paper. From Table 2, it is not difficult to 
find that this paper not only reduces the operation time and improves the efficiency, but 
also ensures the accuracy without reducing the recognition rate, so the method in this 
paper is effective. 

Table 2. Performance comparison of five schemes 

Scheme Encryption 
protocol 

recognition 
algorithm 

 
 

discrimination Communication 
complexity 

experiment 
condition 

 

Method 
B 

Paillier+ 
GDK 

PCA 92% 6.89M ORL face 
Each li-

brary has 
8. 

Sample 
training, 
2 sample 

tests 

Method 
C 

HE+GC PCA 92% 2.85M 

Method 
A 

FHE Gabor+PCA 
Gabor+ 

94% 4.11M 

The 
method 
in this 
paper 

- PCA-ICA 95% 2.49M 

3.3 The effectiveness of digital library applications 

In order to further study the application of privacy protection system based on bio-
metrics in digital library, this paper built a small face database, selected 10 volunteers, 
and took 10 photos in different lighting, different angles and different expressions, 
totaling 100 images, and normalized the image size. The processed image size was 
112*92. 

In this paper, the public cloud platform, digital library alliance of universities in A 
province, is selected as an example to verify the effectiveness of the privacy protection 
method based on biometrics proposed in this paper. 

A complete privacy protection system of digital library based on biometrics includes 
two major processes: training process and identification process. The training process 
is mainly divided into three stages. In the first stage, each volunteer selected five im-
ages to form a face database. In the second stage, Gabor filter analysis and PCA-ICA 
algorithm are carried out on the face database to reduce the dimension of features, and 
the feature face space is constructed. Setting the feature dimension ratio to 0.9 is the 
best dimension ratio based on many experiments. In the third stage, the face image is 
projected into the feature face space and saved. The identification process is also di-
vided into three stages. 

In the first stage, the face image is preprocessed and feature extracted. In the second 
stage, the test image is projected into the feature space by using the random vector 
projection method in this paper. In the third stage, according to the nearest neighbor 
algorithm, Euclidean distance is selected to identify the image. The test results of 
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selected individuals in this paper show that the average recognition rate is as high as 
99.5% and the response time is very short, with an average of 0.735 seconds. Therefore, 
the privacy protection method based on biometrics proposed in this paper is effective 
and feasible for the privacy protection of users in digital libraries [10]. 

4 Conclusion 

With the advent of the era of big data, cloud computing technology has been widely 
used in various fields, and information security based on cloud computing has also 
received increasing research attention. In view of the fact that user name password is 
easy to be stolen, a face recognition method based on Gabor filtering and PCA-ICA is 
proposed for identity authentication. In order to ensure zero information leakage, a new 
linear encryption algorithm is proposed, and the feature vectors are randomized and 
encrypted. Experiments show that this method not only ensures the recognition rate of 
user identity authentication, but also greatly reduces the algorithm complexity and 
communication complexity compared with homomorphic encryption algorithm be-
cause of omitting the tedious process of encryption and decryption, which has certain 
guiding significance for the research of user information security in big data envi-
ronment. The deficiency of this paper is that the user sample information of digital 
library is not actually selected for case study, which will be discussed in detail as the 
next step. 
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