
Collaborative Innovation of Engineering Discipline Based 
on Digital Education Management in Cloud Environment 

Xi Zhang1,2,3, Fangwei Li 1,2, Shuang Guo1,2, Chunlian Quan3*, Baiying Yang3,  
Alex S. Hwang3  

1Chongqing College of Mobile Communication, Chongqing, 401520, China 
2Chongqing Key Laboratory of Public Big Data Security Technology, Chongqing, 401420, 

China  
3Jungwon University, Incheon, 28024, South Korea 

Corresponding Author*: zhangxisci@gmail.com 

Abstract. Cloud computing is becoming increasingly important in providing ser-
vices and storing data on Engineering Science in higher education. In such a 
changing technological world, technology integration in learning and education 
is inevitable, and technology is an integral part of the Engineering Science learn-
ing model. There is a significant gap between the level of technology use ex-
pected by educators and the actual use and integration of technology in the class-
room. However, the emergence of digital educational technology may lead to 
innovative developments in Engineering Science in higher education. In order to 
provide convincing evidence that digital educational technology can contribute 
to the development of collaborative innovation in Engineering Science in higher 
education when the pedagogy is sound and when technology, skills, and objec-
tives are well matched, this paper combined a questionnaire and a controlled trial 
to investigate the role of digital educational technology in the Engineering Sci-
ence language teaching classroom. In addition, the two-semester controlled ex-
periment of the experimental class proved that digital education technology had 
played a promoting role in college Engineering Science, which could help stim-
ulate students’ interest, break classroom silence, and improve the classroom at-
mosphere, thus enhancing students’ activity ability. This study provides a refer-
ence value for collaborative innovation of digital education technology in college 
Engineering Science and a future direction for innovative teaching ideas. 
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1 Introduction  

Recently, the development of college Engineering Science in the cloud environment 
has attracted the attention of many scholars. Sadashiv N believed that compared with 
traditional computing methods, the cloud environment provides complete services [1]. 
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Yan L. mentioned that college Engineering Science requires cooperation and interac-
tion between students and teachers, as well as information sharing, which helps to cul-
tivate students’ team spirit, improve their initiative and develop their critical thinking 
[2]. Zein M.S discussed the current practice of primary Engineering Science education 
in relevant fields, paying particular attention to the class size and teaching duration, the 
role and status of teachers, and the concerns in teaching. He also analyzed the develop-
ment prospects of education in the foreseeable future [3]. Therefore, it is essential to 
introduce digital education technology into college Engineering Science classes. Digi-
tal education technology is a dynamic and developing field. Therefore, a systematic 
method is needed to identify and draw research patterns in this field. Adhikari M pro-
posed that the cloud environment receives applications in the form of workflow, com-
posed of a group of interdependent assignments to address large-scale scientific or en-
terprise problems [4]. Kowsigan M said that cloud computing could share jobs among 
different cloud data centres and use the Internet as the backbone to process jobs. The 
data centre can be selected to process jobs based on their potential, job arrival rate and 
better resource utilization [5]. Ratheeswari K mentioned that in this digital age, it is 
crucial to use technology in the classroom to allow students to learn and apply the skills 
needed in the 21st century [6]. Many teachers need to use digital technology as a teach-
ing tool. 

In order to verify that digital education technology has a facilitating effect on col-
laborative innovation in Engineering Science in higher education, this paper has exam-
ined the utilization of digital education technology in higher education and set up a 
related controlled experiment and questionnaire. This paper has conducted two ques-
tionnaires among first-year students majoring in Engineering Science. The number of 
people in the first survey was 267, 263 of whom believed there were problems in the 
teaching model. The number of people in the second survey was 55 students and Engi-
neering Science teachers in the experimental class. The 55 students scored 8.5 points 
on the improvement of the introduction of digital education technology into Engineer-
ing Science classroom teaching mode. The control experiment was a test control of the 
average Engineering Science scores of students in this experimental class for two se-
mesters. The four test results showed that digital education technology had the function 
of collaborative innovation in Engineering Science teaching. 

2 College Engineering Science in Cloud Environment  

2.1 Security Encryption Technology of Cloud Environment  

In the application scenario of cloud environment security encryption technology, users 
are both data encryptors and data retrievers. All keys are saved by the user, and they 
have a corresponding password library. The difficulties encountered in searching and 
setting the key in the password library can be expressed by formulas. 
① Computational problems: It is assumed that the multiplicative cyclic group whose 

order is a large prime G is D, and one of the generators of D is d. The computational 
problem in D is that for any x, y ∈ Z୯

∗  ሺd, d୶, d୷ሻ are given to compute d୶୷ ∈ D.  
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If the advantage of any polynomial time adversary S in solving the problem under 
computation can be ignored, then the computational problem is considered to be diffi-
cult, as shown in Formula (1). ε is an ignorable function. 

 
    xyyx ddddSP ,,

 (1) 

②  Critical problems: For any x, y ∈ Z୯
∗  ሺd, d୶, d୷ሻ  are given to compute T ∈ D . 

Whether T is equal to d୶୷ is judged. If the advantage of any polynomial time adversary 
S in solving the problem under calculation can be ignored, then the decision problem is 
considered to be difficult, as shown in Formula (2): 

        1,,1,, TdddSPddddSP yxxyyx ，，  (2) 

③ Bilinear problems: The multiplicative cyclic groups of two large prime numbers 
G are set as D1, D2. Bilinear mapping k: D1 ൈ D1 → D2. The bilinear problem is that 
giving ሺd, d୶, d୷, d୸ሻ, where x, y, z ∈ Z୯

∗  kሺd, dሻ୶୷୸ ∈ D2 is computed. If the advantage 
of any polynomial time adversary S in solving the problem under calculation can be 
ignored, the bilinear problem is considered to be difficult, as presented in Formula (3): 

 
      xyzzyx ddkddddSP ,,,,

 (3) 

④ Modified bilinear problems: kሺd, dሻ୶୷/୸ ∈ D2 is computed. If the advantage of 
any polynomial time adversary S in solving the problem under calculation can be ig-
nored, the bilinear problem is considered to be difficult, as shown in Formula (4): 

 
      zxyzyx ddkddddSP /,,,,

 (4) 

⑤  Bilinear problem variants: The variation of bilinear problem is that giving 
ሺd, d୶, d୷, d୸, dଵ/୶ሻ where x, y, z ∈ Z୯

∗ , kሺd, dሻ୶୷୸ ∈ D2 is calculated. If the advantage 
of any polynomial time adversary S in solving the problem under calculation can be 
ignored, the bilinear problem is considered to be difficult, as shown in Formula (5): 

 
      xyzxzyx ddkdddddSP ,,,,, /1

 (5) 

Cloud computing services are dynamically scalable on the cloud. It is the dynami-
cally scalability of the cloud environment that makes it so much more secure. The ex-
isting cloud computing usually uses mobile devices to solve performance problems, 
and college Engineering Science is developed with the help of mobile devices. The 
security of the cloud environment appeals to Engineering Science in higher education, 
and the growth of mobile cloud computing has greatly increased the computing and 
storage performance of mobile devices [7-8]. They are mutually beneficial and coexist 
with each other. 

Collaborative Innovation of Engineering Discipline             227



2.2 Digital Education Technology 

Digital education technology has rich digital education resources, a high-speed trans-
mission communication network and an efficient and easy-to-operate front-end plat-
form. These platforms support the education system with modern concepts [9], theories, 
methods and models. The core of digital education technology is shown in Figure 1. 

 

 

Fig. 1. Core of digital education technology 

The teaching modes of digital education technology are all multimedia learning 
forms, which can be divided into three types: virtual reality education mode, classroom 
learning mode and personalized self-study mode. 

Multimedia learning provides visual instruction for students with no time and space 
constraints. This form of teaching allows each individual to choose the Engineering 
Science teacher they like best for the lesson, significantly improving the efficiency of 
Engineering Science teaching and students’ interest in learning. Multimedia learning 
can also provide students with tools like online search and information retrieval. There-
fore, the multimedia learning form supported by digital education technology is the core 
of educational reform and innovation. It is urgent to introduce digital education tech-
nology into college Engineering Science teaching [10]. 

3 Collaborative Innovation in Engineering Science Teaching  

3.1 Questionnaire  

This study surveyed 267 first-year students majoring in Engineering Science at a for-
eign language university, including 8 Engineering Science teachers and 259 students. 
It was hoped that it could fully and genuinely reflect the situation of college Engineer-
ing Science classes, find out the possible problems in college Engineering Science clas-
ses, and then discuss and analyze the problems to put forward suggestions for improve-
ment and pave the way for the introduction of digital education technology. 
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Table 1. Questionnaire reliability 

Reliability Statistics 

Number of 
Items 

5 Cronbach's Alpha 

Text Questionnaire Form Question-
naire 

0.894 0.913 

Questionnaire reliability: A total of 300 questionnaires were distributed in this sur-
vey, 289 of which were recovered, with a recovery rate of 96.3%. Twenty-two ques-
tionnaires with many missing questions were deleted, and 267 valid questionnaires 
were finally counted. The questionnaire results were analyzed through SPSS software, 
and Cronbach’s alpha α was selected as the reliability coefficient. If the coefficient was 
more significant than 0.85, the reliability of the questionnaire was good. The question-
naire of this study was divided into two parts: text questionnaire and form question-
naire, as shown in Table 1. The Cronbach’s alpha α of the text and form questionnaires 
were 0.894 and 0.913, respectively, which indicated that the questionnaire in this study 
had good reliability. 

Questionnaire results: This study made statistics on five problems that existed in 
college Engineering Science. The questionnaire findings are shown in Figure 2 (multi-
ple choices were allowed). 

 

Fig. 2. Questionnaire of problems in Engineering Science class 

From the results of the questionnaire, it can be seen that 259 people believed that 
there was a problem with single Engineering Science textbooks in college Engineering 
Science classes; the number of people who thought that there were problems in the 
teaching modes was the largest, up to 263, and the total number of people surveyed by 
questionnaire was 267, accounting for 98.5% of the total number of people surveyed; 
204 people thought the teaching concepts were old; the number of people who thought 
that the problem of qualified teachers and the problem of target orientation were 198 
and 172 respectively, accounting for a relatively small proportion. It can be found that 
the problems of backward Engineering Science teaching modes and single Engineering 
Science teaching textbooks in colleges and universities were particularly prominent. 
Therefore, relevant controlled experiments were set up to prove the innovation of digi-
tal education technology in college Engineering Science teaching modes. 
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3.2 Questionnaire  

This paper conducted a comparative experiment with a class of freshmen in the college. 
The experiment was divided into two semesters, with four tests each semester. The 
average Engineering Science score of four tests was tested when using the traditional 
Engineering Science teaching mode. One semester after the introduction of digital ed-
ucation technology, the average Engineering Science scores of the four tests were com-
pared. The comparison results are shown in Figure 3 and Figure 4. 

 

Fig. 3. Average score of four Engineering Science tests in the first semester  

 

Fig. 4. Average score of four Engineering Science tests in the second semester 
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Fig. 5. Average score of improvement progress in Engineering Science class  

From the experimental data, it can be learned that in the traditional Engineering Sci-
ence teaching mode, students’ average scores on four Engineering Science tests were 
at the pass level, and the results of the four tests were relatively stable with little change. 
After introducing digital education technology into college Engineering Science teach-
ing, it can be learned that the scores on the four Engineering Science tests in the second 
semester increased. Especially at the end of the second semester, that is, one semester 
after using digital education technology, the Engineering Science test score could reach 
88 points, demonstrating the role of digital education technology in promoting college 
Engineering Science classrooms. 

As the findings of the first questionnaire showed that the problems of backward En-
gineering Science teaching modes and single Engineering Science teaching textbooks 
were particularly prominent, the students in this class were investigated again after the 
introduction of digital education technology. This survey mainly reflected on whether 
digital education technology improved the Engineering Science teaching mode and the 
single Engineering Science textbook. The number of students in the experimental class 
was 54, and there was 1 Engineering Science teacher. Fifty-five questionnaires were 
distributed, and 55 were recovered, with a recovery rate of 100%. There was no invalid 
questionnaire with many missing questions. Therefore, 55 valid questionnaires were 
finally entered into the statistics. The 55 people scored the improvement degree of the 
problem, with a total score of 10 points, and the average score was taken finally. The 
questionnaire findings are shown in Figure 5 (Multiple choices were allowed). 

According to the data of the questionnaire, the average score of the students who 
thought that the teaching mode was effectively improved was the largest, 8.5 points, 
followed by the innovation of teaching ideas, 8.3 points, and the score of improving the 
single question of Engineering Science textbooks was 8.2 points. The students in this 
experimental class recognized the innovative role of digital education technology in 
college Engineering Science classrooms, which had a good role in promoting the re-
form of teaching mode, realizing the diversification of Engineering Science textbooks, 
and updating teaching concepts. 
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4 Conclusion 

The speed of diversified development of college Engineering Science is beyond any-
one's expectation. Digital education technology still has some shortcomings in college 
Engineering Science education: First of all, as far as the hardware development of dig-
ital education technology is concerned, the software technology has developed slowly, 
and the Engineering Science education data resource library has not been established; 
secondly, the solution to improve the transmission network speed needs to be improved; 
thirdly, the primary software facilities and platforms used for search and browsing are 
in the initial stage. There are also some problems in college Engineering Science teach-
ing, such as the unscientific application of digital education technology, incomplete 
promotion, and teachers' low utilization rate. As digital education technology gradually 
develops, these issues must be addressed immediately. To better understand the impact 
of digital education technology on college Engineering Science innovation, the analysis 
results should be further improved in the follow-up research. 

References 

1. Sadashiv N, Kumar S M D. Broker-based resource management in dynamic multi-cloud 
environment[J]. International Journal of High Performance Computing and Networking, 
2018, 12(1): 94-109. 

2. Yan L. A study on WeChat-based collaborative learning in college Engineering Science 
writing[J]. Engineering Science Language Teaching, 2019, 12(6): 1-9. 

3. Zein M S. Elementary Engineering Science education in Indonesia: Policy developments, 
current practices, and future prospects: How has Indonesia coped with the demand for teach-
ing Engineering Science in schools? [J]. Engineering Science Today, 2017, 33(1): 53-59. 

4. Adhikari M, Amgoth T, Srirama S N. A survey on scheduling strategies for workflows in 
cloud environment and emerging trends[J]. ACM Computing Surveys (CSUR), 2019, 52(4): 
1-36. 

5. Kowsigan M, Balasubramanie P. An efficient performance evaluation model for the resource 
clusters in cloud environment using continuous time Markov chain and Poisson process[J]. 
Cluster Computing, 2019, 22(5): 12411-12419. 

6. Ratheeswari K. Information communication technology in education[J]. Journal of Applied 
and Advanced research, 2018, 3(1): 45-47. 

7. Sarker M N I, Wu M, Cao Q. Leveraging digital technology for better learning and educa-
tion: A systematic literature review[J]. International Journal of Information and Education 
Technology, 2019, 9(7): 453-461. 

8. Shen C, Xue S, Fu S. ECPM: an energy-efficient cloudlet placement method in mobile cloud 
environment[J]. EURASIP Journal on Wireless Communications and Networking, 2019, 
2019(1): 1-10. 

9. K. -S. Chen and H. -T. Liao, "Mapping the Field of Educational Assessment and Profes-
sional Accreditation in Higher Education: Bibliographic Coupling and Co-Citation Analyses 
for Green and Digital Transformation," 2020 Management Science Informatization and Eco-
nomic Innovation Development Conference (MSIEID), Guangzhou, China, 2020, pp. 281-
284. 

232             X. Zhang et al.



10. C. Tungpantong, P. Nilsook and P. Wannapiroon, "A Conceptual Framework of Factors for 
Information Systems Success to Digital Transformation in Higher Education Institutions," 
2021 9th International Conference on Information and Education Technology (ICIET), Oka-
yama, Japan, 2021, pp. 57-62. 

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
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is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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