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Abstract. The medical insurance fund is an important guarantee for people's 

health.   It is of great significance for the country to maintain the people's liveli-

hood by timely discovering illegal acts and avoiding fund losses. Due to the char-

acteristics of high dimension, large quantity and complex data type of medical 

insurance data, traditional audit methods have been unable to be fully applicable.  

Therefore, aiming at the massive medical insurance data, this paper takes the 

HDFS distributed storage system based on Hadoop as the basic system architec-

ture, makes full use of the data analysis method in big data processing, designs 

and develops the medical insurance fund audit platform for the majority of med-

ical insurance audit professionals, with a clear and friendly analysis process. This 

program can help to improve the accuracy and efficiency of medical insurance 

fund audit work, accelerate the transformation of results of big data analysis tech-

nology, and promote Chinese progress of medical insurance fund audit work. 
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1 Introduction 

With the rapid development of information technology and economic level, in order to 

ensure the rational use of national resources, the state is gradually improving the digital 

and scientific management of national public resources. Among them, the audit man-

agement of medical insurance fund is the primary task of medical insurance reform and 

development. Due to the large number of insured people in our country, the medical 

insurance data involved in the audit has the characteristics of high dimension, large 

quantity and complex structure, so the traditional audit method can’t be fully applied. 

With the increasing popularity of national medical insurance in China, the medical in-

surance audit platform needs to process more and more data. The amount of data in 

many hospitals has risen from TB level to PB level, and these medical data are stored 

in different insured units, insured departments and computers. Therefore, it is required 

that the medical insurance fund audit platform can accurately deal with complex and 

massive data, and can deal with various types of data. In this regard, many scholars put 

forward the use of big data processing technology to solve the above problems.  
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Therefore, based on the Hadoop distributed system infrastructure, this paper aims to 

rationally utilize and optimize existing 5T data analysis algorithms for massive medical 

insurance data, and design and develop a medical insurance fund audit platform for 

medical insurance audit practitioners with a clear and friendly user management inter-

face and data analysis process to promote the progress of our medical insurance fund 

audit. 

2 Research Status 

In order to better realize the management and analysis of medical insurance fund data, 

there have been many researches on the construction of medical insurance fund audit 

platform. Wu Hengliang [1] proposed a "top-down" implementation path for big data 

audit construction from the three dimensions of technology, management and mode, 

including five aspects: big data culture construction, overall planning, team building, 

platform construction, process design and problem breakthrough. Liu Guocheng et al. 

[2] simplified the big data audit platform into complexity, and proposed a theory that 

the big data audit platform can be divided into four service layer sub-platforms: acqui-

sition, pre-processing, analysis and visualization, aiming to improve the intelligence of 

the big data audit platform. Lai Lizhen [3] built a "cloud audit" platform system in order 

to fully optimize and utilize audit resources and better promote information interaction 

and sharing. Based on cloud computing, key elements such as ETL, data warehouse, 

online analytical processing, data mining, intelligent engine and SOA service were in-

tegrated to improve audit efficiency. In addition, Ye Miaomiao [4] et al. also put for-

ward the idea of using multi-layer big data to build an audit platform and realize the 

integration of audit data management sub-platform, audit data analysis sub-platform 

and big data design sub-platform. Helen Brown-Liburd [5], M Cao [6] and Chen Wei 

[7] all discussed the opportunities and challenges faced by the medical insurance fund 

audit platform under the new big data environment, and their research results provided 

a theoretical basis for improving the audit of the medical insurance fund audit platform. 

Through the above introduction, it can be found that there are still the following 

problems in the existing medical insurance audit platform: Few of the existing re-

searches are involved in the practical application; The existing research has some chal-

lenges to the popularization of the platform; The existing research requires auditors to 

be highly professional in computer, which is difficult to operate, and the data analysis 

process is complicated, which increases the difficulty of platform operation. 

3 Platform Design and Implementation 

3.1 Data Collection and Processing 

Data is the most basic and important part of the medical insurance fund audit platform.  

Due to the large population base and many kinds of diseases in China, the data types 

required for medical insurance audit are complex, mainly including inpatient compen-

sation data and outpatient data.  All the data used in this study were desensitized, mainly 
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from medical insurance centers, designated medical institutions and banks in two 

county-level areas: 

1) Relevant data of the medical insurance center: unit network of medical institu-

tions, composition of the number of insured, name of designated medical institutions, 

payment status, medical expenses, composition of medical institution expenses, name 

of insured diseases, settlement of drug costs, settlement of hospital costs, attending doc-

tors, etc. 

2) Some relevant data of designated medical institutions: insured medical institution 

unit, insured user name, personal account information, treatment and medical expenses, 

medical institution fee composition, drug out-of-pocket expenses, hospital expense set-

tlement, etc. 

3) Relevant bank data: accounts of insured units, accounts of insured individuals, 

settlement of medical structures, settlement of medical insurance centers, etc. 

Data processing refers to the modular processing of the original data collected, the 

screening of contradictory data, the cleaning of redundant data, and the supplement and 

adjustment of the data collected with incomplete information, and the batch cleaning of 

the data, so that the subsequent auditors can carry out more accurate data analysis.  

3.2 Platform Architecture Design 

The medical insurance fund audit platform deeply studies the business needs of medical 

insurance fund audit and the new features of the current medical insurance fund audit 

business in China, uses existing big data analysis algorithms and analysis technologies, 

builds a medical insurance fund audit platform based on big data analysis technology, 

and uses multidimensional analysis, query statistics Data analysis algorithms such as 

decision charts are used to analyze and process data. On the overall platform construc-

tion, platform design principles such as ease of use, efficiency, and scalability are also 

implemented, and a medical insurance fund audit platform that is easy for users to op-

erate and system expansion is realized. 

This section mainly introduces the technical architecture of the platform from the 

technical level based on the principle of platform architecture, and further introduces 

the technologies used by the platform at all levels. First of all, in terms of data storage, 

the medical insurance fund audit platform uses Hadoop distributed file storage system. 

The data computing layer mainly uses Spark distributed parallel computing to clean 

and process data. Secondly, the system framework is improved according to the actual 

operational requirements of the audit business. The technical architecture of the medical 

insurance fund audit platform is shown in Figure 1. 
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Fig. 1. Technical Architecture Diagram of Medical Insurance Fund Audit Platform. 

3.3 Platform Database Design 

The data storage system adopted by the medical insurance fund audit platform is 

MySQL and Hadoop HDFS storage system. In HDFS, Excel files are used for storage, 

and the storage is mainly original data. The structured data stored in MySQL is mainly 

used for audit query, statistical analysis and other work in the audit work. 

The first is the design of the conceptual structure of structured data storage and the 

design of the specific contents in the database table according to the conceptual struc-

ture. Next, we will use the E-R diagram of the platform to represent the entities in the 

database and their attribute information, as shown in Figure 2. 

 

Fig. 2. E-R Model Diagram of Medical Insurance Fund Audit Platform. 

In Figure 2, the rectangle represents the entities of the system, namely various infor-

mation tables. The ellipse represents the attribute information of the entity, that is, the 
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attributes in various information tables. The diamond represents the relationship be-

tween entities. Entity relationships in this system are many to many. As can be seen 

from the figure, the entities in the medical insurance fund audit platform mainly include 

user information, fund payment information, outpatient payment information and inpa-

tient compensation information. The attribute content of user information mainly in-

cludes user account, password and authority. The attribute content of fund payment 

information mainly includes outlet name, name, admission time, total expenses, fund 

payment, etc, The attribute content of inpatient compensation information mainly in-

cludes the name of the medical institution, the main diagnosis, the actual compensation 

amount, and the self-paid amount after the rural cooperative medical system compen-

sation. The attribute content of outpatient payment information mainly includes the out-

patient compensation serial number, the name of the medical institution, and the self-

paid amount. 

Unstructured data storage mainly refers to the storage of data files, such as Word 

files, PDF files, etc. HDFS distributed storage system is used in this platform to manage 

unstructured data, and the main file format stored is Excel files. In the storage process 

of HDFS, more than one node is used to store data. Data can be stored in multiple nodes 

without mutual influence between nodes to prevent data loss caused by a node failure, 

so as to improve the reliability and security of the system. The specific storage process 

is shown in Figure 3. 

 

Fig. 3. HDFS Data Storage Process Diagram. 

3.4 Function Module Design and Implementation 

From the above demand analysis, we can see that the main function modules of this 

platform are user login, medical insurance fund data query and data statistical analysis. 

The following will mainly describe the design and implementation of data query and 

data statistical analysis from three aspects of function overview, technical analysis and 

implementation process through flow chart, sequence diagram, code design and other 

ways. 
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⚫ Design and implementation of audit data query function 

The audit data query function is one of the main application functions of the medical 

insurance fund audit platform, which facilitates users to quickly and accurately obtain 

the required data. 

In the medical insurance fund audit platform, the data is mainly divided into three 

categories according to the payment type: fund payment data, outpatient payment data, 

and inpatient compensation data. Then the data query function can be realized in each 

type of data. The specific processing flow chart of the system data query function is 

shown in Figure 4. 

 

Fig. 4. Flow Chart of Audit Data Query Function. 

The audit data query function adopts the front end and rear end separation to improve 

the operation efficiency. The front end uses the Java programming language. The Spark 

SQL distributed memory data query is combined with the Spring Boot framework and 

implemented through Eclipse. According to the query conditions selected and entered 

by the user, the back-end database queries and displays the results in the front end. After 

the front-end user clicks the query button, the front end actually makes a query request 

to the back end, and then the database queries. The final front end page displays the 

results.  

⚫ Design and implementation of audit data statistics and analysis function 
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The audit data statistics and analysis function is one of the core application functions 

of the medical insurance fund audit platform, which aims to achieve the statistics and 

analysis of medical insurance data and provide clear and definite data statistics and 

analysis results for auditors. 

In the medical insurance fund audit platform, multi-dimensional data analysis of 

fund payment data, outpatient payment data and inpatient compensation data is mainly 

realized. Two dimensional analyses are realized for each data type, and the final data 

statistical analysis results are displayed in a visual chart, which helps auditors to make 

the next audit decision. See Figure 5 for the detailed processing flow chart of audit data 

statistics and analysis function. 

 

Fig. 5. Flow Chart of Audit Data Statistical Analysis Function. 

The statistical analysis function of audit data is implemented by combining Spark 

distributed parallel algorithm and Spark R. The main process is to first use Spark tech-

nology to read the cleaned data from Hadoop HDFS, then extract some of the data that 

needs statistical analysis according to different audit requirements, store them in the 

Data Frame in Spark R, and then go to the Data Frame for the next step of data analysis, 

The final data analysis results are written into MySQL, and the E-charts database is 

used to visualize the data results. The specific technical process used in the statistical 

analysis process is shown in Figure 6. 
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Fig. 6. Schematic Diagram of Technical Analysis Process of Audit Data Statistical Analysis 

Function. 

In Spark distributed parallel computing, users submit data analysis requests to 

DataAnalyseController, and DataAnalyseController sends analysis conditions and re-

quests to DataAnalyseDervice. Then SiteBaseDataService and SiteBaseData are used 

to determine the data analysis and implementation methods, retrieve data from Hadoop, 

and finally return the survey results to the client. See Figure 7 for the implementation 

process of Spark distributed parallel computing for specific data statistical analysis 

functions. 

 

Fig. 7. Use Case Diagram of Spark Statistical Analysis Technology. 
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4 Platform Test and Operation Effect 

After the basic business functions have been realized, the next step for the medical 

insurance fund audit platform is to test the platform. The test content is mainly divided 

into two aspects: function test and performance test to determine whether the platform 

meets the business and platform requirements. 

4.1 Function Test 

The function test aims to ensure that all functional modules of the platform can be ex-

ecuted normally, and the processing results are error free, which can support the audit 

work of auditors. The main method of functional testing is the black box method, which 

treats the entire software program as a black box, regardless of the specific implemen-

tation process of the platform. It focuses on testing whether the business functions of 

the platform meet the goals determined in the requirements analysis phase, and records 

the problems that occur in the testing process. 

4.2 Performance Test 

The medical insurance fund audit platform has passed the function test and performance 

test. The specific test conclusions are summarized as follows: 

⚫ Functional test 

The final pass rate of test cases is 100%, and all meet the end criteria of the test, and 

all pass the functional test. 

⚫ Performance test 

According to the performance test results of the medical insurance fund audit plat-

form, the response time and various monitoring indicators of the platform meet the 

business needs, with an average response time of 2 seconds, effectively meeting the 

business needs. 

5 Conclusion 

On the basis of fully investigating the relevant work of medical insurance fund audit 

and the research status at home and abroad, this paper uses big data analysis technology, 

fully integrates the needs of current medical insurance fund audit business, develops 

and designs an easy-to-use and professional web-based medical insurance fund audit 

platform to clean. As the main function module, query and analysis effectively improve 

the efficiency of medical insurance fund audit and relieve the pressure of medical in-

surance auditors in China. 

This paper focuses on the development process of this platform, which mainly goes 

through four stages: requirements analysis, system design, system implementation and 

system testing. The main implementation results of each stage are described as follows: 

1) In the demand analysis phase, we realized in-depth research and learning on the 

audit business of medical insurance funds, understood the current research status at 
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home and abroad and the needs of the majority of medical insurance auditors, and de-

termined the overall functional and non-functional requirements of the platform. 

2) In the system analysis and implementation phase, the overall design principles of 

the medical insurance fund audit platform were elaborated in detail, and the design and 

implementation process of the main functions of the platform and the design and im-

plementation process of the platform database were emphatically introduced, and the 

results of the platform development and design were displayed. 

3) In the system testing phase, we fully tested the medical insurance fund audit plat-

form, tested the internal architecture of the platform with the white box method, and 

tested the functions and performance of the platform with the black box method. Fi-

nally, according to the test results, the platform has passed all tests. 
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