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Abstract. This paper introduces a theory and method for vehicle Telematics
BOX (T-BOX) communication security assessment. The exponential growth of
data generated in vehicles now raises a great deal of data leakage security risks,
while there are a large number of data interaction scenarios. This paper will an-
alyse and explain how to conduct security assessment for intelligent connected
vehicles cloud communication from various aspects such as inter-platform
communication security and vehicle terminal communication security, includ-
ing the tools needed, evaluation methods and how to evaluate and judge the re-
sults, with the aim of ensuring the safe operation of intelligent connected vehi-
cles, preventing accidents caused by security issues, and protecting the lives and
properties of vehicle users and the public.

Keywords: intelligent connected vehicles, information security, vehicle termi-
nals, cloud security

1 Introduction

The automotive industry is rapidly iterating, but at the same time the industry lacks a
security baseline. There are data security issues such as transmission of important
data, leakage of personal information, tampering or replaying of vehicle control type
data in the vehicle terminal and cloud, which seriously affects driving safety, personal
safety and privacy security[1]. On the other hand, the data interaction scenarios of
intelligent connected vehicles show explosive growth, such as data management plat-
form systems, information service system platforms, over the air (OTA) platform
systems, and connected vehicle monitoring and management platform systems, all of
which retain a large amount of various types of data[2].

In recent years, with the introduction of regulations and policies and continuous
strengthening of supervision, many vehicle companies have been carrying out data
security-related capacity building work and gradually building data security protec-
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tion capabilities, but the regulatory standard system has not yet been perfected and
there are difficulties in data compliance practices.

It is extremely difficult to build a complete systemic security solution as there are
policy, financial and capacity barriers for enterprises to carry out technological re-
search and application implementation. It is common for automotive companies to
strengthen their own security protection capabilities by digging into the point pattern
of vulnerabilities and following the research methods and assessment techniques de-
scribed in this paper.

2 Research Background

As a product of the deep integration of multiple industries such as automotive, trans-
portation, electronics and information and communication, the Internet of Vehicles
has now become the focus of attention in the field of information security[3]. As an
Internet service provided by the Internet of Vehicles industry based on cloud compu-
ting and big data, the Internet of Vehicles cloud platform greatly enhances the func-
tionality of Internet of Vehicles applications and improves the user's business experi-
ence, but also introduces the security issues of cloud computing technology itself into
the Internet of Vehicles, such as cloud computing virtualization, multi-tenancy, cloud
computing data security, privacy protection, virtual resource scheduling and manage-
ment issues, etc., which makes the Internet of Vehicles inevitably face security risks
caused by vulnerabilities in the application service itself. For example, some general
application such as Web Server programs, FTP service programs, etc. have their own
security vulnerabilities, and hackers will face the risk of large volume of vehicle in-
formation leakage from the cloud platform and vehicle control by exploiting cloud
platform vulnerabilities and interface injection vulnerabilities, or attempting APP
injection[4]. On the other hand, as the central node of the Internet of Vehicles applica-
tion service, attackers use security vulnerabilities to implement attacks such as inva-
sion and control of the application service platform by using intelligent terminals or
communication networks as entry points, thus leading to a large number of vehicels
being illegally controlled, while threatening the information security and privacy
leakage of the entire network[5]. Possible security vulnerabilities in the operating
system of the Internet of Vehicles cloud platform, as well as the vulnerability of the
operating system itself, affect the security of the cloud service platform. In addition,
security threats due to improper configuration can also lead to a degradation of the
overall Internet of Vehicle security performance.

For the security of communication between vehicles, there is also a current study
by Cheng Huang et al. that proposes a decentralized, accountable, and privacy-
protecting architecture for vehicle sharing services (DAPA)[6]. In DAPA, decentral-
ized and dynamic authentication servers are used to help manage the true identity of
customers instead of a single trusted authority, which greatly reduces the risk of sin-
gle point of failure and establishes decentralized trust for customers.

For intelligent transportation, where vehicles interact with signals, etc., in
Chaopeng Tan's research[7], it is established that we formulate traffic state estimation
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and traffic signal control in a way that can effectively integrate the results of privacy-
preserving data aggregation mechanisms.

However, although some progress has been made, most of the technical frame-
works are not available on a large scale to achieve real implementation, and automo-
tive communication information security still faces many challenges and issues to be
addressed. Therefore, this thesis aims to explore and propose new approaches and
solutions for automotive communication information security to address evolving
security threats and to improve the security and reliability of vehicle communication
systems.

3 Assessment of secure communication between intelligent
connected vehicle platforms

3.1 Two-way Identity Authentication Security

The intelligent connected vehicle remote service and management system is proposed
to need to achieve two-way identity authentication with the server platform prior to
platform login on the client platform, so as to achieve meet the requirements of confi-
dentiality, integrity and availability of the transmitted data[8].

The main traffic difference between one-way identity authentication and two-way
identity authentication is the authentication process for certificates in the process of
establishing a connection in Figure 1. We can operate on the application in the enter-
prise platform server, using the tcpdump tool for server traffic capture, such as using
the command: tcpdump -i any -p -vv -s 0 -w /xxx/capture.pcap, exporting the cap-
ture.pcap package, and using the wireshark tool to analyse it to check whether there is
a Certificate message after the Server Hello Done request and before the Client Key
Exchange, so as to achieve the purpose of two-way identity authentication.
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Fig. 1.Two-way authentication traffic characteristics.
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3.2  Data Unit Encryption

In the process of data transmission involving the Internet of Vehicles, the key of the
encrypted data unit should be different from the key used in the secure communica-
tion protocol[9], we can click on the Server Hello data packet to view the cipher suite
whose content means: TLS + key exchange negotiation protocol + signature algo-
rithm + WITH + encryption algorithm (key length) (GCM mode) + digest algorithm
in Figure 2, we can check whether the type of encryption algorithm in the cipher suite
is different from the signature algorithm, where the key used in the secure communi-
cation protocol corresponds to the signature algorithm (for authentication) and the key
of the encrypted data unit corresponds to the encryption algorithm (for encrypting the
content of the transmission).

158 16.015203 120.133.59.143 192.168.1.5 TLSv1.2 328 New
159 16.017184 192.168.1.5 126.133.59,143 TLSv1.2 228 App.
160 16.017411 192.168.1.5 126.133.59.143 TLSv1.2 494 App.
161 16.051258 12@.133.59.143 192.168.1.5 TCP 54 443

Version: TLS 1.2 (@x@3@3)

Random: d4f1fa991152ebbc@56db5e5dd87981ee7c45d41b7b7e7164b6402dcd45916el
Session ID Length: @

Cipher Suite: TLS_ECDHEZSB_GCM_SHABEQ (@xce30)
Compression Method: null—(®

Extensions Length: 32

L Extension: renegotiation_info (len=1)

Fig. 2.cipher suite.

3.3  Protocol Version Downgrade Security

An important point in verifying secure communication protocols is whether the proto-
col used is TLS 1.2 or above and whether downgrading is allowed, for example to
TLS 1.1, TLS 1.0 or SSL 3.0, SSL 2.0. If downgrading is supported, there may be a
risk of a downgrading attack in which an attacker deliberately causes the system to
abandon newer, more secure ways of working and instead use older, less secure ways
of working prepared for backwards compatibility, significantly weakening the securi-
ty of the encrypted communication protocol and enabling an attack that would other-
wise not be possible.

Security operators need to ensure that the platform disables both TLS session rene-
gotiation (including server-side secure renegotiation, client-side secure renegotiation,
and client-side insecure renegotiation) and TLS compression. Figure 3 shows the
results of the ssl protocol detection tool, and we can see that both of these functions
are turned off.

Sleeping POODLE No (more info) TLS 1.2 :0xc027

Downgrade attack prevention Yes, TLS_FALLBACK_SCSV supported (more info)
SSLITLS compression No

RC4 No

Fig. 3.Protocol version downgrade.
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Because of the risk of an Insecure Renegotiation (CVE-2009-3555) insecure rene-
gotiation vulnerability if TLS session renegotiation is turned on, and renegotiation
disabling is required for this assessment item.

The TLS session compression case may be affected by a vulnerability of CRIME
(CVE-2012-4929), a security risk caused by SSL compression through which private
cookies transmitted by the HTTPS protocol can be stolen.

3.4  Certificate Security

Check the encryption algorithm used to determine the level of encryption algorithm,
SM2, RSA (length not less than 2048 bits), SM4, AES or the same level and higher
encryption algorithms, while the validity period of the certificate should not be greater
than 365 days (this validity period refers to the validity period when the certificate is
issued, the current CA industry standard validity period is one year, near the expiry of
the replacement certificate will be notified, the general situation are in line with) and
ensuring key security (The current certificate issuance, renewal and revocation are
generally managed by domestic CA authorities, and enterprises may also have their
own CA certificate management platform, which can be managed by themselves, and
if the certificate is updated, ensure that a secure communication protocol is used when
issuing server certificates and CA certificates) .

3.5  Session Renegotiation and TLS Compression

Verify that TLS session renegotiation and TLS compression are disabled for secure
communication protocols. TLS session renegotiation (including server-side secure
renegotiation, client-side secure renegotiation, client-side insecure renegotiation) and
TLS compression should be disabled at the same time. The TLS session renegotiation
on case may be at risk from the Insecure Renegotiation (CVE-2009-3555) insecure
renegotiation vulnerability.If the protocol supports secure renegotiation, it will gener-
ally not be affected by this vulnerability, but renegotiation needs to be disabled for
this assessment. TLS session compression may be vulnerable to CRIME (CVE-2012-
4929), a security vulnerability caused by SSL compression, through which private
cookies transmitted by the HTTPS protocol can be stolen.

Open it with wireshark, find the TLS packet in PROTOCOL and also look for the
packet with INFO content clienthello, click on the packet to view the Compression
field: the client can submit one or more methods that support compression. The de-
fault compression method is null, which means no compression. TLS compression has
been disabled as analyzed in Figure 4.
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Fig. 4.Protocol compression.

4 Security assessment of vehicle terminals, vehicle infotainment
systems and platform communications

4.1  Vehicle Terminal Traffic Capture Method

Firstly, we should access the vehicle terminal system through Android Debug Brige,
ssh, telnet, etc. The vehicle terminal system is usually linux or similar unix system,
we can use tcpdump and other tools to capture the traffic of the vehicle terminal T-
B0X, and then use the netcat tool to export the captured packets to the local, a traffic
packet in the format of pcap can be obtained as shown in Figure 5, or use the adb pull
command to export and use wireshark to analyse the traffic.

~/Desktop

capture.pcap cd: no or directory:

~/Desktop

~/Desktop

L] ~/Desktop/: 2 -3
R

Fig. 5.Export capture data package.

At the same time, we can have our PC program an open hotspot for the vehicle in-
fotainment system to connect to, and use wireshark to listen to the local NIC and get
the packets that the vehicle infotainment system is interacting with the cloud. In the
next step, we can obtain the interactive IP address of the data packet through a com-
mand similar to tshark -r TBOX.pcap -T fields -e ip.src>TBOX.txt.
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4.2  Vehicle Cloud Platform Monitoring and Management

The enterprise platform should monitor and manage the information security of vehi-
cle terminals, and should be able to provide vehicle terminal-related data and tracea-
bility means for information security emergency response after information security
problems arise in vehicle terminals. Determine whether the enterprise platform has
information systems for monitoring the information security status of vehicle termi-
nals, such as IDPS and emergency response centre, as well as using the addition of
probes at the vehicle end to report data with the cloud platform, and the cloud plat-
form for unified data management and retention[10].

Login to the corresponding platform or check the relevant functions in the devel-
opment documents to check if the information security status of the vehicle terminal
can be monitored in real time, whether there are corresponding logs, recording com-
prehensive information, such as: security event records, attacked by xx, attack source
IP, whether the attack was successful, the attack was intercepted or blocked IP and
other processing. It is necessary to have monitoring means for information security of
the vehicle terminal, and at the same time, for the data generated, ensure that the rec-
ord content is comprehensive and retained for a long time.

4.3  Vehicle Cloud Platform Communication Integrity Assessment

In addition, if the vehicle infotainment system is Android, we can also use the adb
shell settings put global http proxy +IP +PORT command to configure the global
proxy for the vehicle infotainment system, and combine it with the burpsuite tool, the
data related to the upgrade process and user login authentication process in the vehicle
infotainment system was captured for further traffic tampering and replay, where we
can configure the proxy in the proxy module, as shown in Figure 6.

The packets from the burpsuite proxy module were modified and replayed in the
Repeater module to check if the enterprise platform server on the right responded to
the modified packets sent.It is necessary to focus on trying to check if the platform
provides integrity protection measures for authentication data, important business
data, important audit data, important configuration data and important personal in-
formation during transmission for communication with the vehicle terminal.

[
Burp Project Intruder Repeater Window Help

Dashboard Target Intruder Repeater Sequencer Decoder Comparer Extender Project options User op

Intercept HTTP history WebSockets history

) P
o/

oy " 4
$9% Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its pr

Add Running Interface Invisible Redirect Certificate TLS Protocols

Edit 127.0.0.1:8080 Per-host Default
/] 70.15.1,206:6668 ] Per-host Default
Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can import or export this certi!

Import / export CA certificate Regenerate CA certificate

Fig. 6.Configure local tool proxy.
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5 Conclusion

Due to the particularity of the vehicle as a human transport device, vehicle infor-
mation security is closely related to functional security. A breach of a certain link not
only means that user data is stolen and information is leaked, but also likely to direct-
ly lead to the control of the vehicle's internal bus network and the counterfeiting of
information in the vehicle, thus threatening the safety of the occupants themselves.

The current trend of information security incidents of intelligent connected vehi-
cles is increasing year by year, and there have been many attacks of hackers illegally
controlling intelligent connected vehicles through remote, effective threat detection
and security protection has become the cornerstone of the rapid development of intel-
ligent connected vehicles. The cloud communication security of the Internet of Vehi-
cles is an important element to ensure the healthy development of the Internet of Ve-
hicles industry, and runs through all aspects of the Internet of Vehicles service appli-
cations, and is not only an important force to promote the development of intelligent
connected vehicles products, but also an important part of the information security
industry[11]. With the development and deepening application of the Internet of Ve-
hicles technologys, it faces increasingly complex means of network attacks.

The technical approaches described in this paper are relatively basic in their as-
sessment. In a real environment, where hackers are more flexible in their attack meth-
ods, providers of the Internet of Vehicles products should build a more secure net-
work infrastructure and configure it correctly to block attacks from the underlying
physical network and virtual platform, and rely on professional security operations
and maintenance staff to carry out compliance audits, statistical analysis, alarm analy-
sis and other measures to prevent and mitigate security issues arising in business op-
erations.
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