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Abstract— The smart devices, commonly referred to as loT
devices, are experiencing a significant surge in demand and are
becoming increasingly integrated into our daily lives. Cyber
felons perceive monetary potential, thereby intensifying and
setting apart their assaults. One of the risks faced by IoT
device enthusiasts is that threats can arise unexpectedly, and
seemingly harmless methods can turn into powerful tools for
illegal activities. Possible paraphrased text: - Crypto currency
could be subject to hostile withdrawals, DDoS attacks, or
botnet schemes that expose computers to harm. - Perils for
crypto currency users may include malicious withdrawals,
DDoS assaults, or botnets that exploit vulnerabilities in
computer systems. - Risks to cryptocurrencies could entail
malevolent withdrawals, DDoS offensives, or botnet activities
that expose devices to compromise. - Threats to digital coins
might involve harmful withdrawals, DDoS attacks, or botnet
campaigns that compromise the security of computers. -
Challenges facing virtual currency could involve malicious
withdrawals, DDoS strikes, or botnet activities that
compromise the confidentiality of computing devices. Once the
IoT system belonging to the victim is infiltrated, the malwares
seize command of the device and engage in malevolent actions.
In this paper, the LR classification technique is suggested to
cluster IoT app service calls to kernel API calls that are related
to network. By utilizing LR, the pool network connected
unidentified executable API calls that executed malicious
activities specifically targeting IoT devices. After setting up the
10T kernel's network of API calls, a LR algorithm was utilized
to identify the closest association to the harmful behavior. The
study involved evaluating 1621 malware specimens, derived
from diverse sources and representing all malware groups,
yielding an optimistic precision rating of 99.39% and a false
positive rate of 0.1%.

Keywords— Internet - of - Things, Firmware, API calls,
Logistic Regressionm, Machine Learning, Backdoors, Malware.

L INTRODUCTION

Malware pertains to detrimental software intentionally
established to infiltrate your computer or any other electronic
device for the aim of inducing harm. According to
specialists, IoT technology is at risk of being targeted by
malware attacks. Their lack of security measures causes them
to stay connected to the internet continuously. Enumerated
are various possible hazards capable of causing harm to your
IoT gadget[1].

Firmware is the term used to refer to the software which
manages the functions of an IoT gadget. It functions as a
middleman connecting the hardware and external
surroundings, typically identified as either embedded or OS-
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based firmware. Customized firmware, which is the software
that runs on IoT devices, is often utilized because of the
limited resources available on these devices[12]. In many
cases, it may be cost-effective for device manufacturers to
hire software developers with extensive familiarity of the
hardware so that they can produce embedded software, also
known as firmware, that seamlessly integrates with the
hardware.

Develop a thorough understanding of all the equipment
present in your network. Introduce effective measures to
inspect and assess network logs in order to comprehend the
communication activities and operations of all devices that
are connected to your network. Make changes to all default
passwords. Although it may not always be feasible to
execute password management measures, a crucial initial
step for installing company-owned IoT devices involves
enhancing passwords and incorporating two-factor
authentication.

Keep up-to-date by regularly revising and rectifying any
missing sections or faults. Operations on a daily basis across
numerous  industries, including manufacturing and
healthcare, heavily rely on the utilization of IoT devices. It is
important to stay updated on any recently discovered security
vulnerabilities and consistently update your device's security
with the latest patches. Create independent networks for
Internet of Things devices. To hinder any sideways
progression, it is recommended that autonomous networks be
equipped with IoT devices, isolated and controlled with
limitations on ingress and egress network traffic. To reduce
external network connectivity, restrict communication solely
to essential IPs and ASNs and block unnecessary port
entry[10].

It is anticipated that embedded software engineers will
fulfill two roles simultaneously. In addition to creating the
firmware, they also design the applications necessary for
hardware communication, such as drivers, and the software
that allows for user interaction, such as the configuration
interface[9]. Just as computers advanced from using
firmware in ROM to having an operating system like MS-
DOS to improve their capabilities, IoT devices are
undergoing development and growth[2]. Typically, an IoT
device functions through an OS that affords a degree of
segregation between the hardware and additional software
running on the device.

Introducing the IoT operating system enables a distinct
allocation of responsibilities through the implementation of a
boundary between the device's application software and the

A. K. Visvam Devadoss et al. (eds.), Proceedings of the 6th International Conference on
Intelligent Computing (ICIC-6 2023), Advances in Computer Science Research 107,

https://doi.org/10.2991/978-94-6463-250-7_8

®

Check for
updates


http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-250-7_8&domain=pdf
https://doi.org/10.2991/978-94-6463-250-7_8

38 A. Punidha et al.

hardware underneath. Highly skilled software engineers who
possess deep understanding of hardware can now devote
their time to developing device drivers, while software
programmers who do not require extensive knowledge of
hardware can concentrate on creating smart software for the
device [13].

A popular choice for many device manufacturers is
Busybox, which is essentially a simplified version of the
Unix operating system. It includes commonly used tools,
takes up minimal storage, and provides a range of Unix
features all within a single program. IoT devices rely on
wireless communication as a standard feature, enabling them
to operate seamlessly in any area of your living or work
space. The communication demands of the device differ
depending on its intended purpose.

Prerequisites for protecting IoT devices from malevolent
software. While it's impossible to completely avoid malware
attacks, effective techniques exist to identify and hinder
them, effectively safeguarding your computer systems from
harmful programs. Employ secure techniques to authenticate
your identity. Deploy multi-factor authentication by
introducing additional elements beyond just passwords, like
PINs or security questions. Malware typically possesses
equivalent access rights as the logged-in user, which is a
prevalent occurrence[3]. Typically, accounts that are not
designated as administrators have limited access to the
computer or network system's most susceptible areas. To
guarantee safety measures, it is recommended to use the
administrator account only when necessary and consistently
follow the principle of minimum privileges[7]. Provide users
with only the -crucial functionalities, services, and
information required for completing their tasks[11].

II. RELATED WORK

Kalutharage et.al., Machine Learning has become
increasingly popular in creating intrusion detection systems.
These systems have demonstrated remarkable abilities in
identifying attacks[4]. The challenge of developing IoT ML-
powered IDS (Intrusion Detection Systems) lies in the
obscurity of their decision-making approach and the lack of
attack data to facilitate their training, posing a significant
barrier. Employing methods for detecting anomalies and
examining anticipated results in connection with feature
contribution or executing analysis on impacts based on
features can augment the trustworthiness of those holding a
vested interest. In this paper, a novel strategy for monitoring
IoT security is presented. This entails combining deep auto
encoder models and Explainable Artificial Intelligence (XAI)
to assess the precision and reliability of detecting attacks
generated by machine learning-based IDSs. We propose a
strategy to improve the ML-based decision-making process
of IoT security monitoring, with the goal of reducing
uncertainty related to predictive results. It reduces the
uncertainty in the process by providing intricate information
on the factors that influence the forecast and the extent of
their influence. Our methodology makes use of SHAP
(SHaply Adaptive values exPlanations) to establish a
connection between suitable credit distribution and specific
explanations at a local level, resulting in measurable data that
sheds light on the rationale behind every forecast. The
utilization of the USB-IDS benchmark dataset yielded a
success rate of 84% in recognizing harmless operation and a

perfect rate of identification of likely breaches during the
evaluation process. Our experiment has demonstrated that
the integration of XAI into the autoencoder model is
effective in removing the need for malicious data during
training and ensuring accurate identification of anomalies
with a high level of certainty in the event of an attack.

S. Gaba et.al., Detecting IoT malware is a major challenge
due to the absence of a safety plan and the distinct features of
IoT devices, which have different processor designs[5].
Especially when detecting malicious software that has the
potential to harm various kinds of Internet of Things devices.
The primary focus area of the community security
department is presently identifying malicious software in the
realm of the Internet of Things. Several tests rely on either
dynamic or static analysis for identifying IoT malware,
however, static methods prove to be superior in handling the
difficulty of various technologies. This piece provides a
detailed examination of identifying stationary malicious
software in the context of the Internet of Things. At the
outset, we provide an explanation, advancement, and
probable hazards related to malware in IoT[10]. Afterwards,
they condense, analyze, and inspect recent suggestions for
detecting malware in IoT. At last, we have effectively
identified the exact techniques for forthcoming evaluations.

N. Nimalasingam et.al., Incorporating IoT devices has
become a critical necessity in modern times, spanning from
handheld devices to automated industrial machinery and
even automobiles equipped with ToT technology[6]. The IoT
realm observes an average of over 100 device connections in
one second, leading to an immense amount of data being
produced and incorporated into the environment. The value
of information is noteworthy, and occasionally
immeasurable, making it a prime target for cyber attackers,
leading to an increase in instances of cybercrime. It is
critically important to promptly detect malicious software in
the Internet of Things (IoT)[9]. By employing Machine
Learning algorithms, researchers have achieved a successful
result in identifying Internet of Things (IoT) malware
through the examination of their network traffic traits in a
forensic manner. The strategy consists of carefully selecting
the most unique features and combining them with the binary
characteristics of the various types of malware. Diverse
features of network traffic were utilized to analyze a large
dataset containing various network traffic collections. As a
result, through the process of feature extraction for each type
of malware, the proposed model achieved an almost perfect
detection accuracy rate of 100% during the experimental
phase of the study. To improve this model, incorporating the
level of fog integration in the IoT layer could enhance
machine learning's ability to detect harmful packet
transmissions to the primary network.

III. THEORETICAL BACKGROUND

DELINEATION OF FIRMWARE ATTACK DETECTION USING
LogGISTIC REGRESSION (FAD-LR)

The process of logistic regression is associated with
categorizing information. The objective is to forecast a result
IoT executable file API that can be classified into two
distinct groups by utilizing a variety of uncorrelated
elements. There are only two potential outcomes within a
binary scenario, with one being the occurrence of an event
malicious (1) and the other being its non-occurrence benign
(0). Independent variables are those that are capable of
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influencing the dependent variable, specifically those that
potentially affect the end result[8]. To categorize an
executable as potentially dangerous or benign. In order to
apply linear regression to tackle this problem, it is essential
to establish a threshold that can assist in the process of
classification IoT API calls. In situations where the
projected numerical result for a malicious category is 0.3 and
the threshold is set at 0.6, the data point could be
inaccurately categorized as harmless, resulting in serious
consequences during real-time IoT devices or application
running scenarios. Thus, it can be deduced that linear
regression is not an appropriate approach to solve
classification issues. The boundless nature of linear
regression calls for the utilization of logistic regression. The
values assigned to them are restricted to a specific range of 0
to 1 and cannot surpass that boundary.

™~

Fig 1 : Delineation of Firmware Attack Detection Logistic Regression
Model

The mathematical model known as Logistic Regression (LR)
can be formulated as follows,
pe(E)
g<1 - pe(E)) = B0+ BI1E
E represents the various scale values of IoT API calls applied
in runtime.
The mathematical concept referred to as odds, symbolized by
p(e)/(1-p(e)), on the left side of the equation, is equivalent to
the logit or log-odds function. Odds, which are commonly
referred to as the likelihood of failure because of the missing
information of IoT API calls, serve as a measure for
determining the probability of success. Therefore, Logistic
Regression transforms a mixture of various IoT device API
inputs to logarithmic form, resulting in a 1 output. The
function that follows is the opposite of the previously
mentioned one.
oBO+B1E
P(E) = T gpeme
Consistently, the result is a likelihood estimation that lies
between the values of zero and one. By employing the
Sigmoid function, it becomes feasible to convert expected
values into likelihood estimates and better analysis of [oT
API calls. The sigmoid procedure converts a benign IoT
executable to numerical quantity into a number that falls
within the range of 0 to 1. In the domain of artificial
intelligence, the utilization of sigmoid is necessary to
transform forecasts into likelihoods.

The sigmoid function in mathematics may be expressed as
follows:
1

® =1

The utilization of cost functions in machine learning is
intended to estimate the deficiency displayed by models
while they are functioning. Simply put, In IoT executable
analysis the cost function acts as a measure to assess how
accurate a model's estimation is in deciphering the
correlation between input factor E and output factor O.
Usually, this phenomenon is articulated as a difference or
discrepancy between the estimated and actual numerical
values. The aim of a LR model based on machine learning is
to identify the weights, parameters, or configuration that can
result in a significant reduction of the cost function during
analysis of [oT API calls [15].

Convexity in a function ensures that there are no points of
intersection between any two points on the curve, whereas a
non-convex function must have a minimum of one point of
intersection. When considering cost functions, a convex form
guarantees a minimum value that is applicable globally,
whereas a non-convex form only ensures minimum values
within specific regions [9].

The estimated probability is the result produced by the
hypothesis. This is employed to deduce the degree of
certainty that the predicted outcome matches the real
outcome when a particular IoT API call input E is provided.
Take into account the following instance. The probability
estimation is the outcome of the supposition. This is
employed to establish the level of trustworthiness in the
relationship between the predicted and actual values, given a
particular input E. In an analysis the attack involves portable
executables, if the el value is considered; it appears to result
in a calculated probability of 0.7. As per the declaration,
there is a 70% chance that IoT executable could result in
harm.

he(x) = P(Y =11 X; theta)
Probability that Y = 1 given X which is parameterized by
'theta’.
E(e=1|E;theta) + E(O=0|E;theta) =1
E(e=01E;theta) =1—P(0 =1 |E;theta)

The application of data is achieved through the use of the
linear regression model, followed by the application of a
logistic function that can predict the categorical dependent
variable.

Cost(cO(e),O(actual)) = —log(c © (e))ife=1

—log(1-c© (x))ife=0

Cost(co(e), 0) = —olog(ce(0)) — (1 — 0)log(1 — he(e))
Ify =1, (1 — y) term will become zero, therefore
—log(he (x)) alone will be present
If y = 0, (y) term will become zero, therefore —log(1 —
hg(x)) alone will be present
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The root cause of this unfavorable conduct can be attributed
to our focus on minimizing the loss function while
concurrently augmenting the likelihood during the training
process[14]. If it is assumed that the samples are from an
identical and independent distribution, reducing the cost
would lead to an increase in the maximum probability.

IV. EXPERIMENTAL RESULTS AND COMPARISON

IoT malevolent program collection [18,19,20] is utilized
to dissect and is fundamentally designed to execute web
connections. All malware tests are assessed in IoT [21], with
an accentuation on the obscure executable that will attempt
evil activity to reach the web. The backdoor virus's IoT
firmware [16] made utilize of a number of API calls. Too,
they found that firmware has less of an accentuation on
commerce organize endpoints and more of a center on
shopper products such savvy domestic contraptions, lighting
installations, indoor regulators, domestic  security
frameworks, and cameras. Utilizing Windows API calls, the
LR algorithm[17] was utilized to pre-process each test. With
a essential center on common IoT framework API calls,
LRLearning has boosted inner keenness to related unsafe
organize association API demands that are related to
malware test API calls. The model's method, which uses LR
and groups similar information together, helps make new
discoveries. Advance particular net-work association API
calls have been found interior an inner malware API call
connected to the Internet of Things. Fig 2 and 3 demonstrate
the feature selection of the different API calls in the IoT
executable dataset and comparisons with several machine
learning models that used the suggested FAD-LR-IoT. Fig 4
presents the confusion matrices of the proposed model.
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Fig 4. FAR-LR-IoT model Confusion matrics.

V. CONCLUSION AND FUTURE WORK

A significant number of malicious software utilizes APIs
of IoT systems to carry out partially assessed harmful actions
on the intended device. By making use of the entire
bandwidth available on the IoT mobile network, malicious
software spreads unsolicited messages and simultaneously
gathers personal information from users, sending it to a
server controlled by a hacker. The proposed study employs
the LR Learning method for clustering malicious executables
and firmware API calls that execute network activities in the
realm of the Internet of Things. By utilizing an extensive
Logistic  Regression  Learning method, additional
resemblances to the hazardous actions of any executable
were sought out. The legitimate success rates false positive
for the firmware attacks on various IoT devices are 99.39%
and 0.1%, in that order. There will be an increase in the
utilization of additional IoT APIs in the near future for
conducting harmful network actions.
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