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Abstract. With the development and utilization of space, the probability of space 
safety emergencies is increasing, and the study of the prevention of space security 
emergencies is needed to safeguard space security and prevent the occurrence of 
various space security emergencies. This paper introduces the analysis model of 
the space safety emergency mechanism, designs an evaluation indicator system, 
builds a weighting calculation model of the “Starlink” based on the mechanism 
of space safety emergency, and analyzes the risk assessment method of a space 
safety emergency. The cross-analysis of different risks was used to divide the 
accidents, and the main work of prevention of space safety emergencies was car-
ried out. 
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1 Introduction 

Space security emergencies are sudden events that require space access and personnel, 
space access and use activities, space development rights, other countries that are af-
fected by space, and the ability to ensure space’s sustainable security, or may cause 
threats and damage, and need to take emergency measures to respond to emergencies. 
As the world’s development and utilization activities of space continue to extend, the 
natural and human factors of space security are increasing, and the probability of a 
space security emergency is getting higher and higher. At present, the research on emer-
gency prevention is gradually further, but the space safety emergencies and their pre-
vention research are still blank, and the lack of scientific methods is a way to guide the 
prevention of space security emergencies. This leads to effective prevention and pre-
vention in the face of various kinds of space security emergencies. 

At present, there are many research methods for sudden events. Cui et al. 1 put for-
ward that the calculation method of aviation safety and the numerical value is proposed 
to reflect the safety level of aviation. Chen et al. 2 build the fault tree model of fire 
accidents, and the structural importance of the basic events in the fault tree is analyzed 
by the Boolean rule, and the prevention of fire accidents in the subway is provided with 
new ideas and theories. Based on the real demand for space security, this paper studies 
the prevention of space safety emergencies by using the risk assessment method and 
the cross-analysis method. 
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2 Analysis model of space safety emergency mechanism 

The production and development of space safety emergencies are the results of multiple 
internal and external factors, and in the research of existing disaster theory, disasters 
are the result of the combination of the disaster environment, the disaster factor, and 
the disaster body3-4. In the course of the development of disasters, the participation of 
human emergency management can lead to changes in the state of the emergency, 
which may prevent the occurrence of emergencies or make emergencies in a more se-
rious direction. Therefore, in the analysis of the mechanism of space safety emergency, 
the “control factor” representative should be introduced as the intervention factor. A 
space safety emergency was described in the case of the disaster environment, the dis-
aster factor, the disaster body, and the control factor 5. 

The disaster factor is the main body of the space security emergency. For example, 
solar activities, physical environments in space, various cosmic rays, meteorites, com-
ets, space debris, atmospheric environment, geographical environment, geographical 
location, and human space competition and technical management. 

The disaster body is the object of the space safety emergency. For example, space 
assets such as spacecraft systems, ground infrastructure, space information links, space 
resources such as space orbit resources, space-frequency resources, and space re-
sources, as well as astronauts, technicians, and relevant people affected by space activ-
ities. 

The disaster environment is the external environment of the disaster factor and the 
disaster body, and the different environments of the same disaster factor and body cause 
completely different consequences. The condition of the pregnancy disaster is mainly 
manifested in the land environment, marine environment, air environment, atmospheric 
environment, and space environment. 

The control factor is a measure to reduce the loss of events. All measures taken by 
people in the process of space safety emergency management will affect the final di-
rection of the event. 

The emergence and development of space safety emergencies is the process of the 
effect of the disaster factors in a given one in a single pregnancy environment, which 
is used in the process of the interaction of the disaster body, as shown in Figure 1. 

 
Fig. 1. Mechanism description of space safety emergency 
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3 Method of risk assessment 

Comprehensive use of risk assessment method to study the risk of space safety emer-
gencies needs to design the evaluation indicator system and construct the weighted cal-
culation model. This helps to quantify the possibility and severity of risk, providing 
more reliable support for the prevention of space security emergency managers in space 
security emergencies. 

3.1 Design evaluation indicator system 

According to the mechanism of space safety emergency and the evolution process, the 
evaluation indicator system of the disaster factor, the control factor, the disaster envi-
ronment, and the disaster body is transformed into the actual risk assessment process. 
The indicator system mainly sets the possibility(p) and severity(c) as primary indica-
tors, and according to the characteristics of different emergency risks, the two primary 
indicators are detailed and classified, the secondary and tertiary indicators are set, and 
the complete evaluation indicator system is established. 

There is an example of the indicators of the US Space X company’s “Starlink” sat-
ellite security emergency risk. On February 3, 2022, 49 “Starlink” satellites took off in 
the “falcon-9” rocket. According to the launch program, all satellites first entered the 
210-kilometer book of the lowland sphere, waiting for “initial system inspection” to 
restart the electric propeller movement to rise to 540 kilometers. On February 4, how-
ever, a small magnetic storm at the G1 level had been launched, and air resistance in-
creased by 50% compared with previous launches. For this, SpaceX has set the satellite 
as a “safety model”, turning the satellite into fly edge-on mode to minimize air re-
sistance and effectively avoid the magnetic storm. But the strategy did not work, and 
the increased resistance makes the satellite leave the safety model, leading to the ina-
bility of multiple satellites to rise. According to subsequent data, this group of 49 “Star-
link” satellites eventually had 38 falling atmospheres burning the body 6. 

In the aspect of the disaster factor, the sun activity indicator is set up; in the aspect 
of the disaster environment, the space environment and atmospheric environment indi-
cators are set up; in the aspect of the control factor, pre-preparation, process disposal, 
and post-disaster management indicators are set up; in the aspect of the disaster body, 
the result indicator is set up. The seven secondary indicators were classified by two 
levels of probability and severity, and there were several three levels of indicators under 
each secondary indicator. These seven secondary indicators include the necessary fac-
tors in the “Starlink” satellite security emergency, as shown in Figure 2. 
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Fig. 2. A schematic diagram of the “Starlink” event based on the mechanism of space safety 

emergency 

Under each secondary indicator, the actual situation of the case of a satellite safety 
emergency event is set up, and several three levels are set, and the target settings are 
shown in Table 1. 

Table 1. Indicators of satellite safety emergency risk of Starlink 

Primary indicator Secondary indicator Tertiary indicator 

Possibility  
indicator 

1. Sun activity 
1.1. Variation of geomagnetic perturbation in-
dicator 

1.2. Changes in the solar radiation indicator 

2. Space environ-
ment 

2.1. The effect of the vacuum environment 

2.2. The effect of a neutral atmosphere 

2.3. The effect of plasma 

2.4. The effect of the radiation environment 

2.5. The effect of meteorites and space debris 

3. Atmospheric  
environment 

3.1. Changes in atmospheric density 

3.2. Atmospheric temperature changes 

3.3. Is there extreme weather 

4. Pre-preparation 

4.1. Whether the weather status forecast is ac-
curate 

4.2. Whether the spatial disaster level forecast 
is accurate 

4.3. The “Starlink” satellite’s hall effect is suf-
ficient 

4.4. Is the satellite itself a technical flaw 

5. Process disposal 

5.1. The spatial environment model is accurate 

5.2. The station’s atmospheric density test is 
accurate 

5.3. Whether the atmospheric density inversion 
is accurate 

432             C. Wang et al.



5.4. The reliability of the satellite safety model 

5.5. SpaceX company’s technology 

Severity indicator 

6. Post-disaster 
management 

6.1. Whether to set up contingency plans 

6.2. Do emergency exercises 

6.3. Management and technical personnel’s 
emergency handling ability 

7. Result indicator 

7.1. Will there be a derivative accident 

7.2. The amount of property loss caused 

7.3. Will there be casualties 

7.4. Will it cause space pollution 

3.2 Build the weighting model 

This paper uses the analytic hierarchy method to determine the weights of each second-
ary indicator and the tertiary indicator 7. 

 P = ∑ 𝑇௜𝑊௜ = ∑ (∑ 𝑌௜௝
௠೔
௝ୀଵ 𝑊௜௝)

௡
௜ୀଵ

௡
௜ୀଵ 𝑊௜ (1) 

In the formula: 
P-evaluate the calculated value of the object risk probability; 
n- the secondary indicator number; 
Ti-the secondary indicator scores of items i; 
Wi-the secondary indicator weight of item i; 
mi-the tertiary indicator number under the secondary indicator of item i; 
Yij-the tertiary indicator scores of item j under the secondary indicator of item i;  
Wij-the tertiary indicator weight of item j under the secondary indicator of item i. 
And the same thing, we’re going to compute the c. After calculating the weight, the 

risk level is evaluated by building the risk judgment matrix. The risk judgment matrix 
is a qualitative risk assessment analysis method that can comprehensively evaluate the 
possibility and severity of danger8, as shown in Table 2. 

Table 2. Risk decision matrix 

Possibility 
Severity 

Level I Level II Level III Level IV 

A 
I A 

(Major risk) 
II A 

(Major risk) 
III A 

(Greater risk) 
IV A 

(General risk) 

B 
I B 

(Major risk) 
II B 

(Major risk) 
III B 

(Greater risk) 
IV B 

(General risk) 

C 
I C 

(Major risk) 
II C 

(Greater risk) 
III C 

(General risk) 
IV C 

(Low risk) 

D 
I D 

(Greater risk) 
II D 

(General risk) 
III D 

(General risk) 
IV D 

(Low risk) 

E 
I E 

(General risk) 
II E 

(General risk) 
III E 

(General risk) 
IV E 

(Low risk) 
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3.3 Application of risk assessment method 

Since human space activities, all kinds of space safety emergencies have been common. 
In combination with the actual analysis of space activities, space security emergencies 
can be divided into eight categories, which are security emergencies, ground infrastruc-
ture security emergencies, space information link security emergencies, space orbit 
safety emergencies, space-frequency safety emergencies, space mining safety emergen-
cies, training test safety emergencies, and space access and safety emergencies. In re-
sponse to the risk of these emergencies, the chain of the mechanism of each risk and 
the corresponding secondary and tertiary indicators are established. The risk assessment 
method can be applied to all kinds of space safety emergencies. 

The specific method of assessment is by establishing the system of risk assessment 
indicators of various events and according to the case, characteristics, and expert expe-
rience, the indicator weight and scoring are determined by the weight calculation 
model. Refer to the risk probability and severity classification standard comparison ta-
ble, and determine the corresponding relationship between the grade and the two values, 
as shown in Table 3. The risk level of the event is obtained by the risk decision matrix 
in Table 3, which is shown in Figure 3. 

Table 3. Classification criteria for risk probability and severity 

Probability level A B C D E 

P value (8,10] (6,8] (4,6] (2,4] [0,2] 

Severity level Level I Level II Level III Level IV 

C value (9,12] (6,9] (3,6] [0,3] 

 
Fig. 3. Risk assessment method application flow chart 

The following is an assessment of the risks that the "Starlink" satellite may face 
during orbit operation. The possibility indicators it faces are mainly divided into three 
categories, namely the changes in the space environment caused by solar activity, the 
accuracy of predicting atmospheric density changes, and the potential problems of sat-
ellite propulsion systems themselves. The secondary indicators "space environment" in 
Table 1 all have long-term impacts and can be overcome through the surface materials 
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of the stars, so the weight factor is small. The atmospheric environment is directly re-
lated to solar activity, so the weight of the "atmospheric environment" item and the 
"solar activity" item should be equal. However, currently, humans cannot accurately 
predict solar activity, so items related to forecasting should be given higher scores. 
When a satellite is in a harsh space environment, it can only rely on its own propulsion 
system to overcome adverse effects, and the reliability of the satellite should be strictly 
tested before launch. Therefore, in the indicators for the problem of the satellite itself, 
high scores and low weights should be considered. In the calculation of C-value, the 
possibility of major accidents is relatively low, but the harm is relatively serious, which 
should be a high score and low weight item. The emergency plan and emergency re-
sponse capability determine whether accidents can be avoided, which is a high score 
and high weight item.  

Explanation is given for the 1.1 and 1.2 indicators in the third level, as shown in 
Figure 4, which shows the solar index (F10.7 and F10.7a), geomagnetic index (Ap), 
and GRACE-A satellite orbital atmospheric density values for the years 2003 and 2007. 
From the graph, it can be seen that there is an approximate positive correlation between 
solar activity and geomagnetic activity, and the atmospheric density undergoes a lagged 
change under its influence. In addition, the variation range of the solar index is 0-250, 
meaning that the score for item 1.1 is 0-250 points, while the variation range of the 
geomagnetic index is 0-200, meaning that the score for item 1.2 is 0-200 points. But 
before calculating the weights, it is necessary to normalize them so that their P-values 
are all within the range of 0-10. 

 

Fig. 4. Space Environment Index and Atmospheric Density Along the Orbit of GRACE-A Sat-
ellite 
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Table 4. Risk indicator weight score setting during the geomagnetic storm period of the "Star-
link" satellite 

Tertiary indicator Yij Wij 

1.1. Variation of geomagnetic perturbation indicator 9.95 0.1 

1.2. Changes in the solar radiation indicator 10 0.1 

2.1. The effect of the vacuum environment 1 0.03 

2.2. The effect of a neutral atmosphere 1 0.03 

2.3. The effect of plasma 1 0.03 

2.4. The effect of the radiation environment 1 0.03 

2.5. The effect of meteorites and space debris 1 0.03 

3.1. Changes in atmospheric density 9.95 0.1 

3.2. Atmospheric temperature changes 10 0.1 

3.3. Is there extreme weather 10 0.1 

4.1. Whether the weather status forecast is accurate 4 0.05 

4.2. Whether the spatial disaster level forecast is accurate 4 0.05 

4.3. The “Starlink” satellite’s hall effect is sufficient 5 0.025 

4.4. Is the satellite itself a technical flaw 5 0.025 

5.1. The spatial environment model is accurate 5 0.05 

5.2. The station’s atmospheric density test is accurate 5 0.05 

5.3. Whether the atmospheric density inversion is accurate 5 0.05 

5.4. The reliability of the satellite safety model 8 0.025 

5.5. SpaceX company’s technology 2 0.025 

6.1. Whether to set up contingency plans 8 0.2 

6.2. Do emergency exercises 8 0.2 

6.3. Management and technical personnel’s emergency handling ability 8 0.2 

7.1. Will there be a derivative accident 5 0.1 

7.2. The amount of property loss caused 8 0.1 

7.3. Will there be casualties 0 0.1 

7.4. Will it cause space pollution 5 0.1 

In summary, using the same analysis method for other three level indicators, the 
corresponding scores and weights for each sub indicator can be obtained. After 
weighted calculation, the corresponding risk judgment matrix can be obtained. For sim-
plicity, the weights of each three-level indicator are shown in Table 4, and due to the 
lack of specific technical details of satellite links, the reliability indicators of the satel-
lite are assumed values. In addition, according to the normalized scores during the 2003 
Halloween geomagnetic storm given in Table 4, due to accurate environmental index 
predictions and normal satellite propulsion systems, the final P-value is 6.79. Due to 
the absence of derivative accidents and casualties, the final C-value is 6.6. During ge-
omagnetic storms, the "Starlink" satellite faces a significant II B level risk, and it is 
necessary to improve space weather forecasting capabilities and establish emergency 
plans and conduct emergency drills to reduce the risk level. 
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4 The space safety emergency prevention 

Good precautions can prevent the disease from being in the bud, and nip the space 
security emergency in the bud. In all kinds of space activities, we should establish and 
improve the risk assessment method, by using the cross-analysis method, the prevention 
measures of the different risk levels are formulated, and the prevention of space safety 
emergencies is emphasized, to coordinate the prevention of space safety emergency 
management forces. 

4.1 Develop emergency prevention measures 

For all kinds of space security emergencies, we need to organize experts in space and 
develop practical precautions. Combined with the risk assessment results, the use of 
space safety emergency cross-analysis method is used to partition the possible region 
according to different risk levels 9, as shown in Figure 5. 

 
Fig. 5. The cross-analysis of space safety emergency 

The A region represents space safety emergencies with significant risks, indicating 
a high probability and severity. This requires the great attention of space safety emer-
gency management departments, and timely measures must be taken to control and 
mitigate the threat caused by emergencies. 

The B region represents a large risk of space safety emergencies, which indicates 
that the occurrence of the possibility and severity is low. This requires constant readi-
ness for disposal through enhanced daily training and exercise. 

The C region represents a low-risk space safety emergency, which indicates that the 
occurrence of the occurrence is small and the severity is low. This only needs to be 
disposed of as it occurs, and no targeted measures are taken on a day-to-day basis. 

The D region represents a space safety emergency that has general risks, which are 
small and serious. This requires strengthening space safety emergency management 
preparedness activities at the overall level, doing a good job in planning, exercise, train-
ing and team building, and striving to prevent and properly deal with it in advance. 
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4.2 Improve the emergency prevention procedures 

In the course of the prevention of space security emergencies, the paper analyzes the 
common characteristics of space security emergencies, combined with the analysis 
model of the space safety emergency mechanism, and combines the risk assessment 
method and the cross-analysis method to improve the emergency prevention procedure. 

General procedure for the prevention of space security emergencies: first, the eval-
uation indicator system is established for all kinds of single events; then, according to 
the risk assessment method introduced in the previous article, the risk assessment of the 
event is made scientifically, and the risk level of the event is determined according to 
the risk assessment results; then, the cross analysis determines the division of the event; 
according to different event region, corresponding preventive measures are taken; fi-
nally, the problems in the prevention work are summarized, and the system of the indi-
cator is improved and improved, the specific process is shown in Figure 6. 

 
Fig. 6. General procedure for emergency prevention 

4.3 Improve the ability of emergency prevention 

Space safety emergency prevention is an important aspect of the prevention of space 
security emergencies. The prevention of emergencies requires the following: First, we 
will develop an emergency prevention plan to strengthen emergency prevention drills 
for prevention measures. Second, we will establish a system, mechanism, and legal 
system for the prevention of emergency events, and ensure that emergencies are clear, 
and the process is smooth and legal. Third, we will improve the system of risk assess-
ment and the comprehensive risk assessment indicator system in combination with 
emergencies. Fourth, we will strengthen the personnel team and establish a professional 
space safety emergency prevention team. Fifth, we will accelerate the development of 
the prevention and management information platform, assist in the prevention of com-
mand work, assist in the dispatch of the command, and the recovery of the evaluation. 

5 Conclusion 

In this paper, the model of the analysis mechanism, the design risk assessment indicator 
system, and the establishment of the weight calculation model is established, and the 
setting of the risk secondary indicator and the three-level indicators of the event risk is 
introduced, and the application of the risk assessment method is introduced, and the 
method of the risk assessment of space security emergency is described. In this paper, 
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the main work of prevention of space security emergencies is proposed by using the 
cross-analysis method. 

This paper establishes a risk matrix by studying the possibility and severity of space 
security emergencies, which can reflect the comprehensive and special characteristics 
of different events. However, there are several limitations in the study: one is that the 
target setting is based on the analysis of the case analysis, whether it fully contains the 
factors of the various aspects of the incident, and the further study; Second, there is a 
lack of authoritative data support, and the risk of risk and severity classification may 
have a certain deviation. Third, there is a lot of work on space safety emergencies, 
which only deals with major work. 

Therefore, in future research, we need to improve the following aspects: one is the 
systematic and detailed research on the various factors of the production and develop-
ment of space security emergencies, and set more reasonable secondary and tertiary 
indicators, making the process of risk assessment more accurate. Second, we will col-
lect authoritative data, give the weights and points of the weight analysis model more 
scientific and reasonable, and be more accurate and accurate in the probability and se-
verity of the risk. Third, we will improve the prevention of space security emergencies 
and improve the prevention of space security emergencies in more ways. 
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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