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Abstract. Providing security system for every electronic data exchange through 

internet as the unsecured medium has become an essential regulation. Conven-

tional Caesar Cipher had less computation complexity than other security meth-

od that really appropriate with low powered device requirement. However, it is 

susceptible attack by brute force attack cryptanalysis due to its simplicity calcu-

lation. Therefore, this paper proposed enhancement scheme for Caesar cipher 

using layered numeral calculation based on expansion, transposition, multipli-

cation combination. Adding several processes can be provided difficult cipher 

and also eliminated the weakness of Caesar cipher.  In this paper, cipher text 

output from enhanced Caesar encryption is encoded into QR code as the en-

crypted QR code which can be employed text data protection. According to the 

experiments used ESP32, this enhanced Caesar cipher only consumes about 

2.34 ms which will not burden the devices while doing other processing and 

minimizing power usage.     
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1 Introduction 

In recent time, collect data and identify object automatically without human involve-

ment became a popular technology developed by many researchers. Quick Response 

(QR) code technology as one example of this technology is stored data information in 

the form of two dimensional matrix bar-codes. Matrix barcode of QR code using 

black and white pattern to encode bit of data information which was represent numer-

ical data in the text [1-3]. Using QR code technology, various mobile applications can 

exchange data information easily, such as: authentication in unmanned library, gate 

access control of buildings, and payment system in retail store [1]. Several applica-

tions, using QR code for sharing personal confidential information [2]. Unfortunately, 

QR codes are vulnerable to security risk due to public placement and occasionally 

even illegally used. To address this issues, there are several previous work propose a 

novel QR code encryption system. In [1], add randomized rotation for securing QR 

code. While [2] is using multi-layer encryption system based on image’s mathemati-

cal processing method. The two previous works used an image processing approach  

  

© The Author(s) 2023
M. Hartono et al. (eds.), Proceedings of the 4th International Conference on Informatics, Technology and
Engineering 2023 (InCITE 2023), Atlantis Highlights in Engineering 21,
https://doi.org/10.2991/978-94-6463-288-0_50

mailto:rafina,susilo_w%7d@staff.ubaya.ac.id
https://doi.org/10.2991/978-94-6463-288-0_50
http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-288-0_50&domain=pdf


that required a long processing time. This security approach is not suitable for low 
powered devices necessary.  

According to various encryption techniques, Caesar cipher is one of the most 
ancient and simple cipher techniques [4]. As classical techniques, Caesar cipher is 
easily broken by Brute force attacker [4-16]. Caesar cipher is only use 26 keys value 
for encryption process. Attacker can use all the 26 possible set of keys for decrypting 
the data which is highly unsafe for data transmission particularly through internet [5]. 
By considering the weakness of Caesar cipher, many researchers have designed to 
improve security level of existing Caesar cipher. Several researchers using two ap-
proaches for rectifying Caesar cipher method, i.e. combination with another method 
and modification the scheme or key. Previous work in [9,13][14-15], combining Cae-
sar cipher with another classic method such as Vinegere, Affine, Playfair cipher can 
provide high security and also maintaining the confidentiality of messages. This com-
bination make the encoding process is more difficult to solve. While, some modifica-
tion for Caesar Cipher have been done in [4-8][9-11]. Its modification is based on key 
transformation into binary data which allowed the numbers of key combination are 
more than 26. The binary key data arrangement can be used transposition or shifting 
based its time released, matrix formation, rectangular method or its desired pattern 
which aims to complicate the process of encryption and decryption at Caesar cipher.  

However, the enhancements of Caesar cipher from previous works were not 
implemented at low powered device that couldn’t be analyzed the processing time 
requirement. At the [4] have been proposed extended Caesar ciphers as called as ECC 
for low powered devices using more mathematical operation in key generation and 
encryption process. The key generation process is taken in binary form and added 
with its factorial function. Then, the encryption process is XOR of key and its 
plaintext. The result show that, adding these schemes to Caesar cipher has higher 
avalanche effect and more equalization in the frequency test [4]. Unfortunately, the 
character length of this technique will change according to the size of plaintext and 
key. This condition is not suitable with the requirement of QR code generation. Gen-
erating QR code in 21 x 21 dot data, require 17 bytes data or equivalent with 17 char-
acters.  

Therefore in this paper we propose another technique for enhancing the Caesar 
cipher algorithm. Using simple mathematical calculation which is obtained by substi-
tution, transposition, expansion and multiplication, can produce low processing time 
and higher security level than conventional Caesar cipher technique. The size of ci-
pher text can be adjusted with the requirement of QR code generation. The contribu-
tion of this paper is designed low power usage of Encrypted QR code based on devel-
oping the Caesar cipher algorithm with layered numeral calculation which is also 
implemented at ESP32 pi device. The proposed security is one solution for low pow-
ered device and still maintaining the confidentiality of data in QR code form. All data 
transmission of this system is through Wi-Fi of ESP32 device. 

The rest of paper is organized as follows: the adopted algorithm is discussed in 
Section II, which is involved the conventional algorithm of Caesar cipher. The pro-
posed mechanism of encrypted QR code with the enhanced Caesar cipher is presented 
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in Section III. The experimental result to verify the proposed algorithm is analyzed in 
Section IV. Finally, we draw the conclusion in Section V.                  

2 Adopted Conventional Caesar Cipher  

In this section, we describe adopted algorithm using conventional Caesar cipher.  
Historically, Julius Caesar as the inventor of the Caesar cipher method offered addi-
tive cipher for securing his communication. Caesar cipher has 26 set of key to encrypt 
data according to the alphabet numbers. Each character of the alphabet is marked with 
a number in order in which it is assigned, as shown at Fig.1. These value numbers was 
used for the reference number of shifting position after the encryption process. Caesar 
cipher is sometimes referred as “shift chipper”.  
 

 
Fig. 1 The converted value of Alphabet Character at Caesar cipher  

  
The plaintext as the original message would be replaced by the other character based 
its shifting key generation. For instance, with a shifting key 5, B would be replaced by 
G, and R would be replaced by W and so on. These replacement characters are the 
cipher text result from Caesar cipher encryption. Then, to facilitate the shifting pro-
cess of Caesar cipher, it can be written using additive formula as [4-6]:    
 
   𝐶 = 𝐸(𝑘, 𝑃) = (𝑃 + 𝑘)𝑚𝑜𝑑	26                  (1) 
 
𝑃 = 𝐷(𝑘, 𝐶) = (𝐶 − 𝑘)𝑚𝑜𝑑	26                  (2) 
 

C as the cipher text message are encrypted using E ( ) function which is formed by 
additive process of Plaintext (P) with the key number (K) then calculate the modulus 
result. The modulus value is 26 due to its characters number as well as key probability 
of Caesar cipher. While, at the decryption process D ( ), the cipher text are minus with 
the key number. This process was calculated using converted value of the plaintext 
refers to Fig.1.     

3 Construction of Proposed System  

In this section, we describe our proposed system construction of encrypted QR code 
using enhanced Caesar cipher algorithm which are consist of network model deploy-
ment and proposed algorithm of enhanced Caesar cipher. The network model de-
ployment will be explained the real implementation of this system using ESP32 as the 
low powered device equipped by Wi-Fi for local data transmission and internet for 
secret key exchange. While the subsection of enhanced Caesar will be explained the 
several numeral calculations for improving the conventional Caesar cipher algorithm.  
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3.1 Network Model 

In this system, ESP32 as the low powered devices have two roles, i.e. the QR code 
scanner send the data to the ESP32 master via Wi-Fi and ESP32 master upload the 
data to the database via internet connection. While, the main items for generating key 
is initialized by network administrator. At the beginning of this system work, network 
administrator uploaded the key via internet to real time database. The limitation of 
this paper ignored the security scheme of internet connection due to assumed with 
TLS protocol.  
 
     

 
 Fig. 2 Topology system of proposed encrypted QR Code  

 
This paper is only focused at low power security scheme. ESP32 master distributed 

the key to the other ESP32 scanner which are equipped by proposed security scheme. 
After receiving the key, ESP32 scanner can create the encrypted QR code. In the im-
plementation process, each encrypted QR code card at the size of 21 x 21 dot data, 
will be scanned and directly send to the master. ESP32 master can decrypt the en-
crypted QR code and stored the data at database. So hope this network can be applied 
for some fields such as security payment at department store, bridge game competi-
tion and the other application with encrypted QR code requirements. 

As shown at Fig.2, there are four ESP32 scanners and one ESP32 master for ana-
lyzing the influence of security algorithm addition to its parallel processing. ESP32 as 
the low powered device has particular limitation when decryption processing and 
multi receive data are done simultaneously. Physically, the ESP32 device will be very 
hot and will be affected to its performance especially at wireless transmission which 
required stable transmit power. Therefore, in this paper will be analyzed the pro-
cessing time of this process that is directly related to its power usage.  
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3.2 Enhanced Caesar Cipher 

In this system, we propose enhanced Caesar cipher with some numeral calculation 
combinations. This proposed algorithm can be used for securing the QR code data and 
sharing the secret key based on the network model scenario.  As seen at Fig.3, there 
are 4 main processes at this scheme consist of mapping data using Caesar, shifting the 
data using interleave, multiplying and expanding the data for getting required data 
size. In reverse, this process will be run on encryption and decryption phase. Using 
multi-layer numeral calculation for securing the original message can be improved the 
security level from Caesar cipher.  

 

 
Fig. 3 Proposed security scheme of enhanced Caesar cipher  

 
This proposed security schemes hope it can be implemented for bridge game appli-

cation. Therefore, there are 152 lists of plain text code which are formed by playing 
card code, bidding code and board code. Writing the Original Code consists of 2 
characters, for example: as Curly Card is written 'CA', which means Club Ace and so 
on. First step for creating the encrypted QR code is mapping the original code into six 
decimal number characters with 6 bytes size as shown to this following formula: 

 
                    𝑆2	(𝑝𝑙𝑎𝑖𝑛	𝑡𝑒𝑥𝑡) → 1	2	3	4	5	6	(𝑐𝑖𝑝ℎ𝑒𝑟	𝑡𝑒𝑥𝑡 = 𝐶!)         (3) 

 
This mapping process can be used same number value with different permutation 

or used different number value with same or different permutation poles. The map-
ping process is adopted the Caesar cipher algorithm that were encrypted plaintext 
using shifting as well as permutation process in this step. Then, C1 is reprocess again 
using interleave based on transposition pole. The transposition pole will be saved as 
key, derived as: 
 
            1	2	3	4	5	6	(𝐶!) → 4	6	2	1	3	5	(𝐶") à 𝑘𝑒𝑦 = (	4	6	2	1	3	5)      (4) 
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The interleaving 1 result (C2) will be multiplied with 13 and 7 value numbers.  
This value number is determined by experimental process for determining numbers 
that can be used for decrypting process and getting the original code. After that, the 
result from multiplier 13 is converted to numerical base 6, whereas the multiplier 7 
outputs is converted into base 7, calculated as: 
 
		𝐶" → 4	6	2	1	3	5	 × 1 = 	6	0	0	7	7	5	5		(𝐶#)
		𝐶" → 4	6	2	1	3	5	 × 7	 = 3	2	3	4	9	4	5		(𝐶$)

 à 𝑏𝑎𝑠𝑒6 → 𝐶% = 3	3	2	4	3	3	4	0	3
𝑏𝑎𝑠𝑒7 → 𝐶& = 3	6	3	3	2	2	2	0    (5) 

 
C5 and C6 are combined at the second of interleaving steps with a result of 17 value 
numbers (C7). Then, the last encryption process is transformed 17 value numbers into 
alphabet as well as Caesar Cipher method.  
 
 𝐶!|𝐶" → 𝐾𝑒𝑦(!,%,&',",&&,&(,),*,&,&+,&,,(,&!,&",+,&),,)	𝐶) = 2	3	3	2	2	4	2	0	3	3	3	6	4	0	3	3	3	    (6) 
 
𝐶' →	𝐶𝑎𝑒𝑠𝑎𝑟" = 𝐶( = 𝐶	𝐷	𝐷	𝐶		𝐶	𝐸	𝐶	𝐴	𝐷	𝐷	𝐷	𝐺	𝐸	𝐴	𝐷	𝐷	𝐷         (7) 
 

QR code at the size of 21 x 21 can relocate 17 maximum characters. Hence, in this 
proposed method is designing encryption process with 17 characters output. The final 
cipher text result can be decoded using QR code generator that formed as encrypted 
QR code. The results of encrypted QR code from five example of original code are 
listed at Table 1.  
 
Table 1. Five examples of encrypted QR codes  

No. Original Code Final Cipher text (C8) Encrypted QR 
Code 

1 S2 C D D C C E C A D D D G E A D D D 

 

2 S3 B D C B F F G A D F B F F C G A C 

 

3 S4 G E C A A D G A E E E F A F D A A 

 

4 S5 E E B A B A A A E C A E D C B A F 

 

5 S6 B F A G B E A A F B C D E F F A E 
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Decryption process is doing same process as the encryption process. The main 
concern at decryption process is the pair secret key that should be same with the en-
cryption process. The reverse from multiplier at encryption will be changed as divider 
13 and divider 7. The result from each divider should be same, if the result is differ-
ent, the original code can’t be determined.  

4 Implementation and Experimental Measurements 

In this section, we describe the real implementation of encrypted QR code using 
ESP32 device via Wi-Fi link communication. The length of data wouldn’t be influ-
enced to this system; due to static result of cipher text should be in 17 characters or 
equivalent to 17 bytes of data. The successful system will be proved to the perfor-
mance result involve the examination of data security process and security scheme 
evaluation. There are some parameter specifications of ESP32 as the low powered 
devices which can be influenced to the performance result. The specification of low 
powered device and the software addition of this paper are listed at Table 2. 

 
Table 2. Device specification 

Devices Specifications 

ESP32-WROOM-32UE 

§ Networking Bluetooth V4.2 BR/EDR and 
Bluetooth LE specification, Wi-Fi 
802.11b/g/n. 

§ CPU ESP32-D0WD-V3 or ESP32-
D0WDR2-V3 embedded, Xtensa dual-core 
32-bit LX6 microprocessor, up to 240 
MHz, Operating voltage/Power supply: 3.0 
~ 3.6 V. 

Software 
QR Code generator à Barcode.tec.it 
ESP32 àArduino IDE 
Database à Google Firebase 
Mobile Apps à Android Studio 

 
 
4.1 Examination of Data Security Process 

The work flow of this system is started from key generation from network administra-
tor via mobile apps. Admin generate pair of secret key for both of interleaving pro-
cess. The secret key is encrypted using default TLS protocol via internet. ESP32 mas-
ter should be downloaded first the pair of secret key at database. If the downloading 
key process is successful, then ESP32 master will be distributed the key into each of 
ESP32 scanner. In offline phase, user can be prepared the barcode card which has 
been adjusted with encryption result.  The secured QR code is scanned to each ESP32 
slave, and then it is decoded by ESP32 slave in the form of cipher text. Each ESP32 
slave forward the cipher text to the ESP32 master. The cipher text is decrypted at 
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ESP32 master using the pair of secret keys that have been share before from the ad-
ministrator. Administrator can be observed the original code from the database which 
is uploaded by ESP32 master.  

In this system, we evaluate some kind of processing time parameter which is in-
fluenced to the security process performance. Preparation time is a process to initial-
ize some required parameter such as key generation, port, and IP address, decode the 
encrypted QR code. Due to the different task of each ESP32 device, processing time 
is classified into encryption time and decryption time. The processing time is meas-
ured 10 times the experiment for each device. The processing time result at Table 3 is 
average result from 10 times measurement data collection.  

 
Table 3. Processing time measurement of proposed encrypted QR code scheme 

Encryption Process 
Devices 

Role 
Prepare 
Time 
(ms) 

Caesar1 
(ms) 

Interleave1 
(ms) 

Base & 
multiplier 

(ms) 

Interleave2 
(ms) 

Caesar2 
(ms) 

Total 
(ms) 

ESP32 
Slave-1 

2340 0.11 0.21 0.4 0.36 0.12 2341.2 

ESP32 
Slave-1 

2332 0.09 0.31 0.32 0.34 0.14 2333.2 

ESP32 
Slave-1 

2582 0.10 0.27 0.35 0.32 0.15 2583.19 
 

ESP32 
Slave-1 

2346 0.11 0.28 0.37 0.31 0.13 2347.2 

Average 2400 0.1025 0.26 0.36 0.33 0.135 2401.198 
Decryption Process 

Devices 
Role 

Prepare 
Time 
(ms) 

Caesar2 
(ms) 

Interleave2 
(ms) 

Base & 
divider 
(ms) 

Interleave1 
(ms) 

Caesar1 
(ms) 

Total 
(ms) 

ESP32 
Master 

5970 0.13 0.21 0.47 0.39 1.11 5972.31 

 

 
According the processing time result of decryption process is takes longer than en-

cryption process due to the key generation as the preparation time measurement is 
downloaded first from database. The downloading process is dependent to the internet 
connection. Whereas the preparation time at ESP32 slave is only used for Wi-Fi con-
nection set up without key generation which was distributed before from ESP32 mas-
ter. While at the other measurement scenarios, preparation time at ESP32 slave with-
out any encryption process is only for setting up the Wi-Fi connection and decodes 
the encrypted QR code. It takes a time up to 2105ms that is almost same with first 
scenarios at 2400ms. As well as processing time from each step of this proposes 
scheme is requires only less than 1ms except the Caesar1 at decryption process. This 
is due to the addition of comparing cipher text result for authenticating and validating 
the original code. The authentication at Caesar1 checks and compares the result from 
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the divider phase, if the result of divider 7 same with divider 13, the original code can 
be decrypted. The results prove that, the proposed encrypted QR code requires lower 
processing time less than 7ms.  The processing time is relatively fast will have small 
chance in consuming a lot of power resource. Therefore this scheme is appropriate for 
low powered device when in the future it will be developed with the other processing 
system.   

 
4.2 Security Schemes Evaluation 

In this paper, we evaluate the security strength using two scenarios, first using attack-
er device as the fake ESP32 slave which can be connected to this network system. 
The ESP32 slave pretends as the scanner to scan the fake secure code. When the fake 
secure code is received by valid ESP32 master, the valid ESP32 master can’t be de-
crypted because the secret key pair from interleaving process is different. But if the 
valid node can decrypt the code, the length of cipher text message is more than 17 
characters. At network administrator will be monitored continuously, when the origi-
nal code is entered more than desired interval, at that time key generation will be 
updated. The second evaluation is using fake encrypted QR code. When the fake QR 
code is scanned at the slave scanner, the scanner will be forwarded to the ESP32 mas-
ter, but decryption process is failed due to the encoding result have different format 
data. The common people will see that the shape of QR code is always the same, 
whereas each encrypted QR code has different pattern and different code. 

Our implementation of enhanced Caesar cipher using layered numeral calculation 
for low powered devices satisfies privacy and data integrity using ESP32 hardware. 
There are many implementation systems for improving the Caesar cipher algorithm. 
According to the previous works [4-13] didn’t evaluate the real processing time at 
some hardware, whereas processing time is the major parameter for evaluating power 
usage consumption. Meanwhile, by different approach for giving the innovative en-
hancement of Caesar cipher [14], measured its proposed scheme required up to 2.098 
seconds execution time in 20 bytes size of data. Its measurement process was not used 
low powered device, which was takes longer execution time than our proposed meth-
od. It is different with research in [16] that used combination from blowfish, Caesar 
cipher and DES with java algorithm for protecting various types’ media files such as 
jpg, png, mp4, etc. Using java algorithm in this research is impossible do to its large 
memory and processing time requirement. Using steganography method for protect-
ing QR code data also proposed in [3] which are not also appropriate for this system. 
This condition is not compatible for our system that is required fast processing time 
for minimizing power consumption.           

5 Conclusion 

In this paper, we propose encrypted QR code for low powered devices. This security 
scheme is provided enhancement of Caesar cipher which is equipped with privacy 
data integrity and layered security with smaller processing time. Combining layered 
numeral calculation using transposition, expansion, multiplier and divider can im-
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prove complexity level at Caesar cipher. Renewal key generation scenario from net-
work administrator can also minimize cryptanalysis and brute force attack in Caesar 
cipher. The performance of processing time result show that using ESP32 as the low 
powered devices is achieved less than 1 milliseconds for encrypting or decrypting the 
code, while all system processing time including decoding QR code, key generation 
and sending code is only required up to 8.37 seconds. In our future work, enhance-
ment using modern cryptography algorithm for low powered devices will be pro-
posed.       
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