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Abstract. Because of the application of the internet and the strong penetration of 

mobile phone usage, financial institutions realize that credit scores can be per-

formed based on the access records of each user, that is, digital footprints. This 

approach can not only predict consumer default but also make it easier for the 

unbanked. However, there are also a series of problems with using digital foot-

prints for credit scores. This paper will mainly affirm the applicability of using 

the digital footprint model for credit scores by comparing the traditional and new 

credit score models, the FICO scoring system and the user-generated digital foot-

print model. Finally, describe the problems of the UGDF model and the measures 

to be taken.  
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1 Introduction 

Digital footprint, sometimes also called a digital shadow or an electronic footprint, re-

fers to the trial of data that users leave when using the internet [15]. It can grow in 

various ways, such as making comments on social media, shopping online, mailing, or 

other online activities. With the strong population of mobile phones and the application 

of the internet, financial institutions realized that credit scores can be performed based 

on digital footprints. In the past, financial institutions can only extend credit to custom-

ers who have bank accounts [9], so those who didn’t have bank accounts couldn’t obtain 

credit. Now, through UGDF, financial institutions can not only cater to the unbanked 

but also predict consumer default and reduce credit risk. Such social inclusion has far-

reaching consequences for social and economic development. Traditional credit scores 

are derived from credit analyses performed by various credit bureaus and indicate 

whether an individual or institution is sufficiently capable to obtain a loan. Previously, 

these traditional institutions were the only ones capable of analyzing and scoring the 

financial history of the individual [5]. The World Bank says 1.7 billion people around 

the world are unbanked. They have no access to get these services at all. However, even 

in the U.S., according to Morning Consult, about one in 10 people is underbanked and 

10% don't have any bank accounts at all [6]. With the development of technology, credit  
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scoring using digital footprints are slowly beginning to outperform traditional credit 

scoring methods. Tobias Berg and other scholars published an article in July 2020, dis-

cussing the use of “digital footprints” to predict consumers’ credit defaults. They find 

that even those variables which are very simple and readily available can have predic-

tive power comparable to that of credit scores [7]. However, they also indicate that the 

digital footprint is a supplement to credit bureaus rather than a substitute. In China, 

there is no universal credit scoring system. At present, China still mainly uses tradi-

tional information such as user personal information and credit records to score. The 

average default rate of housing mortgage loans of the Bank of China is much higher 

than that of the whole world. If the digital footprint is used for credit scoring, it has the 

potential to reduce default rates [12]. Then why credit scoring based on digital footprint 

is superior to traditional methods? Because its data sources are very rich, while tradi-

tional scoring methods only rely on a single data source, that is, personal credit records 

[5]. What’s more, the data of traditional methods are usually those updated over a long 

period of time, which cannot reflect the immediate changes in real-time. Instead, digital 

footprints are updated every hour to more fully reflect a user’s creditworthiness [12]. 

In this article, the applicability of the method of credit score using digital footprint will 

be explained in detail in two parts. By introducing and comparing the two models, it is 

concluded that there are improvements in credit scoring. Although the method of credit 

scoring using digital footprints is indeed highly practical, it also has certain problems. 

Through these problems, the article will give corresponding measures. 

2 Progression from the traditional model to the new 

model 

Traditional credit scoring models, such as the FICO system, 5C model, VantageScore, 

etc., use financial history to calculate an initial credit score. This results in the exclusion 

of "credit unscored" people, those with too little financial history, and "credit invisible" 

people without any financial history [21]. This situation is not conducive to social sta-

bility. However, with the popularity of mobile phones and the development of technol-

ogy, we are living in a digital age of social networking and online information ex-

change. According to the latest research from the organization, as of June 2021, there 

will be 3.95 billion smartphone users, and the total global population will be 7.9 billion, 

which means 50% of the world's population owns smartphones [1]. As long as we're 

online, we're leaving a digital footprint that consists of all the data associated with our 

name that can be traced back to us. Digital footprints can be considered as an impression 

of our identity [7]. In this way, it looks suitable to use numerous digital footprints to 

make the credit score. Until now, some economists have proposed the UGDF model--- 

user-generated digital footprint model [19]. Next, the traditional model with the FICO 

system as an example and the new model with the UGDF model as an example are 

introduced in detail respectively, and the progression from the traditional model to the 

new model will be obtained by comparison.  
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2.1 The FICO system 

FICO, originally Fair, Isaac, and Company, is a data analytics company based in Bo-

zeman, Montana, specializing in credit scoring services. It was founded in 1956 by Bill 

Fair and Earl Isaac [27]. FICO is an indicator to measure consumer credit risk, that is, 

lenders use a borrower's FICO score, along with other details from a borrower's credit 

report, to assess credit risk and decide whether to extend credit [13], which has already 

become a fixture of American consumer lending [27]. 

2.1.1. Calculation mode. 

The FICO score is determined by five parts, namely payment history, amounts owed, 

length of credit history, new credit, and credit mix [16]. Among them, payment history 

accounts for 35%, amounts owed account for 30%, length of credit history accounts for 

15%, new credit accounts for 10%, and credit mix accounts for 10%. Payment history, 

which is the largest factor in the FICO scores, records how an individual has paid over 

the credit term and whether they have paid their credit account on time. Amounts owed, 

referring to how much debt an individual bears, can predict future credit performance. 

However, compared to the debt amount, the credit utilization ratio is more important 

[19]. The length of credit history means how long has the account been opened. The 

longer the credit history, the higher the credit score. Credit mix, that is, the diversity of 

accounts. The stronger the credit mix, the higher the credit score. As for the new credit, 

if a user opens a large number of accounts in a short period of time, it is very likely that 

he will engage in extremely risky activities, and his credit score may drop. Traditional 

credit institutions such as banks obtain the final FICO score of users based on the five 

categories of users. Table 1 shows the credit ratings corresponding to different credit 

score ranges. 

Table 1. What a FICO score means [13] 

FICO Score Rating What the Score Means 

<580 Poor Well below average 

Demonstrates to lenders that you’re a risky borrower 

580-669 Fair Below average 

Many lenders will approve loans 

670-739 Good Near or slightly above average 

Most lenders consider this a good score 

740-799 Very Good Above average 

Demonstrates to lenders you’re a very dependable borrower 

800+ Exceptional Well above average 

Demonstrates to lenders you’re an exceptional borrower 

2.1.2. Disadvantages. 

Firstly, due to the different proportions of different categories, even if an individual 

loses a lot of points in a certain category, it may not affect the whole, so the personal 

credit score is not very accurate. For example, a late payment on a credit report does 
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not mean that you cannot get a "perfect score", because the payment information record 

is only one piece of information to calculate the fico score [20]. And acts of paying bills 

on time or contacting creditors can potentially enhance payment history to compensate 

for late payments [20]. Secondly, over-reliance on credit history, and credit card data, 

results in narrow coverage. Thirdly, it can only represent the past behavior of the bor-

rower but cannot predict the performance of the future borrower.  

2.2 The UGDF model 

UGDF is a user-generated digital footprint, which uses the digital footprint for credit 

scoring. But actually, the UGDF model is not a specific name, but a very general con-

cept. UGDF models use data related to digital footprints [18], use these as research 

data, and then use machine learning, and other algorithms for predictive training. This 

research method is like the common linear regression in China, where data and related 

indicators are replaced to establish a linear regression model. 

2.2.1. Background of the UGDF model. 

Advances in artificial intelligence and machine learning enable scoring algorithms 

to calculate credit scores using non-financial data such as digital footprints and psycho-

metric data from mobile devices. Big Data Brings Breakthrough Changes to Traditional 

Credit Scoring. Campbell-Verduyn et al. (2017) [2] discuss how big data is penetrating 

the financial services industry through credit bureaus and fintech companies that are 

using big data in their algorithms. In the era of big data, the data used for credit scoring 

has expanded from credit history to social network usage records and digital footprints 

[8]. One company, Lenddo, reportedly bases its credit scoring on information from us-

ers' social networking profiles, such as education, employment history, number of fol-

lowers, the status of friends, and information about those friends [22]. Meanwhile, a 

growing number of startups like Lenddo use data exclusively from social networks. The 

companies claim that social network-based credit scores broaden opportunities for more 

people and could benefit low-income individuals who would otherwise struggle to ac-

cess credit. The paper of Wei et al. (2016) [8] and Kshetri (2016) [26] also affirm that 

big data can provide credit scoring for potential borrowers with limited financial histo-

ries, thereby enabling them also to access financial services. While the FICO system 

remains at the heart of contemporary lending decisions, many traditional scoring agen-

cies are also developing new models based on non-traditional data. For example, Ex-

perian has used big data to develop a "universal customer profile" that combines infor-

mation from the online and offline activities of thousands of customers [23]. After test-

ing the use of non-traditional data to provide customers with little loan history, FICO 

finally developed a new system with Equifax called FICO Score XD, which uses con-

sumers' wired information for credit scoring. In tests, FICO XD allowed more than half 

of previously unscorable credit card applicants to score, said Jim Wehmann, FICO's 

executive vice president of scoring. In a test with a large auto lender, the new score 

increased loan approval rates by 24%, TransUnion said [3]. Therefore, with the support 

of UGDF, the evaluation seems to be better. However, although alternative data like 
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UGDF can go a long way toward increasing financial inclusion, it's not perfect. So it 

still needs to take time to tell if the use of digital footprints for credit scoring can be 

fully applied to everyone. 

2.2.2. Application. 

Now many financial institutions mainly use UGDF data instead of traditional data 

to build models when using digital footprints for credit scoring. For example, Swedish 

payments provider Klarna trained its model on new UGDF variables, such as time to 

execute a transaction, OS version, and so on. In addition, KrediTech enhances its model 

with behavioral UGDF variables. For example, in China, JD. com’s credit score data-

base based on consumers’ online shopping records and personal demographic data. 

JD.com has developed a payment method called Baitiao, that is, buy first, pay later. By 

leveraging its vast data capacity and customer base, JD.com can rate consumers based 

on their online shopping and browsing history. It also uses standard modeling tech-

niques to assign a credit score to each customer. Based on JD credit data, a consumer’s 

credit score is generated from five aspects, respectively demographic information, con-

sumption preference, asset level, social network, and delinquency records [11]. The 

part of demographic information consists of age, gender, education, and so on. Con-

sumption preference is measured by shopping records, which can also affect one’s 

credit situation. What’s more, the higher the asset level, the higher the credit score. 

Adversely, the more delinquency records, the lower the credit records. And the one who 

has a more active social network, he/she may have a higher credit score. Using JD 

Credit Data, the baseline model can generate an AUC score of 70% [11]. The AUC 

measure is used to judge the discriminative power of the default prediction model. Ac-

cording to Iyer, Khwaja, Luttmer, and Shue (2016) [14], an AUC of 70% or more is 

considered a good result in an information-rich environment. Therefore, it is confirmed 

that JD. Com is good at evaluating the rate of credit default behaviors. What’s more, a 

German e-commerce company also made a test. It divided a data sample containing 

270399 transaction records into two groups [24], namely group A and group B. When 

analyzing group A, the researchers use both credit bureau score and digital footprint 

variables, which is called multivariate regression analysis. And finally, the result of the 

AUG value is 73.6%. However, when analyzing group B, the researchers use only dig-

ital footprint variables, without credit bureau score, which is called univariate regres-

sion analysis. And the result of the AUG value is 69.6%. Therefore, it can be concluded 

that digital footprint data is not a complete replacement of traditional credit data, but a 

supplement to make scoring results more accurate.  

2.3 Progression 

There are two main progressions. Firstly, increasing financial inclusion. The FICO sys-

tem excludes “credit invisible” or “thin file” consumers because they do not have 

enough traditional data to describe their financial payment history [4], especially for 

those unbanked poor people. Secondly, evaluation results are more accurate. Actually, 

the UGDF model will not completely replace traditional credit models like FICO. On 
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the contrary, based on the FICO system, the participation of UGDF makes the evalua-

tion results more accurate. TransUnion said its new score combines a deeper analysis 

of a consumer's traditional payment history with alternative data to more accurately 

assess risk. Mr. Mondelli, president of TransUnion, said that while the traditional score 

records whether you make minimum required credit card payments on time, the alter-

native data includes the size of your monthly payments and whether payments increase 

or decrease over time [3]. 

3 Problems and solutions 

Judging from the progress from the traditional model to the new model, credit scoring 

based on digital footprint is indeed more practical and more financially inclusive. How-

ever, this scoring is not perfect. There are risks of inaccuracy and privacy leaks.  

3.1 Privacy leaks 

A digital footprint is the collection of data on any activity of an individual on the Inter-

net, including personal details such as e-mail or phone number which are most likely 

to leak. Some hackers or criminals illegally access computer networks and download 

large amounts of information for crimes. The most frightening thing is that criminals 

may commit crimes in your name. However, those who are only concerned about the 

score drop in the event of a breach may be disappointed because even if the data breach 

itself does not cause a score drop, the scammers using the leaked data to create a new 

credit line may cause a score drop [17].  

3.2 All visits are logged 

Digital footprint records the trail of data the user leaves when using the internet, so it’s 

keeping the track of everything that goes online. For example, those who spend at night 

get lower ratings, as it is generally believed that night is when crime is highest. How-

ever, there are always such a group of people who like to spend money at night purely 

due to living habits, so how can these records determine their low credit score? The 

Internet can't erase the record from the computer but might make up the credit score 

from somewhere else. 

3.3 High cost 

For some small new financial technology companies, it is difficult to construct a UGDF 

model, because it requires a large number of data sources, that is, to satisfy data acces-

sibility, data coverage, data timeliness, and data authenticity [18]. So it requires a lot of 

data, as well as a high cost. Firstly, it has the cost of data collection. There have three 

data sources, namely fully owned, purchased from third parties, and collected from 

public resources. UGDF model needs to have different variables, and different variables 

will fluctuate with market supply and demand fluctuations. Secondly, it needs the cost 
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of algorithm acquisition. Using digital footprints for credit scoring is a quantitative pro-

cess, so it requires the use of some algorithms, and these algorithms are patented by 

certain developers and are not publicly available [25]. Finally, it needs calculating fa-

cility cost. Therefore, the addition of these three costs is not a small fee, which is very 

difficult for some newly established companies. 

Although these problems cannot be avoided, the government and fintech companies 

also need to take certain measures to improve. The government should formulate rele-

vant laws and regulations to strictly prohibit third parties or companies from leaking 

users' personal information to criminals. At the same time, the government should reg-

ulate the situation where third parties charge companies large amounts of data collec-

tion fees and encourage companies not to rely too heavily on digital footprints. As for 

the companies, Companies need to regularly update and encrypt internal network traffic 

tools to prevent vulnerabilities from being attacked by hackers and attackers [10]. 

4 Conclusion 

More and more traditional financial institutions are experimenting with digital foot-

prints for credit scoring. This is not only conducive to expanding financial inclusion 

and enhancing social equality but also makes the scoring structure more accurate. But 

it is undeniable that there are many loopholes in this scoring method, the most serious 

one is the problem of privacy leakage. Therefore, more research is needed to demon-

strate whether digital footprint variables can be applied universally to all consumers. 
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