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Abstract. Intelligent connected vehicles are an inseparable object in the
Internet of Things. The automotive industry is facing enormous challenges
when it comes to ensuring the safety and reliability of vehicles. In this case,
intelligent connected vehicle suppliers are committed to providing secure
systems to ensure users' driving safety and protect them from possible
cyberattacks. This article proposes an intrusion detection system based on an
embedded environment suitable for intelligent connected vehicles. The two-step
algorithm is used to detect possible attacks. To evaluate the performance of the
system, this paper conducts experimental tests, calculates classic accuracy
evaluation parameters, and compares them with simulated cyberattack data sets.
The results show that this method has superior detection performance for
common cyberattacks. When testing this method under a Free State attack,
performance was degraded.
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1 Introduction

Modern cars are regarded as intelligent objects in the Internet of Things ecosystem
[1]. Intelligent connected vehicles (ICVs) have complex architectures because they
integrate multiple automatic driving functions and communication interfaces [2,3].
Attacks from external networks can harm these functions, posing risks to the security
of drivers and impacting the company's functioning, passengers' confidentiality, and
finances. Consequently, the enhancement of car networking amplifies the inherent
possibility of network assaults [4,5]. After analyzing the existing problems, the ISO
21434 standard was introduced to integrate the network security process into the
current security process and ensure that all major participants in the automotive
industry, whether automobile manufacturers (OEMs) or parts suppliers (TIERs), can
realize the importance of network security in product development, and ensure
"design security" [6].
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With the emergence of sophisticated technologies, the automotive industry is
gradually integrating novel features into vehicles, which were inconceivable just a
few years back. In the forthcoming years, there will be a gradual enhancement in the
level of automobile connectivity and autonomous driving. Currently, many ICVs
exchange data via wireless means, such as Wi Fi. Nevertheless, every fresh
communication channel introduces fresh vulnerabilities, particularly for the
fundamental internal network serving as the backbone of vehicle functionalities [7,8].
Indeed, the availability of internet connectivity exposes vehicles to heightened perils
of cyber assaults and escalates the susceptibilities of the entire system. Cybersecurity
attacks can have different sources and causes. For example, attackers can smuggle
personal information, monitor individual actions, and even remotely control vehicles.
The contemporary automobile's internal network, known as the controller area
network (CAN) bus, encompasses approximately 70 nodes. The nodes correspond to
different electronic control units (ECUs) maneuvering distinct vehicle features like
windows, air conditioning, or the engine [9,10]. Should a malevolent individual
obtain access to these nodes, the vehicles' cybersecurity will be violated [11]. CAN
bus security problems have been exposed for a long time and solved by various
means. These methods have some effect, but they are not efficient in performance.
Traditional CAN bus intrusion detection methods target physical features to identify
attack patterns, introducing concepts such as information rate analysis [12] and
temporal feature analysis [13].VoltageIDS, proposed by Choi et al. [14], achieves a
lighter-weight intrusion detection system (IDS) with a smaller demand for computing
power. However, none of these traditional IDSs can detect unknown attacks on the
CAN bus. Therefore, machine learning-based IDSs capable of detecting novel attacks
have become the mainstream research direction, such as DNN [15] and LSTM [16].
Overall, the existing research on CAN bus IDS still has a lot of room for
improvement in detection performance, and there are still many controversies in the
selection of methods [17,18].
In this research, we present a kind of intrusion detection system (IDS), which can

analyse the flow of the CAN bus and find out if the information sent over it is
harmful. Based on the analysis of one sub-system of the automobile network, the
emphasis was put on the ECU, which was essential for the regular running of the car,
to make a preliminary analysis of its potential use in ICVs.

2 Methods

2.1 Parameters

Firstly, it is necessary to perform a domain analysis to know the parameters and
associated ECUs. These parameters should be taken into account, as well as their
associated ECUs, in the process of mapping a vehicle and any potential network
hazards that may arise in relation to them. To get the real circumstances of a car being
attacked, it is necessary to determine the circumstances that might cause a particular
attack, particularly the parameters that can recognize the possible attack. The
application field has to be defined using an ontology. For identifying the frame of
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reference and the parameters, we refer to a variety of ontologies to identify the
application domain. The Automotive Ontology Community Group, the W3C Task
Force, and the Salerno University Expert Group were used. The following parameters
were selected as the parameters of interest: revolutions per minute (RPM), throttle,
brake, steering, gear, speedometer, radiator, laser radar, and lines. The following
parameters can be obtained based on the above parameters of interest: engine
temperature, acceleration, speed, swerve, and obstacles.

2.2 System architecture

The system architecture is shown in Fig. 1. The application of the system on chip
(SoC) coupled through a transmitter and receiver to an OBD II interface enables an
embedded IDS to analyse the traffic stream in a car and check if there is a network
attack. A two-step algorithm is adopted for spatiotemporal analysis and then makes
probability analysis on the data set. This framework offers potential for further
follow-up analysis via a link module that will enable vehicles to interact with external
clouds.

Fig. 1. System architecture.

2.3 Two-step algorithm

To detect potential attacks, a two-step classification algorithm is proposed in this
paper. The working principle is as follows:
The first step is preprocessing, analyzing 20 status frames (each includes the

accurate values for every vehicle parameter of interest). A unique timestamp is used
for each status frame, and it occurs at intervals of 5 ms.
In the second step, based on a Bayesian network, it is determined whether the

vehicle is under attack or not based on the parameter values in each frame and
information for further analysis.
As noted above, it is necessary to record all the values of each ECU considered

frame by frame. Take 20 frames (N) as a group each time and average the values of
each parameter, excluding maximum and minimum values in the calculation. Each
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parameter will get an average vector, which constitutes the state of the system within
a 100-millisecond period.
To determine if there is any possibility of attack, we can send the data of those

parameters to the Bayesian network to see if there is any attack. The Bayesian
network is created by using a predefined data set, which has all the parameters. The
connection relationship of the Bayesian network can also be obtained according to the
existing automobile classification [19,20]. The complete Bayesian network is shown
in Fig. 2. The data layer, including all essential parameters of interest like RPM,
represents the original data. The information layer, including parameters derived from
basic parameters like speed, represents the processed information. The knowledge
layer refers to the knowledge obtained from the information, decoding whether there
is an attack. The validity of the proposed approach can be assessed by the pre-neural
training and subsequent inference.

Fig. 2. Bayesian network.

3 Results and discussion

In order to verify our method, we define the types of attacks that can be used in the
experiment, including the following four types: DoS attack, Fuzzy attack,
Impersonation attack, and Free State attack.
This research adopts CARLA [21], which can simulate the actual car and the

environmental interaction. It is an open-source software for the study of ICV
experiments and autonomous driving. Besides the simulation, the structure also
comprises the steering wheel and the pedal, which enables vehicles connected to the
CAN bus to be controlled through the simulation of the CAN bus, the simulation of
the outside environment, and the realization of the IDS based on SoC. In order to
conduct the experiments, four datasets were crafted, each representing a distinct type
of attack. These datasets encompass approximately 8158 frames of data wherein the
vehicle was consistently subjected to around 1000 malevolent messages. We
conducted simulations in CARLA to replicate the driving conditions of cars in an
urban environment. The simulations included instances of simulated vehicle attacks
based on real cases. We made the assumption that the communication channel is
flawless, thus no data loss, and we only take into account the CAN frame's ID and
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data frame. In this case, when a frame is marked as an attack, the attacking node can
be uniquely identified. Once the data set is obtained, Bayesian networks can be used.
Simple estimation is used for calculating prior probability and conditional probability
tables.
In order to evaluate the system performance, precision, recall, and F1 score were

calculated and compared with the KIA SOUL data set (Fig. 3) [22]. Our method has
high precision, recall, and F1 score in DoS, Fuzzy, and Impersonation attacks (Fig.
3a-c) but lower performance in Free State attack (Fig. 3d). It is more objective
because the last attack type is more challenging to identify. After all, it is easily
marked as a fault or other situation. It is worth mentioning that, compared with the
simulated data set, our system has a better response to the real data set (Fig. 3a-d),
which indicates that the system will have the opportunity to conduct a real simulation
environment or vehicle test in the future.

Fig. 3. Precision, recall, and F1 score results of the experiment. (a) DoS attack. (b) Fuzzy
attack. (c) Impersonation attack. (d) Free State attack.

4 Conclusion

We propose an embedded intrusion detection system in this research, which can
verify whether there is a network attack in ICVs. In practice, possible attacks CAN be
identified by probability analysis of data transmitted in ECU subsystems
interconnected by CAN protocol. This research aims to examine the inherent
weaknesses of ICVs and seek remedies for minimizing the susceptibilities of
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contemporary vehicle networks. To appraise the efficiency of this approach, it is
juxtaposed against diverse data sets presented in the literature. The results obtained
from the practical implementation of this system are gratifying; however, additional
studies are required to determine its efficacy in actual scenarios.
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which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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