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Abstract. In view of the problems of low standardization of mine safety pro-

duction supervision and law enforcement process, lack of information means 

and low credibility of law enforcement information, a mine supervision and law 

enforcement system is designed, which can realize online Safety signs traceabil-

ity of mine law enforcement and reliable solidification of data. The experi-

mental results show that the system can effectively improve the work efficiency 

of law enforcement personnel, improve the efficiency, objectivity and scienti-

ficity of supervision and law enforcement, and achieve accurate law enforce-

ment underground. 
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1 Introduction 

In recent years, China has made great progress in the supervision and supervision of 

mining safety production, establishing a "network" for coal mine safety risk monitor-

ing, achieving full coverage of supervision and law enforcement business, user and 

data aggregation. However, there are still certain shortcomings in precise law en-

forcement [1-4]. In the administrative law enforcement process of coal mines, there are 

generally problems such as outdated regulatory methods and equipment, discontinu-

ous evidence collection process, and subjective experience judgment as the main 

method. The lack of automatic identification technology and equipment has led to 

some hidden dangers in coal mine production not being discovered in a timely man-

ner[1,4-8].At the same time, safety production accidents occur from time to time in the 

coal mine production process [9], and the hidden safety hazards at the mine site are 

strong, with many hidden danger investigation points, outdated technical level of 

existing law enforcement equipment, and a large workload of on-site supervision and 

law enforcement [10-11]; The existing law enforcement process has a low degree of 

standardization, with problems such as spatiotemporal discontinuity, empirical eval-

uation as the main method, and high consumption of administrative resources; And 
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the security of law enforcement data is low, there is a possibility of tampering, and the 

credibility is not high[10-12]. The relevant policy documents such as the "14th Five 

Year Plan for the Construction of Safety Production Supervision and Supervision 

Capacity of Emergency Management Departments and Mine Safety Supervision Insti-

tutions" clearly propose policy requirements to strengthen law enforcement guarantee 

capabilities, accelerate innovation in safety production supervision and supervision 

methods, strengthen precise law enforcement, and increase the application of ad-

vanced intelligent and lightweight law enforcement equipment[13]. 

This article uses a text semantic understanding algorithm based on multi head bidi-

rectional attention mechanism to achieve online safety labeling traceability of under-

ground equipment; By using public key asymmetric encryption technology, 

timestamp and electronic signature electronic evidence chain synchronization and 

trusted solidification technology, a law enforcement information security guarantee 

system is constructed to solve problems such as law enforcement data falsification, 

secure access to law enforcement terminals, and reliable transmission of law enforce-

ment information, ensuring the trustworthiness of law enforcement data. 

2 Overall design 

The system consists of law enforcement terminals and law enforcement platforms, as 

shown in Figure 1. The law enforcement terminal can receive law enforcement tasks 

issued by the law enforcement platform, and has functions such as environmental 

parameter detection, photography and recording, and safety label traceability. It can 

conduct business navigation through voice interaction, and can also achieve wireless 

uploading of law enforcement data; The law enforcement platform has functions such 

as issuing law enforcement tasks, managing law enforcement data, generating law 

enforcement reports, and displaying law enforcement processes. The specific law 

enforcement process is as follows: 

(1) The law enforcement platform issues law enforcement tasks to the law en-

forcement terminal, and law enforcement personnel carry the law enforcement termi-

nal to the corresponding underground places for law enforcement inspections; 

(2) After law enforcement personnel arrive at the underground law enforcement 

site, they trigger the law enforcement terminal to enter the business navigation inter-

face through voice input, including law enforcement items, inspection methods, result 

judgment, etc., to guide law enforcement personnel to conduct law enforcement in-

spections; 

(3) After the law enforcement inspection is completed, law enforcement documents 

will be automatically generated and uploaded to the underground law enforcement 

platform through the underground wireless network. 
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Fig. 1. Block diagram of mine supervision and law enforcement system. 

3 Key technology 

3.1 Standard traceability technology based on multi-head bidirectional 

attention model 

In order to trace the safety effectiveness of downhole equipment, information extrac-

tion method is used to identify the safety mark number of the product, and the main 

information such as the manufacturer of the equipment and the validity period of the 

safety mark is obtained by comparing with the database of the safety center. In the 

process of recognition, the information items in the nameplate image are extracted by 

combining the layout information and the text recognition result information in the 

nameplate image. 

According to the different rules of nameplate printing by different manufacturers, 

there may be different forms of "security mark number", "security certificate num-

ber", "security number" and so on. Therefore, a machine reading understanding model 

based on multi-head bidirectional attention mechanism is adopted, and an end-to-end 

neural multi-head bidirectional attention encoder structure is applied to understand the 

complex dependency between query and context. The multi-head bidirectional atten-

tion mechanism focuses on querying relevant information between U and context H. 

𝑑𝑚𝑜𝑑𝑒𝑙  represents the dimension represented by query U and context H, N repre-

sents the number of all feature points in the bidirectional attention layer, 𝑑𝑝 is the 

dimension of the attention mechanism, and dp ≤ 𝑑𝑚𝑜𝑑𝑒𝑙 , then:  
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 pmodel dd N=  (1) 

We artificially choose a dimension equal to one dimension at the time of projec-

tion, and let the model choose to handle the context and query relationship at each 

feature point. Finally, these noticed features are fed back to the multiple attention 

layers. Note that the input of the layer is the feature vector and the query vector of the 

context, and the output is the concatenation representing the context of each query 

term. In this way, all the detected characters are recognized, the characteristic charac-

ters that may appear in all the characters are extracted, and whether the recognition 

result meets the requirements of 3 letters and 6 digits is determined. If the conditions 

are met, the result is output. 

3.2 Data synchronization and trusted curing technology 

In order to ensure the credibility of law enforcement data, a data synchronization and 

trusted solidification module is designed, which is composed of forensics law en-

forcement terminal, law enforcement platform and time stamp issuance management 

system. The forensics law enforcement terminal is responsible for the collection and 

acquisition of evidence, encrypts all kinds of electronic evidence obtained, and up-

loads the results to the time stamp issuing management system for time stamp stamp-

ing. The law enforcement platform is mainly responsible for verifying law enforce-

ment data and providing storage services for electronic physical evidence documents; 

The time stamp issuing management system provides the time stamp stamping service 

to the electronic material evidence, and proves the uniqueness of the electronic mate-

rial evidence through the uniqueness and irreversibility of the legal time parameters. 

Figure 2 shows the process of data synchronization and trusted solidification, with 

the specific implementation process as follows: 

(1) The law enforcement terminal collects information such as law enforcement 

scene environmental parameters, equipment operating status, and calibration effec-

tiveness to form law enforcement evidence, and hashes the law enforcement evidence 

to obtain information summaries; 

(2) Based on asymmetric encryption algorithm, the private key is used to digitally 

sign the information summary of law enforcement evidence; 

(3) The information digest of law enforcement evidence is time-stamped and solid-

ified through the time-stamped authentication interface of the national Timing Center; 

The law enforcement platform is based on asymmetric encryption algorithm and 

uses public key to verify the digital signature to ensure the credibility of data. 
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Fig. 2. Data synchronization trusted solidification flow chart. 

4 Law enforcement terminal design 

The law enforcement terminal is mainly composed of lighting module, positioning 

module, camera module, environmental parameter detection module, display module 

and wireless transmission module (As shown in Figure 3). ARM core board through a 

voltage signal control lighting module for underground lighting; Through a serial 

signal control positioning module for personnel positioning; Take photos and record 

via USB interface; Receive methane, oxygen and carbon monoxide data sent by the 

environmental parameter detection module through one serial port signal; Through 

MIPI interface control LCD display; Through a serial signal control wireless trans-

mission module for data upload, support 4G and WIFI transmission; Voice input is 

controlled through a serial port signal. 
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Fig. 3. Law enforcement terminal hardware block diagram. 

5 Law enforcement platform design 

The functional block diagram of the law enforcement platform is shown in Figure 4. 

In the design, the use of heterogeneous source data interaction technology and B/S 

software architecture can achieve law enforcement task management, law enforce-
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ment data analysis, law enforcement report generation, law enforcement data query 

and other functions. The law enforcement task management function can realize law 

enforcement task editing and law enforcement task issuing; The law enforcement data 

analysis function analyzes and saves the trusted law enforcement data uploaded by 

law enforcement terminals based on asymmetric encryption algorithm. Law enforce-

ment report generation function can automatically generate law enforcement reports 

based on law enforcement data; The law enforcement data query function can query 

law enforcement data through personnel search and time search. 

Law 

enforcement 

forensics

Environmental 

parameter data

Law enforcement 

location data
Time data

Data 

transmission 4G/WIFI transmission

Central 

platform

System database

System server

Platform 

function

Law enforcement task 

management

Law enforcement 

Data Storage

Trusted data 

decryption

Task editing

Task delivery

Law enforcement 

document

Law enforcement 

conclusion

Equipment 

operating status

Calibration 

effectiveness data

Picture video 

data

Time query

Personnel inquiry

Law enforcement data 

analysis

Law enforcement report 

generation

Law enforcement data 

query

 

Fig. 4. Law enforcement platform functional block diagram. 

6 Test 

Law enforcement inspection of monitoring and monitoring equipment is carried out in 

underground working face, substation and other places, and law enforcement data is 

uploaded to the law enforcement platform on the well through the law enforcement 

terminal. The system performance test is shown in Table 1. Through the standard 

traceability, environmental parameter detection, wireless upload, law enforcement 

task management, law enforcement data analysis, law enforcement report generation 

and other functional tests, we can see that the law enforcement system has high relia-

bility. 
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Table 1. Performance test sheet. 

Test items Test items Test method Test result 

Anbiao trace-

ability 

According to the 

recognition rate 

 Use the law enforcement terminal 

camera module to identify the 

equipment nameplate information 

for online safety standard infor-

mation query 

During the test, the 

validity period of the 

equipment safety stand-

ard and the manufactur-

er can be found. 

Environmental 

parameter 

detection 

error The law enforcement terminal 

environment parameter detection 

module compares the value with 

the portable instrument 

The error meets the 

industry standard and is 

more accurate 

Wireless 

upload 

transmission delay Test law enforcement data trans-

mission time in downhole WIFI 

network coverage sites 

Less than 5s 

Law enforce-

ment task 

management 

The success rate of law 

enforcement tasks 

Issue the law enforcement tasks to 

the law enforcement terminal 

through the platform; view the law 

enforcement tasks through the law 

enforcement terminal 

During the test period, 

the success rate of law 

enforcement tasks 

issued by the platform 

was 100% 

Law enforce-

ment data 

analysis 

Check whether the law 

enforcement data from 

the platform end is 

consistent with the 

forensics data of the 

law enforcement 

terminal 

After the law enforcement terminal 

uploads the law enforcement data, 

it compares the law enforcement 

data on the platform end to check 

whether there is any inconsistency 

The law enforcement 

platform can realize 

100% analysis of data, 

without missing data or 

data tampering 

Generation of 

law enforce-

ment reports 

Whether it has the 

function of automatic 

generation of law 

enforcement reports 

After the law enforcement data is 

uploaded, view the law enforce-

ment report from the platform 

Can automatically 

generate enforcement 

reports, including 

enforcement documents 

and enforcement con-

clusions 

7 Conclusion 

In order to improve the efficiency, objectivity and science of supervision and law 

enforcement, and realize accurate law enforcement in the underground, a law en-

forcement terminal and a law enforcement platform are developed, and a credible law 

enforcement system is constructed. The law enforcement terminal can carry out law 

enforcement evidence on the underground scene, and transmit law enforcement data 

online to the law enforcement platform through the underground wireless network. 

The law enforcement platform has functions such as law enforcement task manage-

ment, law enforcement data analysis, law enforcement report generation and law en-

forcement data query. This design law enforcement system has the following ad-

vantages: 

(1) The law enforcement terminal can collect multiple law enforcement data in real 

time, which greatly reduces the work intensity of law enforcement personnel; 
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(2) Using standard traceability technology to realize online standard information 

inspection of downhole equipment, effectively improve the efficiency of law en-

forcement; 

(3) Through data synchronization and reliable solidification technology, the justice 

and credibility of law enforcement data are realized and the objectivity of law en-

forcement is ensured. 
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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