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Abstract. Compared to traditional computing methods, quantum computing's 

performance is a direct result of its foundation in quantum theory. It's a real ben-

efit to academia and will cut computing times in half, from years to hours or 

minutes. Thus, quantum computers represent a significant risk to encryption be-

cause they create new dangers at an unparalleled pace and scale. When con-

fronted by a quantum computer, conventional cryptographic techniques fail. 

However, particularly in a multi-core setting, there is a need for the design as 

well as development of cryptographic algorithms, which are safe from or resistant 

to the effects of quantum computing. In this paper, the advantages and disad-

vantages of the most popular quantum-safe cryptographic algorithms are de-

scribed with an analysis of their performance on a multi-core machine. In this 

research, the efficiency of many possible quantum-safe algorithms, including 

multivariate, code-based, hash-based, and lattice-based algorithms, is analyzed. 

Most of quantum-safe algorithms need longer execution times and larger key 

sizes. In order to safeguard computers and networking in the post-quantum age, 

this work compares and analyses the performance of several post-quantum cryp-

tographic methods. 

Keywords: Post Quantum Cryptography, Quantum Computing, Code Based 

Cryptography, Multivariate Cryptography. 

1 Introduction 

In most fields, including medicine, defense, social media, and more, quantum comput-

ers are no longer science fiction [1-3]. [11-15]. There are several ways in which quan-

tum computers diverge from their binary electrical predecessors. In contrast to the bi-

nary digits, which can only ever be in one of two states (0 or 1) used in traditional 

digital calculations, quantum bits (qubits) may be in a superposition of states and are 

used to handle information in quantum computers. The idea of quantum computing, 

first introduced in 1982 by Richard Feynman, was the topic of much research ever  
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since, and is frequently considered the foundation of modern asymmetric cryptography 

[9]. A global arms race is taking place to see who can master quantum technology first. 

Therefore, secure cryptographic methods that are immune to quantum-computing-

based assaults are urgently required. The current encryption protocols are vulnerable to 

quantum computing attacks [4]. Existing information technology infrastructure will be 

rendered fully vulnerable during the transition to the quantum computer, necessitating 

the creation of quantum-safe or quantum-resistant cryptographic techniques. However, 

designing and developing cryptographic algorithms that are secure or resistant to the 

impacts of quantum computing is necessary, especially in a multi-core scenario. In this 

research, we compare and contrast several widely used quantum-safe cryptographic al-

gorithms in the context of a parallel computing architecture. In this research, the effi-

ciency of many possible quantum-safe algorithms, including multivariate, code-based, 

hash-based, and lattice-based algorithms, is analyzed. Most quantum-safe algorithms 

need longer execution times and bigger keys [6]. 

After this section, the remainder of the paper will have the following structure. The 

essential methods and concepts are laid down in Section 3. In Section 4, we demonstrate 

the ideas behind post-quantum cryptography. Section 4 has the comparison. In Section 

5, the findings and interpretations are presented. The research is summarized in Section 

6. 

2 Related work 

Interest in quantum computing increased significantly with the publication of "Simu-

lating Physics with Computer" by American theoretical physicist Feynman [8]. Feyn-

man proposed using quantum states in his essay. To create a more precise and cost-

effective quantum computer, researchers throughout the globe are tackling a wide range 

of difficult problems [5][12]. A 20 million-qubit quantum computer, as reported by 

MIT Technology Review [19], could factor a 2048-bit number in around 8 hours. Peter 

Shor invented a quantum computer technique for factoring integers in polynomial time 

in 1994. The demonstration of the superiority of the Quantum Computer over a con-

ventional computer was a major step forward [7][10]. The time needed to find a prime 

factor may be drastically cut using Shor's method. If Shor's method were successfully 

implemented, it would pose a serious threat to public-key cryptosystems for example 

RSA, ECC (Elliptic Curve Cryptography), and Diffie-Hellman. Several Post Quantum 

Cryptosystems, proposed by NIST and other authors [13][8][10], have been proposed 

as potential successors to RSA and ECC. As can be shown below, NTRU encryption 

techniques are lattice-based cryptosystems, and the NSA (National Security Agency) 

has already stated intentions to convert its cryptographic standards to post-quantum 

cryptography [2]. Two hash-based signature techniques are now being considered for 

industry-wide adoption. SPHINCS “Stateless Practical Hash-based Incredibly Nice 

Collision-resilient Signatures” [4] are stateless although the stateful Extended Merkle 

Signature Scheme (XMSS) is widely used. According to [9], there have been several 

efforts to develop multivariate polynomial-based asymmetric public key encryption 
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systems. To solve this issue, [12] introduced a novel efficient multivariate technique 

based on matrix multiplication called Simple Matrix (ABC). 

3 Post Quantum Cryptography 

The main objective of post-quantum cryptography is to design cryptographic systems, 

which cannot be broken by quantum computers while yet being backwards-compatible 

with existing technologies.[4]. As shown in Figure 1, PQC (Post-Quantum Cryptog-

raphy) techniques are predicted to be secure even after the widespread deployment of 

fully operational, large-scale quantum computing systems [6]. Hash-based signature 

algorithms, multivariate cryptography protocols, code-based cryptography, and lattice-

based cryptography are the most common implementations of the PQC algorithms de-

scribed in Figure 1. The PQC algorithms are shown in great depth in the picture. 

 

Fig. 1. The Post-Quantum Cryptography Types and Algorithms 

3.1 Lattice – Based Cryptography 

Cryptographic methods developed on lattices are based on challenging mathematical 

issues. This cryptography relies on the lattice problems family. Security based on worst-

case situations is a distinguishing aspect of lattice-based encryption. When it comes to 

security, most other cryptosystems just consider the most common of scenarios. A lat-

tice as shown in Figure 2 is an infinitely large grid of equally spaced points. In this 

lattice, a vector represents a point as a tuple of coordinates. A tuple always begins with 

a value of 0. A vector that is distant from the origin is said to be "far," whereas a vector 

that is near to the origin is said to be "short”. If the line between the origin and a chosen 

point is not shared by any other points in the set, then N vectors are chosen as the basis 

for the lattice in dimension n. This process might be used to build a structure. 

 

 

Fig. 2. Lattice Diagram 
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Key Encapsulation Mechanism (KEM) / Encryption Systems that are based on Lattices 

are the most researched because of their adaptability. Digital signatures, key exchange, 

and completely homomorphic encryption are all possible using them. Despite the ad-

vanced mathematics required for optimization and security proofs, lattice cryptosystem 

has a base in elementary linear algebra. The algebraic math is shown down below. 

 

𝑎0,0𝑥0+a0,1𝑥1+…+a0,n𝑥𝑛= y
0
 

𝑎1,0𝑥0+a1,1𝑥1+...+a1,n𝑥𝑛= y
1

 

                    ⋮ 
    𝑎n,0𝑥0+an,1𝑥1+...+an,n𝑥𝑛= y

𝑛
      (1)    

The Gaussian elimination approach makes rapid work of solving for in a standard linear 

algebra problem. This problem may also be addressed using a "mystery function." 

𝑓𝑥(𝑎)=a0𝑥0+a1𝑥1 + ⋯ +a𝑛𝑥𝑛                                       (2) 

In the case where "a" is a vector, the answer to ax is shown, while x remains unknown. 

When this function is called often enough, we can pick up 𝑓useful information quickly 

(by solving the system of equations above). The aforementioned linear algebra problem 

may be recast as a problem in machine learning. We may reduce our algebraic function 

to a modulo a (medium-sized) prime q by adding an error term e to the product of x. If 

so, this is what our noisy mystery function entails: 

𝑓𝑥(𝑎)=a0𝑥0+a1𝑥1 + ⋯ +a𝑛𝑥𝑛+∈ 𝑚𝑜𝑑  𝑞               (3) 

Learning this noisy function is a formidable mathematical challenge. The error term 

grows when the noisy function is used in each iteration of the Gaussian elimination 

procedure. As we keep going around in the loop, the error term grows and grows until 

it completely obscures the noisy function. In the context of a Lattice Cryptographic 

system, this method is known as the Learning with Errors (LWE) Problem. Because 

obtaining the smallest vector is an NP-hard task, cryptosystems for the LWE are some-

times referred to as lattices. A lattice is, in essence, a tiling of n-dimensional space. 

3.2 Hash-based Digital Signatures 

Alternatives to conventional digital signature systems that rely on asymmetric algo-

rithms like RSA include hash-based digital signature techniques as shown in figure 3. 

They rely on two characteristics of the hash function: its resilience to collisions and its 

resistance to preimages. 

 

 
 

Fig. 3. Hash-based Digital Signatures 
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To be preimage resistant, a hash function H must make it hard to discover an input x 

such that the hash function's output y Equals H (x). A hash function H with low collision 

resistance means that, given any message m1, it is hard to find a message m2 such that 

H(m1) = H(m2). Strong collision resistance of a hash function 𝐻 implies finding mes-

sages 𝑚1 and 𝑚2 such that 𝐻(𝑚1) = 𝐻(𝑚2). The birthday paradox makes it more con-

venient to take use of high collision resistance. Whereas preimage resistance and poor 

collision resistance both need a 𝛩(2n-1) search, strong collision resistance requires 

𝑜(2𝑛/2) search as a consequence of the birthday paradox. After the advent of the quan-

tum computer, these hash-based digital signature methods might be put to use in the 

authentication process. However, every digital signature may only be used once, which 

is a severe limitation. 

3.3 Code-Based Cryptography 

Error-correcting codes are crucial in code-based cryptography [3]. Over the last 40 

years, computer scientists have been trying to solve this problem. It is common practice 

in the communications industry to apply error correction codes in order to remedy trans-

mission faults. The text is converted into an error-correcting code before transmission. 

Then, some erroneous data is intentionally supplied to the output. If you have a single 

bit, you can change the value of 0 to 000 and the value of 1 to 111. This manner, if the 

intended receiver receives 101, they will know that 111 was really sent. The receiver 

will follow the lead of the majority and calculate zero instead of one. Since a linear 

code may be represented by a k× n matrix, wherein k is the length of the original mes-

sage and n is the length of the encoded message, it is one of the most frequently utilized 

error-correcting codes. Deciphering messages often requires knowledge of the corre-

sponding linear code. The McEliece public key cryptosystem is only as safe as how 

difficult it is to use. McEliece uses public key encryption and key encapsulation with 

caution. 

3.4 Code-Based Cryptography 

In multivariate cryptography, the key mathematical difficulty is to solve multivariate 

polynomials system. The quadratic map takes a sequence 𝑥 = (𝑥1, 𝑥2, . . . , 𝑥𝑛) ∈ 𝐹𝑞
𝑚and 

returns an output 𝑦 = (𝑝1(𝑥), 𝑝2(𝑥), . . . , 𝑝𝑚(𝑥)) ∈ 𝐹𝑞
𝑛where 𝑝𝑖(𝑥) define as multivari-

ate quadratic polynomials for 𝑖 = 1,2, . . . , 𝑚 whereas 𝐹𝑞 are polynomials coefficients. 

The map has m components and m variables, making it a multivariate quadratic map P. 

Assumed 𝑃: 𝐹𝑞
𝑛 ↦ 𝐹𝑞

𝑚a multivariate quadratic map and a target 𝑡 ∈ 𝐹𝑞
𝑚search for a 

number such that  𝑃(𝑠) = 𝑡. This is so difficult that not even quantum computers can 

solve it. The MQ Problem is already seen widespread application of Grobner basis-like 

algorithms, including XL and F4/F5 [16-19]. On top of the MQ issue, digital signature 

systems are often developed. Most people think of the Oil and Vinegar Scheme when 

they think about digital signatures in multivariate cryptography. Comparison of Post-

Quantum Cryptography Algorithms is given in table 1. 
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Table 1. Comparison of Post-Quantum Cryptography Algorithms 

 

Properties Hash-based Code-based Multivari-

ate based 

Lattice-based 

Schemes Signature Signature En-

cryption Hash 

Signature 

Encryption 

 

Signature En-

cryption, Hash 

Identity-based 

Encryption. 

Algorithms SPHINCS,X

MSS, 

 

McEliece, HQC, 

BIKE 

-- CRYSTALS-

Kyber 

CRYSTALS-

Dilithium 

Security 

Reduction 

Collision 

Resistance 

Code invertibil-

ity 

Solving mul-

tivariate 

equation 

system 

Finding good 

basis for Lat-

tice Solving 

Lattice prob-

lems in special 

Lattices 

Advantages Extremely 

fast with 

good secu-

rity  

 

Mature with 

first scheme re-

maining secure 

Fast 

Small key 

sizes 

Excellent se-

curity reduc-

tions 

Disad-

vantages 

Only signa-

ture relies on 

secure hash 

function 

 

Secure variants 

have extensive 

memory re-

quirements 

Low security 

Confidence 

due to many 

systems bro-

ken 

Not fully un-

derstood” 

4 Result Analysis 

Present-day research is focused on post-quantum computing in multi-core environment. 

Steps must be carefully considered while making the transition from a single core to a 

multi-core environment in the post-quantum era. This section compares the efficiency 

of pre-quantum public-key encryption as well as digital signature systems with the most 

promising post-quantum alternatives in a multi-core setting. A 2.80GHz Intel(R) 

Core(TM) i7-1165G7 was used to do the tests on all of the strategies. The method for 

post-quantum cryptography was executed in a multi-core environment, and the results 

are shown in Table 2-5 and Figure 4-7. Table 6 below presents the execution time of 

the Lattice based cryptography algorithm in three different file sizes. From the results 

shown in both Figure.4 and Table.2, it is known that HQC took long time to perform 

the key operations i.e., Keygen=19269, Encryption=13476 and Decryption=9676 Sec-

onds with maximum file size 358 KB respectively. The lowest time took by BIKE in 

all the operations i.e., Keygen=4172, Encryption=29010 and Decryption=1830 Sec-

onds with file size 173 KB respectively. 
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Table 2. Runtime Analysis of Open Quantum Code based Cryptographic Algorithms 

Algorithm File Size(KB) Keygen Encaps Decaps 

BIKE 173 4172 29010 1830 

BIKE 291 6345 30686 4049 

BIKE 358 7902 31756 5652 

Classic-McEliece 173 6218 53261 17594 

Classic-McEliece 291 7421 53409 18455 

Classic-McEliece 358 8843 54797 20542 

HQC 173 15579 9786 5986 

HQC 291 17924 12131 8331 

HQC 358 19269 13476 9676 

 

  

 

Fig. 4. Runtime Analysis of Open Quantum Code based Cryptographic Algorithms 

Rainbow-Classic, and Rainbow-Compressed are two algorithms in Multivariate cryp-

tography. The runtime performance of these two algorithms over three different files of 

sizes173 kb, 291 kb and 358kb is shown in Table.3 and Figure.5.  

From the results shown in both Table and Figure, it is known that Rainbow-Classic 

took long time to perform the key operations i.e., Keygen=16, Signature=524 and Ver-

ification=543 seconds with maximum file size 358 KB respectively. The slowest time 

took by Rainbow-Compressed in all the operations i.e., Keygen=6, Signature =115 and 

Verification =465 Seconds with minimum file size 173 KB respectively. 

Table 3. Runtime Analysis of Open Quantum Multi-variate Cryptographic Algorithms 

Algorithm File Size(KB) Keygen(sec) Sign(sec) Verify(sec) 
Rainbow-Classic 173 8 489 501 

Rainbow-Classic 291 11 493 512 

Rainbow-Classic 358 16 524 543 
Rainbow-Compressed 173 6 115 465 

Rainbow-Compressed 291 9 121 489 

Rainbow-Compressed 358 13 132 508 
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Fig. 5. Runtime Analysis of Open Quantum Multivariate Cryptographic Algorithms 

Table 4. Runtime Analysis of Open Quantum Safe Hash Based Cryptographic Algorithms 

Algorithm  File Size(KB) Keygen Sign Verify 

SPHINCS 173 2987 132 549 

SPHINCS 291 3152 145 867 

SPHINCS 358 3879 201 349 

SPHINCS_SHA 173 975 45 246 

SPHINCS_SHA 291 1087 56 284 

SPHINCS_SHA 358 1178 68 212 

SPHINCS_SHAKE 173 482 19 149 

SPHINCS_SHAKE 291 514 25 151 

SPHINCS_SHAKE 358 597 37 187 

 

 

Fig. 6. Runtime analysis of Open Quantum Safe Hash-based Cryptographic Algorithms 

The runtime behavior of SPHINCS and its variants is shown in Table 4 and Figure 5. 

From the results, it is known that SPHINCS took long time to perform the key opera-

tions i.e., Keygen=3879, Signature=201 and Verification=349 Seconds with maximum 

file size 358 KB respectively. The lowest time took by SPHINCS_SHAKE in all the 

operations i.e., Keygen=482, Signature =19 and Verification =149 Seconds with mini-

mum file size 173 KB respectively. 

Table.5 and Figure.7 provide the execution time results for files of 173 kb, 291 kb, 

and 358 kb for each of the three approaches. Both Table.6 and Figure.6 reveal that 

NTRU required considerable time to complete the essential procedures i.e., Key-

gen=21478, Encryption=85791 and Decryption=86975 Seconds with maximum file 

size 358 KB respectively. The lowest time took by BLISS method in all the operations 

i.e., Keygen=2621, Encryption=22524 and Decryption=22428 Seconds with minimum 

file size 173 KB respectively. 
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Table 5. Runtime analysis of open quantum safe Lattice-based cryptographic algorithms 

Algorithm File Size(KB)  Keygen Encaps Decaps 

NTRU 173 15548 62579 72495 

NTRU 291 16875 69825 74851 

NTRU 358 21478 85791 86975 

RING 173 34268 30187 40527 

RING 291 38975 34521 43512 

RING 358 42567 40479 43826 

BLISS 173 2621 22524 22428 

BLISS 291 2798 22665 22564 

BLISS 358 2802 22795 22698 

 

Fig. 7. Runtime Analysis of Open Quantum Safe Lattice-based Cryptographic Algorithms 

5 Conclusion 

The field of computing has advanced significantly in recent years, allowing us to go 

beyond "classical" computing and into the "quantum" age of data. Scientific discoveries 

in quantum computing over the last several years will allow for exponential gains in 

computer speed and accuracy. Our primary goal in writing this work was to investigate 

and dissect the four classes of cryptosystems that we consider to be quantum-resistant 

in order to encourage more investigation in this promising field. In light of this, it is 

important that any upgrades made to preexisting post-quantum cryptosystems be im-

plemented in a manner that does not significantly compromise system security. But 

before we can conclude for sure that Lattice-based encryption is better than other kinds 

of post-quantum cryptography, further in-depth study is needed. Post-quantum Cryp-

tography algorithms will need to be rigorously implemented and analyzed in Software 

simulation and in limited hardware in future research. 
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