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Abstract. In the field of industrial information technology, especially in system
architecture, system management can be done based on DevOps and Cloud Com-
puting. Cloud Computing offers three types of services and four deployment
models, while DevOps helps produce stable software products while increasing
their value. OpenStack and Kubernetes are two tools commonly used in DevOps
and Cloud; OpenStack is specifically for building and managing cloud infrastruc-
ture, while Kubernetes is for managing applications in an organized and scalable
manner through DevOps. Although OpenStack and Kubernetes can be used to-
gether in industry for system architecture, it is important to compare OpenStack
and Kubernetes from the perspective of Cloud network connections and DevOps.
Both tools were tested, and then the test results were recorded and made into a
comparative chart. Based on the results of cloud network connection testing, Ku-
bernetes has a higher number of connections because it has container orchestra-
tion, which functions to manage and run applications. In DevOps testing, Open-
Stack is easier and faster to use because data can be created directly from the
Dashboard without having to go through the Terminal.

Keywords: Cloud Computing, DevOps, Kubernetes, OpenStack, system man-
agement.

1 Introduction

System is one of the important things in the world of Information Technology, so it is
necessary to do system management. System management is a set of processes to
change part or all of the system, rebuild a system, and manage the system using hard-
ware and software[1]. General system management is based on DevOps and Cloud
Computing, where both technologies are used to help system management from instal-
lation, and service, to automation.
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DevOps is a series of methods, techniques, concepts, and paradigms that combine
software development and operations, to automate the software development process
quickly and efficiently[2]. DevOps helps produce stable software products while in-
creasing the value of the software. Cloud Computing is the development of parallel
computing technology utilizing the concept of virtualization, where all computing re-
sources can be distributed to users as a service according to their needs[3]. Cloud Com-
puting provides three types of services to users:

1) As infrastructure and network computing resources in the form of Infrastructure

as a Service (IaaS) Cloud,

2) Asasoftware development platform in the form of Platform as a Service (PaaS)

Cloud; and
3) Asready-to-use software in the form of Software as a Service (SaaS) Cloud[4].

The development of Cloud Computing technology was followed by an increase in
user interest in Cloud Computing services, resulting in the emergence of Function as a
Service (FaaS) Cloud, as a type of Cloud Computing service specifically for Cloud
computing providers in managing all computing resources used for Cloud-based ser-
vices (hardware, software, middleware, operating system)[5]. FaaS uses a number of
open-source products such as OpenStack to control computing processes, network re-
sources, administration control, and user access rights[6], OpenNebula for edge com-
puting, data center, and virtualization[7], and OpenShift for container services, virtual-
ization, and microservices[8]. In DevOps, Kubernetes is an open-source platform that
is reliable for managing container clustering on server clusters as well as cluster orches-
tration for scheduling, scaling, recovery, and monitoring containers[9][10].

Several previous studies discuss OpenStack, Kubernetes, DevOps, and Cloud Com-
puting, which are the state of the art for this research. The first research was regarding
the implementation of Infrastructure as a Service (IaaS) Cloud based on OpenStack and
Apache CloudStack, then a comparison was carried out in terms of performance and
reliability[11]. The second research concerns the implementation of Private Cloud
Computing in a case study of an OpenStack-based internal university network which is
then analyzed in terms of network reliability in providing student services[12]. The
third research describes the implementation of autoscaling in containers on a web server
using Proxmox-based Kubernetes on an internal university network|[13]. The fourth re-
search concerns the implementation of DevOps to support the running of the COVID-
19 e-screening system during the pandemic to increase system reliability[14]. The fifth
research describes the implementation of Cloud Computing in a case study at one of
the universities by focusing on the perspective of service reliability and the benefits
obtained [15].

The sixth research discusses the provisioning of the Google Kubernetes Engine
(GKE) in the development environment and production environment to help the
DevOps team handle increasing service requests[16]. The seventh research describes
the implementation of Cloud Computing in the form of Infrastructure as a Service
(TaaS) Cloud services to support the running of web server services[17]. The eighth
research describes the implementation of Load Balancing on OpenStack to balance net-
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work load using the Round Robin method and algorithm[18]. The ninth research de-
scribes the implementation of OpenStack-based Infrastructure as Code (IaC) to assist
Cloud Computing network management in government[19]. The tenth research dis-
cusses the implementation of the Private Cloud Computing deployment model in the
form of Infrastructure as a Service (IaaS) Cloud services based on OpenStack[20].

The eleventh research describes the analysis and implementation of Private Cloud
on computer networks using OpenStack on the Linux operating system[21]. The twelfth
research explains the implementation of multi-tenant computing infrastructure systems
and services using OpenStack based on Metal as a Service (MaaS)[22]. The thirteenth
research discusses the design, implementation, and analysis of Cluster Containers using
Kubernetes and Google Cloud Platform infrastructure[23]. The fourteenth study dis-
cusses the Analysis of Server Deployment Implementation Using Kubernetes to Avoid
Single Failure[24]. The fifteenth research describes the implementation of the Infra-
structure as a Service (IaaS) Cloud for web server computing needs using the Load
Balancing method[25].

Based on these studies, in this research, a comparison was carried out between Open-
Stack and Kubernetes in terms of system management on the Cloud network connection
and the ease of DevOps (creating data, using Pod and Podman), accompanied by anal-
ysis and comparison of the values and performance graphs of both. The formulation of
the problem in this research is which is better, OpenStack and Kubernetes from the
perspective of DevOps testing and Cloud network connection testing. The test results
are expected to provide information about the best utilization of OpenStack and Kuber-
netes for DevOps and Cloud Computing.

2 Research Method

2.1 Literature Review

The data collection method used in this research is the literature review. A literature
review is a method of collecting data in research with a series of activities related to
collecting library literature data, reading, and taking notes, and managing the research
materials[26]. In this research, a literature review was carried out by collecting and
reading various literature from websites, books, and published papers in national and
international journals and papers from proceedings at conferences and seminars related
to the research topic.

2.2 Tool and Materials

Tools and materials that support this research include computer hardware and computer
software. The hardware used is a notebook with Intel(R) Core(TM) i7-10750H CPU @
2.60GHz 2.59 GHz processor specifications, 16 GB memory (RAM), and 512 GB SSD.
The software used includes the Linux operating system Ubuntu 22.04, Kubernetes, and
OpenStack. Apart from that, a modem and internet connection are also used.
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2.3 The Flowchart

The flowchart is a diagram that displays the steps in carrying out a process of a program.
The shape of the diagram, and lines or arrow directions are depicted and connected in
each process, with the aim of simplifying a series of procedures to make it easier to
understand the information. The flowchart of this research is shown in Fig. 1.

@ | Instalation of Kubernetes on Ubuntu Linux

Instalation of Ubuntu Linux

¥

P Instalation of OpenStack on Ubuntu Linux

DevOps testing (creating data)
DevOps testing (Pod. Podman)
Cloud network connection

no testing on Kubernetes

¥

Benchmarking

DevOps testing (creating data)
DevOps testing (Pod, Podman)
Cloud network connection

testing on OpenStack e

Fig. 1. Flowchart of the proposed method.

Based on Fig. 1, the research flowchart starts with preparing to install Ubuntu Linux,
then installing OpenStack, and then testing DevOps and Cloud network connection on
OpenStack. Next, install Kubernetes, followed by testing DevOps and Cloud network
connection on Kubernetes. Test results are recorded, and comparisons are made along
with graphic visualization.

3 Testing and Result

3.1 DevOps Testing (Creating Data) on OpenStack

The first DevOps testing on OpenStack is creating data via the OpenStack Dashboard.
Fig. 2 shows the DevOps testing process (creating data) on OpenStack.

Based on Fig. 2, DevOps testing (creating data) on OpenStack can be done quickly
and easily through the Dashboard, where a server group is first created by writing a
name and policy and then submitting it. Then, the ID will automatically be created by
OpenStack. Fig. 3 shows the results of DevOps testing on OpenStack.
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Based on Fig. 3, DevOps testing results on OpenStack can be done easily and faster
via the OpenStack Dashboard, using the create menu.

@ | = server Groups-Opensta X | @ ansible issue- ERROR! ple X + ~ B e &

« > C O 8 o- 10.0.2.15/dashboard/project/server_groups 0% ¥ & B =

Create Server Group

Fig. 2. DevOps Testing (Creating Data) Process in OpenStack.

@ | 3 server Groups- OpenStz % | @ ansible issue- ERRORI pl- x  + ~ B 06 €
&« > C QO B8 10.0.2.15/dashboard/project/server_groups 80% 1% 9 9 =
S openstack. =demo- & admin -

Project
Project / Compute | Server Groups

API Access

Compute . Server Groups

Overview
a . ’ ® __c-meme Server Group _ Delete Server Groups
Instances
Images  Displaying 1 item
o tame® © Poliey

Key Pairs

O didk 2329560 2e33-477b-af5d-b10sbeat d2if Soit Affnity

Volumes

Displaying 1 item
Netwark
Admin

identity

Fig. 3. DevOps Testing (Creating Data) Results on OpenStack.

3.2  DevOps Testing (Pod, Podman) on OpenStack

The second DevOps testing on OpenStack using Pod and Podman, was carried out with
root access and the command: sudo podman ps -a --pod to display pods and
podman. Root access is required to make it easier to distinguish between Pod and Pod-
man results from OpenStack and those from Kubernetes (in future experiments). Fig. 4
shows the results of testing Pod and Podman on OpenStack.



348 I. P. A. E. Pratama et al.

root@didik-virtualBox: /home/didik# sudo podman ps -a --pod
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES POD ID PODNAM

E
3cb6f603ddda  k8s.gcr.io/pause:3.5 About a minute ago Created 9a2523880af7-infra 9a2523880af7 friend
ly_neumann

Fig. 4. DevOps Testing (Pod, Podman) on OpenStack.

3.3  Cloud Network Connection Testing on OpenStack

The test results on the Cloud on OpenStack are a test that is used to see the results of a
Cloud that is owned by OpenStack with the . /benchmark.sh command. Fig. 5 shows
the testing results of the Cloud network connection on OpenStack.

Fig. 5 is the result of Cloud network connection testing on OpenStack. The results
tested on the OpenStack cloud are the total connection owned, such as

a) Min=0ms,

b) Mean =2 ms,

¢) Standard Deviation (SD) = 1.7 ms,

d) Med=1 ms, and

e) Max =12 ms.

Server Software: Apache/2.4.52
Server Hostname: 10.0.2.15
Server Port: 80

Document Path:
Document Length: 286 bytes

Concurrency Level: 10

Time taken for tests: 0.186 seconds

Complete requests: 1000

Failed requests: (6]

Non-2xx responses: 1000

Total transferred: 501000 bytes

HTML transferred: 286000 bytes

Requests per second: 5387.26 [#/sec] (mean)

Time per request: 1.856 [ms] (mean)

Time per request: 0.186 [ms] (mean, across all concurrent requests)
Transfer rate: 2635.76 [Kbytes/sec] received

Connection Times (ms)

min mean[+/-sd] median max
Connect: (<] ] (<] 3
Processing: 0 1 1 11
Waiting: <] 1 1 8
Total: ) 2 i 12

0.7
1.4
1.2
1.7

Percentage of the requests served within a certain time (ms)

i
10
12 (longest request)

ool

Fig. 5. Cloud Network Connection Testing on OpenStack.

3.4  DevOps Testing (Creating Data) on Kubernetes

DevOps testing on Kubernetes is a test by creating data on Kubernetes, where data is
created directly on the terminal. This is different from DevOps testing on OpenStack
via the Dashboard. Fig. 6 shows Kubernetes’s DevOps testing (creating data) process.
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Based on Fig. 6, the DevOps testing in Kubernetes in the form of adding data, use
the terminal with the create deployment hello-minikube command along with the
port number. Then use the minikube service hello-minikube command to display
the data. Fig. 7 shows the results of DevOps testing (creating data) on Kubernetes.

Based on Fig. 7, the results of DevOps testing (creating data) in Kubernetes are not
as easier and faster as in OpenStack, where data is created first through the terminal,
and then displayed through the Dashboard.

kubectl create deployment hello-minikube --image=kicbase/echo-server:1.e

deployment.apps/hello-minikube created
s kubectl expose deployment hello-minikube --type=NodePort --port=8e
service/hello-minikube exposed
:-$ kubectl get service hello-minikube

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
hello-minikube NodePort 10.104.205.153 <none> 80:32635/TCP

minikube service hello-minikube

I- R e \
| NAMESPACE | NAME | TARGET PORT

I- - ---
I

default | hello-mintkube |

-

i opening service default/hello-minikube in default browser.
:$ update.go:85: cannot change mount namespace according te change mount (/var/lib/snapd/hostfs/usr/share/gin

p/2.6/help [usr/share/gimp/2.8/help none bind,ro & 6): cannot open directory "/var/lib": permission denied
update.go:85: cannot change mount namespace according to change mount (/var/lib/snapd/hostfs/usr/share/gtk-doc fusr/share/gtk-doc no
ne bind,ro 6 8): cannot open directory "/var/lib": permission denied
update.go:85: cannot change mount namespace according to change mount (/var/lib/snapd/hostfs/usr/share/librecffice/help fusr/share/l
ibreoffice/help none bind,ro & 6): cannot open directory "/var/lib": permission denied
update.go:85: cannot change mount namespace according to change mount (/var/lib/snapd/hostfs/usr/share/xubuntu-docs fusr/share/xubun
tu-docs none bind,ro 6 ©): cannot open directory "/var/lib": permission denied

: : Not loading module “"atk-bridge”: The functionality is provided by GTK natively. Please try to not load it

lib conf.c:4120:(snd_config_update_r) Cannot access file /usr/sharefalsafalsa.conf
Llib seq.c:935:(snd_seq open_noupdate) Unknown SEQ default

Fig. 6. DevOps Testing (Creating Data) Process in Kubernetes.

@ | aboutisessionrestore x @ problem loadingpage  x = @ Kubernetes Dashboard x | @ Problem loadingpage x + W - o X
&« C QO D 127.0.0.1:37433/api/v1/namespaces/kubernete: board/ tp:kubernetes-dashboard:/; ¥¥ N =
kubernetes default Q  Search + A
Workloads
Workloads ‘N Pods
Cron Jobs Mernc¢
Name Images Labels Node Status Restarts CPU Usage (cores) (bytes
Daemon Sets. 1

app: hello-word

Deployments kicbase/e: ~ ~
[ ] 75507c98fd-8g9v er:1.0 S minikube Running 0
Jobs - 7559fc98fd
Pods app: hello-minikub
Replica Sets ° :El‘ﬁf‘lggj (EIRE minikube Running 0 - -
od-template-has
Replication Controllers : 77b6f68484
Stateful Sets
Service Replica Sets
Ingresses N Name Images Labels Pods
Ingress Classes Tt
Services @ [ ] hello-word-7559fc98fd kicbase/echo-server:1.0 1/1
pod-template-hash: 7559fc98fd
Config and Storage app: hello-minikube
@®  hellominikube-77b6f68484 kicbase/echo-server:1.0 /1
Config Maps N pod-template-hash: 77b6f68484

Persistent Volume Claims 1

Fig. 7. DevOps Testing Results on Kubernetes.
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3.5 DevOps Testing (Pod and Podman) on Kubernetes

The second DevOps testing on Kubernetes using Pods and Podman, was carried out by
creating pods and Podman in Kubernetes. Fig. 8 shows the results of DevOps testing
on Kubernetes (Pod and Podman).

Based on Fig. 8, the Pod and Podman test results in Kubernetes display Container
ID, Image, Creates, Status, Names, Pod ID, and Pod Name.

ox: $ sudo podman ps -a --pod
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES POD ID PODNAME

429230575b69 k8s.gcr.lo/pause:3.5 2 days ago Created 80805eb59269-1nfra 80805eb59269 cranky_nightin
gale

Fig. 8. Pod and Podman Test Results in Kubernetes.

3.6  Cloud Network Connection Testing on Kubernetes

The results of testing the Cloud network connection in Kubernetes are the results of the
. /benchmark. sh command in Kubernetes, with the output of the test results as shown
in Fig. 9.

Based on Fig. 9, the results tested on cloud network connections in Kubernetes are
the total connections owned, such as

a) Min=67 ms,

b) Mean =198 ms,

¢) Standard Deviation (SD) = 168.0 ms,

d) Med =276 ms, and

e) Max =801 ms.

Server Software:
127.0.0.1
Server Port: 37433

Document Path: /api/v1/namespaces/kubernetes-dashboard/services/http:kubernetes-dashboard: /proxy/#/workloads?namespace=default
Document Length: 19 bytes

10
3.114 seconds
100
o
Non-2xx responses: 160
Total transferred: 23800 bytes
HTML transferre: 1900 bytes
Requests pe 8 32.12 [#/sec] (mean)
311.371 [ms] (mean)
31.137 [ms] (mean, across all concurrent requests)

Transfer e 7.46 [Kbytes/sec] received

Connection Times (ms)
min mean[+/-sd] median  max
Conne: e 8 6.1 o o
Proce: : 67 298 168.0 276 801
Waitis 66 288 165.0 273 799
67 298 168.0 276 801

ntage of the requests served within a certain time (nms)
276
382
428
459
533
621
697
801
801 (longest request)

Fig. 9. Testing Cloud Network Connection in Kubernetes.
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4 Discussion

4.1  Comparison Results of DevOps Testing (Creating Data) on OpenStack
and Kubernetes

The results of the comparison after creating data are made by making a table. Table 1
shows the comparison of DevOps Testing (creating data) in OpenStack and Kubernetes.

Based on Table 1, the results of the test show that the process of creating data at
DevOps process in OpenStack is easier and faster than Kubernetes via Dashboard with-
out Terminal.

Table 1. Comparison Result of DevOps Testing (Creating Data) on OpenStack and Kubernetes.

DevOps Creating Data
OpenStack Via the OpenStack Dashboard, using the create menu.
Kubernetes Data is created first through the terminal and then dis-

played through the Dashboard.

4.2  Comparison Results of DevOps Testing (Creating Data) on OpenStack
and Kubernetes

The results of the comparison after conducting the Pod and Podman experiments are
made by making a table. Table 2 shows the comparison of Pod and Podman in Open-
Stack and Kubernetes.

Based on Table 2, the results of the test show that the Container IDs are different for
OpenStack and Kubernetes. This is because Podman, to run each container, is run as a
separate container, so it has a unique Container ID, which serves as an identity for each
running container.

Table 2. Comparison Result of DevOps Testing (Pod and Podman) on OpenStack and Kuber-

netes.
DevOps OpenStack Kubernetes
Container ID 3cb6f603ddd4 429230575b69
Image k8s.ger.io/pause:3.5 k8s.ger.io/pause:3.5
Creation time about a minute 2 days
Status created created
Names 9a2523880af7.infra 80805eb59269-infra
Pod ID 9a2523880af7 80805eb59269
Pod Name friendly neumann cranky nightingale
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4.3  Comparison Results of DevOps Testing (Creating Data) on OpenStack
and Kubernetes

The results of the comparison of Cloud Network Connection on OpenStack and Kuber-
netes are made by making a table. Table 3 shows the comparison of Pod and Podman.

Based on Table 3, a comparative graph of Cloud Network Connection on OpenStack
and Kubernetes can be qualitatively seen in Fig. 10.

Based on Table 3 and the graph in Fig. 10, it can be seen that Kubernetes has a
significantly higher total connection than OpenStack. This is because Kubernetes uses
container orchestration to manage and run applications so that every application run-
ning on Kubernetes can create a greater number of connections than on OpenStack.

Table 3. Comparison Result of Cloud Network Connection Testing on OpenStack and Kuber-

netes.
Total Connection OpenStack Kubernetes
Min 0 ms 67 ms
Mean 2 ms 198 ms
Standard Deviation (SD) 1.7 ms 168.0 ms
Med 1 ms 276 ms
Max 12 ms 801 ms
800
600
400 3 OpenStack
) Kubernetes
200 \\\:‘} =
0 L= & % | Ao = =
Min Mean SD Med Max

Fig. 10. The comparison of Cloud Network Connection on OpenStack and Kubernetes.

5 Conclusion

Based on the tests carried out, it can be concluded that in the comparison between
OpenStack and Kubernetes in system architecture, especially from the perspective of
DevOps and Cloud network connections, OpenStack has advantages in terms of
DevOps compared to Kubernetes, through the ease of creating data directly via the
Dashboard and the use of Pods and Podman. Meanwhile, in terms of cloud network
connections, Kubernetes has an advantage over OpenStack, because Kubernetes uses
container orchestration to manage and run applications, thereby increasing the number
of connections on the cloud network.
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