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Abstract. The growth of smart e-health monitoring systems is driven by the riseof
the Internet of Things (IoT), transforming healthcare. This evolution relies onreal-
time updates for patients and stakeholders, as IoT devices generate substantial data.
This technology plays a crucial role in modern healthcare monitoring, with various
systems emerging to securely track health data. Health data is di- vided into
structured and unstructured formats, with structured data adhering to standards and
unstructured data being more varied, encompassing elements like emails and media
content. To effectively utilize data from these devices in real-time applications,
meeting rigorous security requirements is essential. Storing data in a secure
environment is crucial, as the volume of data generated by IoT is substantial and
requires specialized tools for analysis. The primary goal is to establish an intelligent
system for e-health monitoring. This system collects medical data from multiple
sensors, filters relevant information about a patient's current state, and integrates
their health status. Additionally, the proposed system outlines a secure platform for
sharing e-health information and authenticated architecture nodes within the IoT
network. Ensuring the security of data generated by IoT devices is crucial for real-
time applications. Storing data in a secure environment is essential due to the large
volume of data, necessitating specialized tools for processing. The main objective is
to create an intelligent e-health monitoring system that collects medical data from
multiple sensors, filters relevant patient information, integrates health status, and
facilitates secure sharing withinthe IoT network.

Keywords: E-Health Monitoring Systems, Internet of Things, Health Data,Real-Time
Security, Secure Data Storage

1 Introduction

Healthcare monitoring, largely embedded within the Internet of Things (IoT), continues
to evolve rapidly, significantly influencing daily life [1]. This integration ensures
patient care by interconnecting devices within IoT networks. The growing prominence
of health monitoring not only reduces costs but also amplifies the quality and
accessibility of healthcare services. Moreover, loT-based health monitoring plays a
crucial role in
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disease prevention and enables accurate diagnoses even in the absence of nearby
physicians. In rural areas where medical facilities are scarce, locals often seek medical
at-attention at distant hospitals or clinics [2]. However, as health conditions escalate to
critical stages, accessing timely medical assistance becomes more challenging. In the
faceof epidemics or in regions where medical professionals struggle to reach easily,
IoT-enabled health monitoring stands out, facilitating disease containment while
allowing effective remote health monitoring [3].

The research problem in IoT health monitoring systems lies in the multifaceted vul-
vulnerabilities posing critical threats [4]. Energy optimization stands as a significant
concern as sensors, pivotal for health data analysis, face limitations in continuous data
collection due to energy consumption. This limitation leads to compromised
functionalityand shorter battery life, challenging the seamless operation of the system
[5]. Physicalattacks further exacerbate the issue, allowing attackers to manipulate or
reconfigure data, compromising the integrity of information collected by IoT devices
[6]. Privacy breaches emerge as another significant challenge, as health data,
transmitted through remote mechanisms, face threats in storage and transmission,
impacting the confidentiality of sensitive health information [7]. Moreover, the
susceptibility to data manipulation poses a considerable risk, potentially leading to
incorrect diagnoses and treatments, endangering patients' lives [8]. Although remote
healthcare monitoring systemsserve emergency purposes, these vulnerabilities remain
largely unsolved, demanding immediate attention and robust solutions to ensure the
security, privacy, and integrity of health data within IoT networks.

In contemporary e-health monitoring, the wireless body area network (WBAN)
stands out as a prominent application. Using the IEEE802.15.6 standard, this system
involves numerous sensors placed across the body, either wearable or implanted, com-
municating through a centralized device with impressive data rates of 1Mbps and low
power consumption at 0.1mW [9]. Additionally, innovations like ProeTEX introduce
smart wearable health recording systems mounted on garments for enhanced monitor-
ing [10].

The mobile health care monitoring system, known as mob care health system, incor-
porates web-based servers, Bluetooth-enabled sensors, and user interfaces [11]. It in-
cludes innovations like mobi ECG, transmitting exceptional ECG data to doctors or
caregivers over mobile networks. Additionally, systems like C-SMART diagnose falls
using Android-based health monitoring, while virtual telemonitoring through next-gen
public networks gains popularity [12]. Other research developments involve daily
mood assessment via mobile phones and smartphone-based sleep quality measurement
[13].

Recent advancements have seen the emergence of cloudbased e-health systems, al-
tering the location of patient data. While these applications offer cloud-backed services,
they encounter challenges related to data security and compression [14]. Hybrid cloud
solutions have emerged as a remedy to these issues. Another notable area is intelligence
in health monitoring, where systems are capable of analyzing previous experiences or
hypotheses, predicting and assessing future health states, and preemptively controlling
potential health issues [15-16]. Various Artificial Intelligence (Al) techniques such
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as artificial neural networks and fuzzy logic contribute to the development of intelligent
healthcare systems [17-19].

Although the literature review has provided valuable insights, there is a notable gap
in the existing research. Specifically, current research should focus on developing a
comprehensive and secure architecture for storing and transmitting medical data while
safeguarding patient security and privacy. This research must address emerging secu-
rity risks in the medical health system, enhance anonymity and traceability of medical
nodes and users, and implement a lightweight policy update mechanism. Additionally,
there is a need for a user-friendly interface for authorized access to health records. Fur-
thermore, addressing the limitations of real-time health monitoring, such as the need
for diverse mechanisms and improved interoperability, especially in rural areas, re-
mains unexplored.

The research novelty stems from its integrative approach towards addressing the
burgeoning challenges in e-health data security within the evolving landscape of the
Internet of Things (IoT). By focusing on the multifaceted issues, the research devises a
comprehensive solution, amalgamating secure data transmission, addressing vulnera-
bilities in storage, and introducing a user-centric privacy-focused interface. It stands
out by not only identifying concerns but also proposing a unified, practical system to
combat these issues. This inclusive methodology aims to contribute significantly to the
development of more secure and efficient smart health care monitoring systems, crucial
in an increasingly loT-driven healthcare sector.

2 Research Methodology

A. Medical Electronic Health Record (MEHR)

The comprehensive strategy for safeguarding privacy and security in the e-health care
system comprises a set of algorithms depicted in Figure 1. Specifically, the MEHR
algorithm introduces a robust architectural concept along with a dedicated mobile ap-
plication [20]-[22].

Figure 1 illustrates the process within the e-health system: the Authentication Unit
(AU) generates the Global Secret Key (GSK), used by all nodes and authenticated pa-
tients within their respective home networks. Patient data, gathered by medical nodes
to form the Medical Electronic Health Record (MEHR), undergoes encryption through
the MEHR algorithm. This encryption process incorporates keyword extraction and an
update policy defined by the patient before depositing the records in a cloud storage
system. Access to view and decrypt these medical records is restricted to authorized
users. Any updates or modifications to the record can only occur using the key gener-
ated during the patient's registration process, ensuring secure and authorized data alter-
ations within the system.

Authentication Unit execute the user registration segment to generate user key / P S
KU KU (public/secret key) which is identical to registration of patient in the IoT net-
work. This part gives a complete authentication to the user registered in the home loT
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network. Algorithm uses a security parameter (k), AU runs this algorithm and give rise
to secret key named GSK (Global Secret Key). Patient (PA) register with set of attrib-
utes S attr attr 1,n the method generates PK SK PA PA (public/ secret key)
pairs of patient and thus AU generate algorithm nc SE the symmetric encryption.

PA’s-patient’s, PKPA (public key) and SKPA (secretkey) need to assemble. Look-
ing at other way the user registered with set of attributes S attr attr =( 1, ,nu ) which
came with health details of patient, staff, or caretakers. Medical node (MN) is also need
to register for the same by running the registration module hereby originate MN (med-
ical node’s) public/secret key pair MN MN PK SK .

Users
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Fig. 1. MEHR process.

When a patient initiates a request to modify access permissions for their Medical
Electronic Health Record (MEHR) stored within a secure cloud platform, the process
involves the execution of a second algorithm. This algorithm verifies a keyword match
for the intended update. Upon acceptance, the update function is activated within the
cloud platform. In scenarios where there is a change in both the initial access policy (
A, p ) and the update policy ()'' A, p, the keyword match mechanism operates,
updating only the ciphertext. The resultant output provides an updated ciphertext, re-
flecting the modifications made in the access permissions for the MEHR. () () { ()} {
(O}'"'''012,3,4,,,,,,,1,,00CTAACCCCinCjnCppMij=e el |

In the event that the keyword match policy fails to meet the specified criteria, result-
ing in, it denotes that no update has been performed, and consequently, the request is
rejected.

B. Security Evaluation
Security assessment in the realm of the Internet of Things (IoT) remains critical due
to real-time threats observed in IEEE 802.11 and Mobile Ad-Hoc Networks (MANET),
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including the notorious black hole attack. Such vulnerabilities noticeably impact net-
work functionality. To combat security and privacy issues, an elaborate algorithm de-
tailed in the section offers a comprehensive security evaluation [20], [23]. Stringent
regulations like HIPAA meticulously oversee healthcare organizations, ensuring strict
compliance with standards for safeguarding medical information [24]. Assessing e-
health data security highlights challenges such as consistency and repeatability con-
cerns. Even advanced technologies, like smartcard security, grapple with numerous po-
tential attacks, underscoring the intricate nature and broad spectrum of security chal-
lenges within healthcare systems [25]. Simulation of attacks is crucial for assessing
medical health information security. Realistic network traffic is vital for accurate pri-
vacy and security simulations [26], [27].

C. Medical Health Data Encryption

Utilizing private keys within algorithms necessitates secure key exchange. The en-
cryption of medical e-health data by nodes with the Global Secret Key (GSK) ensures
privacy and security. Accessible solely with the GSK key, decryption of the data guar-
antees its confidentiality. Notably, this keycentric approach to preserving privacy and
security distinguishes this method from other schemes highlighted in literature [28]—
[30], as the significance of this main security thread isn't emphasized in those ap-
proaches.

D. Authentication of Medical Data

The different four major areas of authentication are secure communication, a
handheld device, smart card and biometric [31]. Sharing the password/ special key in
the secure protocol between the user and medical server are typical security features.
To prevent Man in the Middle (MITM) attack in medical data is provided with authen-
tication, this is provided in key distribution phase by checking whether the IoT key is
sent by authorized node.

E. Policy Update

The scheme outlined in [32]-[34] and the planned work emphasize an updated pol-
icy mechanism for medical health data stored in a cloud platform, a feature not ad-
dressed in [35], [36]. In the latter systems, the entire data retrieval, decryption, updat-
ing, and re-encryption process demands extensive computational resources and time.
This intensive process results in repeated decryption and encryption cycles, signifi-
cantly impacting both computational load and processing time.

TABLE 1. COMPARISON OF FUNCTION OVERHEAD.
Scheme MEHR
F1 Y Y Y X X Y
F2 X Y Y Y Y Y
F3 X Y X X X Y
F4 Y X X Y Y Y
F5 X Y X Y X Y
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Table 1 compares various functional overheads denoted by 'X' for not included and
'Y' for included functions. It highlights distinct functionalities: (i) F1 - emphasizing
patient anonymity, (ii) F2 - the ability to trace anonymous identities, (iii) F3 - serving
medical data encryption, (iv) F4 - facilitating medical data decryption, and (v) F5 -
handling access policy updates or modifications. These functionalities encapsulate vital
aspects such as identity protection, encryption, decryption, and the dynamic adaptation
of access policies within the system.

3. Methodology Simulation and Results for Mehr

Performance measurement and evaluation are crucial for enhancing any system,
necessitating quantification and assessment. In the context of health monitoring,
performance evaluation considers the behavior of IoT devices, network infrastructure,
and patient experiences. Stakeholders with varying objectives and perspectives
introduce multiple dimensions and dynamics over time. The simulation setup comprises
a computer with a 64-bit Windows 10 Professional operating system, an Intel Core i5
(or equivalent) processor with 2.4/5 GHz core CPU, and 8GB of RAM. The simulation
utilizes pairing-based cryptography (PCB) library, and a mobile application is developed
using Android Studio as the platform. This approach is fundamental for comprehensive
system assessment and improvement.

A. Transmission Efficiency

In the current healthcare system, IoT networks play a vital role in remotely
monitoring patients, offering exceptional potential. These networks continuously
provide real-time data on crucial health metrics such as pulse rate, diastolic pressure,
glucose levels, and oxygen saturation. The choice of secure data transmission methods
significantly impacts transmission efficiency. To evaluate system performance,
measurements were conducted within the hospital infrastructure, assessing various
network configurations and connection speeds. Figure 2 illustrates the transmission cost,
with the x-axis representing the number of parameters. The public parameter sizes for
different schemes [32-35], including MEHR system, are listed as 0.712KB, 0.528KB,
0.712KB, 0.469KB, and 0.456KB, respectively, reflecting the critical role of these
parameters in system behavior and efficiency.

A

Size in KB

MEHR

Fig. 2. Transmission cost parameter.

B. MEHR Efficiency

Efficiency in the health record system, as measured by the comparison of outputs to
inputs, like cost and time, leads to optimal productivity. Implementing MEHR
effectively requires defining and streamlining data flows, enhancing health record
efficiency.
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Fig. 3. MEHR Encryption.

Key ways to achieve this include defining and streamlining the health record,
focusing on security aspects, and starting with a secure architecture. Figure 3 presents a
comparison of medical file encryption computing costs, with the x-axis indicating
computing costs and the y-axis showing the current work and various schemes [32]—
[34], [36]. The final values, 0.496, 0.342, 0.573s, 0.677s, and 0.687s, collectively
confirm the planned system's superior computing cost efficiency.

The sharing of user data is complicated due to the need for cryptographic methods
to encrypt it. De-identifying healthcare data involves protecting identifiers in line with
privacy rules. Figure 4 displays the MEHR decryption computing costs, with values on
the x-axis representing various schemes [32], [33], [35], [36]. Current system's values
are 1.496s, 1.594s, 1.520s, 1.439s, and 1.422s, respectively. This comparison
underscores the system's primary goal: to enhance privacy and security in medical
diagnosis providers, as it excels in decryption computing efficiency compared to other
schemes.
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Fig. 4. MEHR Decryption.

C. Discussion

Patient health data undergoes calibration through a microcontroller, with various
medical sensors including thermometers, cardiac monitors, room temperature, and
humidity sensors integrated into monitoring devices. Following stringent security and
privacy measures, this sensor data is transmitted to a secure cloud database server.
Authorized users can access the health data through an IoT application platform,
ensuring protection against potential security threats while enabling comprehensive
health monitoring.

An intricate and secure architectural framework has been meticulously crafted,
complemented by a user-friendly mobile application. This dynamic system facilitates
remote disease diagnosis and prescription of treatments by medical practitioners based
on the received data. This breakthrough allows healthcare professionals to offer medical
care and prescribe medications from afar, enhancing patient accessibility to expert
guidance. Extensive comparative analysis underscores the system's superior efficiency
and security compared to existing solutions within the healthcare industry, marking it as
a significant advancement in healthcare technology.

4 Conclusions

In conclusion, the proliferation of IoT connected devices, estimated at over 23 billion
globally and projected to reach 60 billion by 2025, signifies a rapidly expanding tech-
nological landscape. However, with this growth comes an escalating concern for data
privacy and security. The sheer magnitude of these devices necessitates a robust secu-
rity infrastructure to mitigate the increasing security threats. As we move forward, it is
imperative to prioritize and implement comprehensive security measures across the
platforms integrating IoT devices to safeguard sensitive data and ensure a secure and
resilient IoT ecosystem.

The core objective of the proposed healthcare system is to ensure effective patient
monitoring in various settings, including hospitals, clinics, and even at patients' homes.
This is achieved by prioritizing the privacy and security of medical records through the
development of a robust and secure architectural framework. The integration of an e-
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health application, specifically a mobile application programming interface, facilitates
the secure storage, access, and sharing of medical records. The performance of the pro-
posed MEHR algorithm is thoroughly evaluated, considering computational, commu-
nication, and functional overhead, and it is compared to existing systems. The simula-
tion results convincingly demonstrate that the proposed system outperforms existing
medical healthcare systems, marking a significant advancement in the field.

Limitation of the Research

One limitation of the research presented in the current research is the potential lack
of empirical validation or real-world implementation of the proposed solution. While
the research identifies critical issues and proposes a three-phase approach to enhance
privacy and security in storing and transmitting medical health data, the absence of
practical implementation or empirical evidence to support the effectiveness of the pro-
posed architecture and mobile application leaves a gap. Without real-world testing or
validation, the actual efficacy, usability, and robustness of the proposed system remain
theoretical or speculative. This absence of empirical validation could limit the confi-
dence in the proposed solution's practical applicability and its effectiveness in address-
ing the identified security and privacy concerns in IoT networks, specifically in the
context of health-related data.

Scope for Future Research

The future plan involves integrating big data analytics into healthcare, aiming to re-
duce treatment costs, predict epidemics, prevent diseases, and enhance the quality of
life. Artificial intelligence technology is enabling remote patient monitoring, reducing
the need for in-person hospital visits. The digital revolution in healthcare and integrated
data systems, often referred to as the Internet of Healthcare Things (IoHT), will im-
prove access to patient health data. The future work focuses on developing a real-time,
secure [oT framework and demonstrating how to mitigate loT security threats through
wireless network simulations (leveraging 5G communication) while emphasizing the
significance of authenticated access to critical information.
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