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Abstract. IoT sensors undergo substantial fluctuations in their condi-
tions, encompassing events of connectivity, disconnection, and alterations
in environmental parameters. Within the scope of this paper, we intro-
duce an experimental methodology to optimize the data quality of a
temperature measurement and control system. To achieve the aim of the
study, we employed a set of essential hardware components for data ac-
quisition and processing. The integration comprised two types of temper-
ature sensors of heterogeneous technologies: Dallas DS18B20, operating
as a digital sensor, and LM35, used as an analog sensor. The measure-
ment procedure encompasses two scenarios: simple tests involving indi-
vidual sensor measurements and multiple tests entailing concurrent mea-
surement using a group of three sensors of the same technology. The tests
are made under ambient temperature and under heat source then cold
environment (refrigerator). Applying a descriptive statistical approach,
we computed the mean, variance, and standard deviation to assess the
data quality of the system. This assessment aimed to gauge accuracy
and completeness, identify variations, and comprehend implications. We
also extract critical insights regarding the error and performance of both
sensors within the examined operational conditions. The results show
that DS18B20 present more accuracy and completeness than LM35.

Keywords: IoT - statistical descriptive - data quality - monitoring.

1 Introduction

Technological advancement involves utilizing scientific knowledge to develop
tools and applications that enhance various aspects of our daily lives. One sig-
nificant progression is the emergence of communication technologies, notably
exemplified by the Internet of Things (IoT). The IoT field has seen substantial
development, becoming a pivotal area with the potential to greatly improve ev-
eryday life. IoT enables the control of homes and associated devices through a
single interface, a capability that was once unimaginable. However, a large seg-
ment of the population still lacks a clear understanding of IoT’s various aspects.
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Many users remain unaware of its underlying mechanisms, characteristics, and
the diverse fields of application it encompasses.

Fundamentally, IoT systems are built upon a framework comprising essential
components that enable connectivity and operational functionalities among in-
terconnected devices. As discussed in the works of Jara, Zamora, and Skarmeta
[1], as well as Perera and Zaslavsky [2], sensors play a critical role in acquiring
physical data. With the exponential growth in data collection and generation
driven by IoT, the importance of data quality has become increasingly pro-
nounced. As the number of interconnected devices increases, the volume of data
exchange in IoT reaches unprecedented levels. The significance of accumulating
big data in IoT is closely tied to data quality, which is intrinsically linked to
data quantity. As data volumes expand, ensuring reliable, accurate, and per-
tinent information is paramount for effective applications and decision-making
[3]. Data quality substantially influences model outcomes and business decisions
[4], as poor data quality can lead to errors, misguided decisions, and a loss of
trust in IoT systems [5], [6]. Therefore, evaluating, ensuring, and enhancing IoT
data quality is critical, with key dimensions including accuracy, completeness,
and security [7].

In the context of environmental monitoring, dealing with missing data due to
sensor issues or network congestion is common [8]. Various methods, including
statistical approaches, are employed to address missing data through interpola-
tion [9]-[13]. This study focuses on assessing data quality in an IoT temperature
monitoring system, acknowledging its significance across various domains such
as environmental and industrial monitoring [14]-[18].

2 Data Quality Assessment Methods

Data Quality Assessment (DQA) is a scientific and statistical procedure aimed
at determining whether data adheres to the established quality standards for
projects or business operations. It involves the systematic evaluation of data
against predefined quality dimensions. In the context of IoT systems, data quality
is of paramount importance. The vast volume and diversity of data generated
by interconnected devices pose significant challenges in terms of management
and quality. IoT data originates from various sources, such as sensors, mobile
devices, and smart devices, which differ in format, structure, and accuracy [19].
The distributed nature of IoT, involving numerous interconnected devices and
sensors, further complicates the task of ensuring data quality.

Sensors can experience technical issues, interferences, or malfunctions, re-
sulting in inaccurate or compromised data. Additionally, the diversity of data
sources can complicate efforts to maintain the consistency and integrity of col-
lected data. Therefore, DQ in IoT is a critical concern for businesses, researchers,
and end-users. Ensuring high data quality is essential for the reliability and ac-
curacy of information used in applications and decision-making processes [3].
The importance lies in developing methodologies and technological frameworks
to systematically assess, guarantee, and enhance data quality within IoT sys-
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tems. This requires careful consideration of various dimensions and complexities
inherent to the domain, including accuracy, consistency, integrity, relevance, re-
liability, and availability [7].

However, several challenges can impact DQ, such as the volume of data,
heterogeneity, temporal variability, security, and privacy. Various strategies are
employed to identify and quantify errors in sensor data within IoT contexts.
These strategies include: Calibration [20], Provenance verification [4], Contin-
uous monitoring [21], User feedback [22] Statistical methods [23], Data fusion
Machine learning [24], Fuzzy expert systems [25]. These strategies can be used
individually or in combination, depending on the requirements of each IoT ap-
plication. This study pioneers the comparative evaluation of digital and analog
temperature sensors within an IoT framework, employing a dual-technology ap-
proach rarely explored in existing literature. By implementing real-time data
collection using Arduino and ESP32 platforms and assessing the quality of the
collected data, this research offers a novel, practical, and scalable solution for
continuous temperature monitoring. The detailed statistical analysis applied in
this study provides deeper insights into sensor performance, setting a new stan-
dard for data quality evaluation in IoT-based systems.

2.1 Statistical Approaches for Data Quality Assessment

The chosen method for assessing the quality of the studied IoT system is descrip-
tive statistical approach. This approach serves a dual purpose: On the one hand
extract valuable insights from the data collected and on the other hand identify
potential quality problems. The approach enables informed decision-making and
the implementation of measures to enhance IoT data quality. Statistical analysis
involves approaches that assess data coherence, distribution, correlation. It also
encompasses conformity with specific models or expectations, and detection of
outliers, inconsistencies, and unexpected trends. Various statistical analysis ap-
proaches are employed for evaluating IoT data quality. These include descriptive
analysis, which calculates statistical metrics like mean, median, variance and
standard deviation [26]-[28]. Others approaches encompass: correlation analy-
sis[29)], regression analysis [30], estimation methods [31], hypothesis testing [32],
Student’s t-test [33], chi-square test [34], Fisher’s exact test [35]. In our work, we
applied statistical descriptive approach. It is considered as a powerful approach
for analyzing and summarizing IoT data, enabling deeper insights into patterns
and trends [36], [37]. It also has been used for data exploration and understand-
ing in IoT integrated with cloud computing [38]. Recent studies in smart farming
and network intrusion detection in IoT have highlighted the effectiveness of de-
scriptive analysis [39]-[41]. In the context of our study, the descriptive statistical
approach was chosen over alternative methods for several reasons. Firstly, it
provides immediate and easily interpretable insights into the data, which are
crucial for initial assessments of accuracy and reliability. Secondly, it serves as a
foundational step, ensuring that basic assumptions about the data are validated
before proceeding to more complex analyses. Thirdly, its direct measurement of
key data quality dimensions aligns well with the objectives of this study. While
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advanced methods like machine learning or data fusion offer deeper insights, they
require larger datasets, more computational resources, and sophisticated exper-
tise, which may not be feasible in the initial stages of data quality assessment.
Indeed, variance, mean, and standard deviation are fundamental statistical mea-
sures used in descriptive statistical approach for IoT data quality assessment.
The mean of a dataset provides an indication of the central tendency of the data
where the variance measures the spread or dispersion of data points around the
mean. For the standard deviation is the square root of the variance that pro-
vides a measure of the typical amount of deviation from the mean. Thus, it gives
insight into the magnitude of the accidental or environmental error.

n
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Standarddeviation = v Variance (2)

Where ng are the value of the ith measure, m :is the mean of the data set of
measure and n: represents the number of the measure.

2.2 Case Study: IoT System for Temperature Monitoring

Experimentation plays an essential role in evaluating different scenarios and
measuring the impact of parameters on outcomes. In recent years, the integra-
tion of IoT technology into environmental monitoring has revolutionized data
collection and analysis methods. The use of microcontrollers such as ESP32 is
one of the devices to help develop IoT systems and improve their performance.
This approach allows real-world testing on embedded devices, data collection
in real conditions, and evaluation of proposed solutions. The benefits provided
by IoT technology significantly enhance the efficiency, accuracy, and scalability
of such experiments. Utilizing IoT technology not only boosts the quality and
reliability of data collection but also equips researchers with powerful tools for
remote monitoring, making it a crucial asset for modern temperature monitoring
experiments. In the given experiment, IoT technology facilitates the collection
temperature data from both digital and analog sensors. This collection allows
for a thorough assessment of sensor performance under various conditions. In
this study, we propose an experiment using Arduino and ESP32 boards to con-
trol and collect data for a temperature measurement and monitoring system.
The selection of the ESP32 for concurrent sensor operations is motivated by its
cost-effectiveness, ease of use, versatility, and adequate performance for standard
ToT applications. Although FPGAs and other SoCs present distinct advantages
in terms of high performance, complexity, and suitability for specialized appli-
cations, the ESP32 offers a more practical and straightforward solution for ex-
periments centered on temperature monitoring and similar IoT use cases. This
involved utilizing essential hardware components for data acquisition and pro-
cessing. To achieve this, two temperature sensors with distinct technologies were
employed: the DS18B20, a digital sensor, and the LM35, an analog sensor. Both
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sensors operate within the same accuracy range of +0.5°C, enabling continuous
real-time temperature monitoring. The selection of DS18B20 and LM35 sensors
in this experiment is justified by their distinct technologies, facilitating a compre-
hensive performance comparison between digital and analog sensors. Employing
both types enables an assessment of data quality across diverse sensor technolo-
gies, ensuring a robust analysis. Additionally, their compatibility with common
microcontrollers and ease of integration facilitate straightforward data acquisi-
tion and processing, making them relevant and strategic choices for this study.
To exchange data with Arduino and connected Sensors, the CoolTerm app was
exploited as a simple serial port communication. The use of ESP32 devkit board
facilitated internet connectivity via http protocol using CoolTerm software. The
incorporation of web server into the Arduino code for ESP32, collected data
could be displayed, stored in flash memory, and interacted with through a web
interface.
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Fig. 1. Collected data via Coolterm tool in the case of three sensors

The measurement and data collection process involved two distinct scenarios,
each with specific methodologies, as illustrated in Fig. 2:

a. Simple Measurements Scenario:

Individual readings were obtained sequentially using the DS18B20 sensor
followed by the LM35 sensor.
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b. Multiple Measurements Scenario:

Two groups of sensors were employed, each comprising three sensors: group
A consisted of DS18B20 sensors, while group B featured LM35 sensors.

Throughout the experimentation period spanning 2 months, the following
structured approach was adopted:

1. Timeframe: The experiment was divided into intervals of 5 days, provid-
ing a comprehensive assessment over time.

2. Data collection phases:

Within each day, three one-hour phases were designated for temperature
readings.

Phase 1: Ambient conditions (first hour) Temperature readings were taken
under normal, ambient conditions.

Phase 2: Introduction of external heat source (second hour)

An external heat source was introduced to observe its impact on the recorded
temperatures.

Phase 3: Monitoring in cold environment (third hour)

Temperatures were monitored in a controlled cold environment to assess sen-
Sor responsiveness.

- Measurement frequency: During each one-hour phase, readings were taken
at a rate of 20 measurements per hour. - Interval between measurements: A
3-minute interval was maintained between successive measurements to capture
nuanced temperature variations.

This protocol facilitated a comprehensive evaluation of sensor performance
across various conditions and scenarios, allowing for detailed analysis and com-
parison of temperature data collected by different sensors.

3 Analyse and Results Discussion

The data obtained from the measurement experiments is essential for assessing
how well the sensors perform, especially in terms of accuracy and completeness.
This section focuses on analyzing the results obtained from each test, paying
particular attention to the fluctuations in temperature observed during different
parts of the day. Statistical calculations, such as calculating the mean, are crucial
in summarizing data, identifying trends, facilitating comparisons, and evaluating
the precision of the measurements.

3.1 Simple Measurement

The figures depict the computed means, variances, and standard deviations, as
illustrated in Fig. 3, Fig. 4, and Fig. 5, respectively. These graphical representa-
tions reveal consistent patterns with noticeable discrepancies between different
phases. Initially, the mean values showed close proximity over the initial three
days, followed by a deviation of 2 to 3°C. This observed discrepancy likely stems
from environmental influences affecting the measurement conditions. Other ex-
amination of the recorded measurements allows for a comparative analysis be-
tween the two sensors. Further review of the recorded measurements enables
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a comparative analysis between the two sensors. Upon examination, it became
apparent that the LM35 sensor registered a considerable number of zero values
throughout the 5-day period, notably during the initial hour.

When encountering instances of zero values or non-readings, it’s crucial to
take into account various specific factors pertaining to the operation of analog
sensors:

- Faulty or insecure connections between the sensor and its associated cir-
cuitry during measurement can result in inaccurate readings or complete absence
of readings.

- Ensuring a stable voltage supply within a defined range is imperative for
the accurate operation of analog sensors.

- Analog sensors often generate signals that require scaling and conversion
into temperature values, necessitating attention to signal range and appropriate
scaling methods.

Moreover, factors such as sensor degradation or aging over time, reference
voltage stability, sensor calibration, sensitivity and the presence of noise and
interference should also be considered as potential limitations.

Consequently, the recorded count fell below the anticipated 20 readings, lead-
ing to the conclusion that the first sensor is more suitable for the task. In terms
of the calculated means, it is evident that the Dallas DS18B20 sensor is signif-
icantly affected by environmental conditions, especially during the initial hour.
The calculations provide valuable insights into data central tendency, dispersion,
and variability. Regarding the DS18B20 digital sensor, the outcomes can be af-
fected by factors such as the communication protocol, signal integrity, firmware,
code, and others. The variance and standard deviation observed in the LM35
sensor dataset indicate a level of variability in temperature readings around the
average value. Similarly, the variance and standard deviation in the DS18B20
sensor dataset show variability in temperature measurements, although these
values may differ. A higher variance and standard deviation imply a greater
spread of data points from the mean, potentially indicating more pronounced
temperature fluctuations over time.

3.2 Multiple Measurements

As previously highlighted, the measurements were also conducted across mul-
tiple test scenarios involved the utilization of three sensors (identified as a, b,
and c) referred to DS18B20 sensor. Subsequently, measurements were obtained
using an additional trio of sensors (labeled d, e, and f) belonging to the second
sensor type: LM35. The aim of this measurement is to assess data collected by
each sensor, both in comparison to sensors of the same technology and sensors
of different technologies to evaluate and ensure that the reading are correcte.
The graphical representation of mean values for ambient conditions, heat source
and cold conditions can be observed in the accompanying figures. Notably, a
discernible distinction emerges upon contrasting the measurements derived from
the two distinct sensor types, a distinction that becomes particularly pronounced
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between those for ambient conditions and for collected for cold condition. How-
ever, during the third trial conducted under the influence of heat source, these
measurements exhibit similar magnitudes. As a result, it becomes evident that
the DS18B20 sensor exhibits a superior level of accuracy for our specific measure-
ment context. Furthermore, upon meticulous analysis of the recorded outcomes,
an average occurrence of 70% null values was observed for the LM35 sensor dur-
ing both the first and second trials. The results demonstrated that the DS18B20
sensor consistently outperformed the LM35 sensor in terms of accuracy and re-
liability, as indicated by lower variance and standard deviation. In contrast, the
LM35 sensor showed higher variability and occasional zero values, particularly
under ambient and cold conditions, likely due to its susceptibility to noise, volt-
age fluctuations, and environmental interference. Furthermore, the observation
that three DS18B20 sensors showed weak variation when used concurrently high-
lights their robustness and reliability, with closely clustered mean temperature
readings indicating high precision and consistency. This suggests that DS18B20
sensors perform reliably under identical conditions, reinforcing their suitability
for accurate temperature monitoring. Conversely, the LM35 sensors exhibited
greater variability and higher instances of zero values, indicating inconsistencies
and potential reliability issues attributed to their analog nature and sensitivity
to environmental factors and noise.

4 Conclusion

In conclusion, this study offers valuable insights into the performance of dig-
ital (DS18B20) and analog (LM35) temperature sensors within an IoT-based
monitoring framework. It underscores the effectiveness of descriptive statistical
methods in evaluating sensor data quality. While the DS18B20 sensor exhibits
superior accuracy and reliability, limitations such as a small sample size, con-
trolled conditions, technical constraints, and reliance on descriptive statistics
need consideration. Future research should focus on extending the duration of
data collection, increasing sample sizes, experimenting in diverse environments,
exploring various hardware platforms, and employing advanced data analysis
techniques to enhance the robustness and applicability of the findings. These ef-
forts are crucial for developing more dependable IoT-based environmental moni-
toring systems. Moving forward, we aim to explore advanced methodologies such
as regression analysis, integrate additional protocols like MQTT, test a broader
range of sensors, and establish a user-friendly platform for assessing data quality,
applicable to both individual and industrial settings.
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