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Abstract. UAV Ad hoc Networks (UANETSs) play a critical role in ap-
plications that necessitate secure and resilient communication, including
data collection and surveillance. UANETSs encounter substantial security
challenges as a result of their decentralized and dynamic characteristics.
One such challenge is the potential for malicious nodes to disrupt op-
erations through the discarding of packets. The Drop Attack Detection
Algorithm (DADA-UANET), which utilises supervised machine learning
to improve network security, is the subject of this research. A combi-
nation of Logistic Regression (LR), Decision Tree (DT), and K-Nearest
Neighbours (KNN) is utilised to differentiate between normal and ma-
licious nodes efficiently. Our methodology incorporates an original im-
plementation of linear regression to evaluate the credibility of nodes on
a periodic basis by analysing their past actions. The experimental find-
ings derived from a comparative analysis demonstrate that our approach
attains an enhanced level of performance, surpassing established method-
ologies by as much as 92% in classification accuracy when LR and KNN
are employed. The integration of DADA-UANET substantially enhances
the robustness of unmanned aerial vehicle (UAV) communication in the
face of advanced cyber threats, thereby guaranteeing more dependable
functioning of vital applications.

Keywords: UAV Ad-hoc Network (UANET) - Supervised Machine Learn-
ing- Path Credibility Matrix- Node Credibility Matrix- Node Presence
Matrix.

1 Introduction

Unmanned Aerial Vehicles (UAVs) have gained significant prominence in various
applications, ranging from surveillance and reconnaissance to disaster response
and environmental monitoring. In the context of UAV operations, the estab-
lishment of efficient and secure communication networks is crucial for ensuring
reliable data transfer and coordination among UAVs[4]. UAV Ad-hoc Networks
(UANETS) have emerged as a viable solution, allowing UAVs to communicate
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with each other in a decentralized manner. However, the open and dynamic na-
ture of UANETSs makes them susceptible to various security threats, including
the presence of Malicious nodes. Malicious nodes can compromise the integrity,
confidentiality, and availability of data, leading to potential disruptions in UAV
operations[12]. Therefore, there is a pressing need to develop robust security
mechanisms for identifying and mitigating Malicious nodes within UANETS.
Such networks can be secured using a variety of protocols and techniques [6].
Furthermore, by identifying whether a hostile node or an intruder is present in
the network, this research presents an efficient technique for securing communi-
cation in UANET. Owing to numerous complicating circumstances, some of the
currently in use techniques for determining if an intruder has entered the network
are unreliable. Euclidean Distance (ED) and clustering are the foundations of
an existing technique that finds intruders in a MANET [7]. The DPAA-AODV
methodology is used in [14] as a way to lessen Black hole and Grey hole at-
tacks, however both approaches take a lot of time. [2] a quantitative intrusion
detection technique for the identification of hostile nodes. Approaches based on
anomaly detection have been suggested by [3][10]. [9] Unsupervised technique
based on statistical, spectral, model-based clustering, classification, and cluster-
ing is proposed for anomalous detection. The [16] technique is predicated on the
extraction of features, followed by clustering and analysis of auto encoders. [5]
Employing a supervised algorithm for intrusion detection. [14][11] represents the
less accurate detection of an intrusion depending on the node’s trust value. As
the current approaches aren’t accurate or effective enough, therefore, there is a
possibility that unauthorized equipment or persons could hack the message. we
provide a methodology in this study for safeguarding communication in UANET
to determine whether a Malicious node is present in any communication network
in UANETs. A Malicious node is defined as one that drops packets. To locate
this malevolent node within the network, we can utilize multiple pre-existing
machine-learning algorithms. First, we use linear regression algorithms to eval-
uate a node’s credibility based on its behavior over time. Subsequently, nodes
are classified using Logistic Regression (LR), Decision Tree (DT), and K-Nearest
Neighbors (KNN) based on the derived trust values, distinguishing between ma-
licious and normal nodes effectively. We will examine related work in section
IT. We describe The proposed system in section III. while Section IV presents
the Detection Method, The Principale Of DADA-UNET is shown in Section V.
Result And Analysis are presented in Section VI. Finally, Section VII concludes
the paper.

2 Related Work

We examined numerous articles about the identification of intrusions and their
resolutions to provide a quick overview of the techniques currently in use for the
Flying Ad-Hoc Networks (FANETS). The authors of [4] highlight the growing
need for security in these networks as they provide a machine-learning technique
to identify Sybil attacks in the Internet of Flying Things (IoFT). The authors
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have suggested improving network integrity and evaluating the effectiveness of a
clustering technique to identify and remove rogue nodes in Mobile Ad hoc Net-
works (MANET) [7]. Discuss how quantitative intrusion detection techniques can
be used to identify hostile nodes in MANETS, hence enhancing the security and
dependability of these networks [2]. Utilizing data mining principles to increase
detection accuracy, [3] develops a novel clustering strategy combined with an
adaptive SVM classifier for intrusion detection in wireless sensor networks. [9]de-
scribes unsupervised anomaly detection methods for unmanned aerial vehicles
to have the technology recognize anomalies on its own that might point to sys-
tem malfunctions or security risks. To improve the security of UAV operations,
[16] presents a unique method for identifying sensor attacks on unmanned aerial
vehicles. [14] investigates the application of clustering methods and supervised
learning to identify malicious nodes in drone ad-hoc networks to protect these
networks against internal threats. Perform a security study of drone systems in
[17], addressing several attack vectors, recognizing constraints, and making sug-
gestions to improve drone security. To increase the resilience and adaptability of
these systems, [8] proposes the use of software-defined networking in conjunction
with machine learning to secure communications in drone swarms. To improve
the security and dependability of automotive networks, [1] describes an incre-
mental online machine-learning strategy for identifying hostile nodes in vehicular
communications. This approach makes use of real-time monitoring.

3 The proposed system

In this section, we provide the DADA-UNET details of our solution We start
by providing the environment details, then we present the attacker model, and
finally, we present our technique.

3.1 System environment

Our system comprises of a ground station and an ensemble of UAVs nodes. The
UAVs play the role of mobile nodes in setting up a communication network
where the ground station acts as the ultimate recipient for data that is sent
across by the UAVs. This model is illustrated as a directed graph with the UAV
representing nodes while edges are created between them based on their com-
munication proximity. Each flying UAV maintains its own geographic location
consisting of latitude, longitude, altitude, direction and speed. Every searching
UAV is allocated a stationary region which delineates the area it will survey and
collect information from; this UAV graph model can support any typical route
transmission mechanism.

3.2 Attacker Model

The Model attacker is depicted in Figure 1, where the malicious nodes would not
pass any data packets they receive to the destination as required but rather drop
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them, which would result in a loss of information. The effect of drop attacks can
be very drastic because they can cripple communication between the network
nodes entirely. This means that some important information might not reach
where it was intended, hence failure in mission-critical applications (commonly
supported by FANETSs) due to lack of datal[l].
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Fig. 1. Attacker model.

3.3 System model

There are UAV nodes with varying degrees of power. Strong nodes provide as
reliable sources that aid in locating dangerous components within the network.
Next, at the ground station, we gather packets sent across every routing path
after injecting packets into the source UAV nodes. To see if any packets have
been discarded. The ground station can obtain all the path information of the
packet transmission because the routing protocol employed in the UAV ad-hoc
network includes the addition of the relay nodes to the packet content. First, the
packet drop rate on each path is equal to the credibility value of that path. Next,
based on the credibility value of the path, we compute each UAV’s credibility
value using the linear regression machine learning algorithm. Eventually, the
UAVs will be located using supervised machine learning techniques, Logistic
Regression (LR), Decision Tree (DT), and K-Nearest Neighbors (KNN). The
system model is represented in Figure 2.
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Fig. 2. System model.

4 The Principale of DADA-UNET

The DADA-UNET uses a combination of Supervised Machine Learning algo-
rithms to detect malicious nodes in UNET. The DADA-UNET detection steps
is represented in Figure 3

Table 1. List Of Terminologies.

Vocabulary Meaning

Path Credibility Matrix (PCM) |Reputation or Trust value of the message path.
Node Presence Matrix (NPM) |An indication that a node exists along a path.
Node Credibility Matrix (NCM)|Trust or Reputation value of the node in the path.

Node Set A list of nodes in a network.

Sent Packets packets that the source’s node sends to the grand station.
Received Packets packets that the ground station receives from the source’s node.
DR Drop ratio

Calculation of Path Credibility Matrix (PCM) Path Credibility (PC)
refers to a message’s path’s reputation or trust value. The value of this reputation
is floating-point normalized. Appended in the PCM is the PC value for every
path. Below is the calculation for path credibility.

_ len[SentPacket| -len|ReceivedPacket]

D
R len[SentPacket]
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Fig.3. DADA-UNET detection steps.

Creation of Node Presence Matrix (NPM) This matrix indicates whether
a particular node of the node set is present in a particular path. Rows are paths
in this matrix, and columns are nodes. The array is appended with the value 1
if a node from the set of nodes is found on a given path, and the value 0 otherwise.

U1 U112 ... Uinp
U217 U22 ... U2p
Um1 Um2 - - Umn

0 ,if wi is not in PAj.
s —
I 1, if uiis in PAj.

Where ui is ¢ — th UAV node, for ¢ =(1,2,3...n) and PAj is j — th path, for
§=(1,2,3..m).

Calculation of node credibility (NCM) Once we obtain the path credibility
matrix (PCM) and the node presence matrix (NPM), we solve the calculation
of the node credibility matrix (NCM) by transforming the NCM problem into a
multiple linear regression problem.

y=br+a

where b is the slope of the line and a is the intercept. To train the algorithm, the
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variables y and x are substituted by PCM and NPM, respectively, to determine
the regression line that aids in calculating the NCM value.

Classification of UAVs Nodes into Normal or Malicious A node’s nor-
mal or Malicious nature can be determined by looking at its NCM values. To
categorize the NCM data into two labels "Normal" and "Malicious" we employ
LR, DT, and KNN classification algorithms.

Algorithm 1: Drop Attack Detection Algorithm in UAV Ad-hoc Net-
work (DADA-UNET)

Input: SentPackets, ReceivedPackets, NodeSet, PathSet

Output: Normal Node, Malicious Node.

START

PCM = [|;

1 = 0;

for Any Path in PathSet do

PC = (len|SentPacket] — len[Received Packet]) /len[Sent Packet];
PCM.append(PC);

- N N T R

end

9 while i <= (len(PathSet)) do

10 J=0;

11 NPMi = [];

12 while j <= (len(NodeSet)) do

13 if node[j] exists in PathSet[i] then

14 ‘ NPMi.append(1);

15 else

16 | NPMi.append(0);

17 end

18 J+=1

19 end

20 N PM .append(N PMji);

21 i+ =1,

22 end

23 NCM = LinearRegression(NPM,PCM);
label = SM L(LabeledDataset);

24 Return Label;

®

5 Result And Analysis

In this study, we use Accuracy, Precision, Recall, and F1-score metrics computed
according to the following equations:

Accuracy = (tp+tn)/(tp+ fp+ fn+1tn)

Precision = tp/((tp + fp))
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Recall = tp/(tp + fn)
Flscore = 2((PrecisionRecall) /(Precision + Recall))

Where tp, fp, fn, and tn are, respectively, the number of instances correctly
classified as positive, the number of instances incorrectly classified as positive,
the number of instances incorrectly classified as negative, and the number of
instances correctly classified as negative. Experiments are performed on Jupyter
notebook, and Python 3.11.5 is used along with the Matplotlib 3.5.2, NumPy
1.20.0, and pandas 1.4.4 libraries. DADA-UNET is implemented using Python
libraries like scikit-learn, Numpy, and pandas. In the subsequent section, we will
exhibit and discuss the results of evaluating the overall performance of the LR,
KNN and, DT classifiers.

5.1 Training and Testing Score

Figure-4 displays the performance of the classifiers DT, KNN, and LR. The
training scores for DT and KNN are above 94%, while LR has a perfect score
of 100%. A high training score indicates that the model has been able to fit the
training data well. However, the ultimate goal is to have a model that performs
well on new, unseen data, as indicated by the testing score. In this case, all
classifiers - LR, DT, and KNN - achieved a testing score of 92%. It’s worth
noting that while a high training score is desirable, the model’s true performance
is determined by the testing score on unseen data.

Model Traln Score Test Score
KM 8.925 8.85
Logistic Regression 1 1

Decision Tree 1 8.9

Fig. 4. Training and Testing score.

5.2 Performance Evaluation of Classifiers

This section evaluates the machine learning models of the Drop Attack Detection
Algorithm through the utilization of F1 scores and accuracy metrics. In contrast
to Logistic Regression, which attains an impeccable training accuracy of 100%,
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Decision Tree and K-Nearest Neighbours both surpass 94%. The evaluation ac-
curacy of 92% for each model indicates strong performance when applied to new
data. The graphs emphasize F'1 scores, which serve as indicators of both precision
and recall, in cases where LR and KNN outperform DT, effectively managing
false positives while optimizing recall. By graphically representing the strengths
and weaknesses of each model, graphical analyses shed light on their operational
effectiveness in the detection of malicious nodes within UAV networks. as shown
in Figures 5

92 M Accuracy HF1score

88
86
84
82
80
78
76
74

Logistic Regression Decision Tree

Fig. 5. Accurcy and F1 score of KNN, LR, and DT

Graphical analysis of precision and recall metrics for the Logistic Regres-
sion (LR), Decision Tree (DT), and K-Nearest Neighbours (KNN) models was
also incorporated into the DADA-UNET performance evaluation. The graphs
depicted in Figure 6 demonstrate that LR and KNN demonstrate significantly
greater precision in predicting malevolent nodes than DT. This suggests that
these models have a greater likelihood of accurately classifying a node as ma-
licious. With fewer false negatives, the recall graph demonstrates that LR and
KNN also outperform DT in identifying the actual malicious nodes present. In
security applications where failure to detect a malicious entity can result in severe
repercussions, this high recall is crucial. The graphical depiction of these metrics
offers an instantaneous comprehension of the efficacy with which each model
differentiates between benign and malicious nodes. LR and KNN demonstrate
an exceptional equilibrium between precision and recall, thereby bolstering the
dependability of network security protocols for unmanned aerial vehicles.
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Fig. 6. Precision and Recall of KNN, LR, and DT

6 Conclusion

The paper presents the DADA-UANET, a novel supervised machine learning
technique that combines logistic regression, decision trees, and K-nearest neigh-
bours to identify malicious nodes in UAV ad-hoc networks accurately. The re-
sults of our study show that this approach not only improves the accuracy of
classification by up to 92% compared to current methods [13][15] but also demon-
strates a high level of adaptability when applied to various testing situations.
The DADA-UANET improves the security and reliability of UAV communica-
tions by accurately identifying legitimate and malicious nodes. This is crucial
for the effectiveness of key applications like military operations and disaster re-
sponse. Implementing this strategy could greatly enhance the ability of UAV
networks to withstand complex cyber assaults, guaranteeing strong and depend-
able communication in crucial deployment situations. Future improvements will
prioritise the fine-tuning of these algorithms by conducting thorough real-world
testing and investigating sophisticated machine learning frameworks to address
upcoming security concerns in UAV networks.
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