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Abstract. Image Mobile Applications are hugely installed in various mobile 

phones now a days as mobile application developments are overwhelmingly in-

creasing. As per survey huge number of mobiles apps is developed for perform-

ing fraud activities in recent years. Many application developers are indulging 

in shady means utilization, imposter postings and also in positioning distortion. 

To get fame and usage of mobile Applications, in various app stores generating 

leader boards in apps every day in order to specify the graph rankings of trendy 

applications. Efforts to promote their Apps are put in such App leader boards 

using various advertisements in order to have high ranking for their apps. Shady 

App designers are indulging in shady means activities to defame others genuine 

apps and boost their Apps and generate the fake rankings in their mobile appli-

cation store. Web positioning spam acknowledgment (WPSA) and portable app 

recommendation systems are used in recent years. As per the research survey, 

the issue of fake reviews and defaming activities for mobile Apps is still unre-

solved. The issue of identifying fraud ranking in mobile applications is still un-

der research. To specify the solutions for these issues various machine learning 

algorithms are compared and the best results are obtained from Random Forest 

algorithm approach. 

Keywords: Fraud ranking, Spam Review Detection, Ranking based evidence, 

Mobile Apps. 

1 Introduction 

In the world now a day’s huge number of people is using various mobile applica-

tions in their smart phones. Ranking fraud [1] is the most important challenging task 

in front of the mobile App market. Due to increasing development of e-commerce and 

utilization of resources online including shopping, paid reading apps and entertain-

ment like paid gaming apps customers are increasingly using the mobile apps for 

fulfilling their needs and desires. After every purchase and utilization of apps utilities 

most of the customers of various mobile apps writes reviews about their app usage 

experiences, feelings of positivity or negativity, and emotions of their satisfaction or 

dissatisfaction. New customers for those apps look at these reviews for making pur-
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chasing decisions or for making decisions in utilizing those apps. Most of the custom-

ers blindly believe in reviews for making their decisions in making purchases or in 

utilizing the mobile apps. Such customers think that if reviews are positive mobile 

apps are authentic and hence they can make purchases. Otherwise  they think that 

mobile apps are not authentic and they stop using those apps in fulfilling their needs. 

This attitude of most of the new customers is considered as the weakness and 

considered as strength for fraudulent organizations or groups  in giving fake reviews.  

Fake reviews detection  and review spammers detection is becoming a research 

topic for the researchers as spam behavior becomes more and more now a day's 

causing destructive results. Hence there is a urgent need for detecting fake or false 

positive reviews and false negative reviews, which misguide the customers in 

utilizing or purchasing the products in mobile applications. Also to defame the 

genuine mobile applications, fake reviews are generated by paying money to the 

people who create such fake reviews. So precision and recall of the mobile apps 

reviews is to be found by the researchers in detecting fake reviews through some 

machine learning frame work or algorithm. Among various supervised machine 

learning algorithms few are compared in this paper. The empirical results from the 

experiments conducted show that the Random Forest algorithm performs well with 

good Precision and Recall scores. 

2 Literature Review  

We gone through various journals as part of literature review and few papers [3] are 

listed below specifying the authors details,data sets used ,method used and results. 

 

Fig. 1. Table of papers surveyed 
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3 Research Method and Data  

For this study we collected a dataset i.e., Official reviews dataset from Apple App 

Store[9] consisting 1,40,000 apps metadata and reviews. Reviews are crawled using 

GoLang based on iTunes APIs. Reviewers wrote around  26 thousand distinct 

reviews, i.e., using their Apple IDs. We used the Language Identification approach i.e 

LangID tool library to identify and retrieve fake English language  reviews only. Also 

N-gram[10] approach may be used for language identification.  

To detect fake reviews, a labeled and balanced dataset is created to train and 

evaluate multiple classifiers based on the of fake reviews and official reviews with 

Feature extraction and machine learning approach. There are various ways of creating 

fake reviews. One way is Fake reviewers assign review requests to themselves on 

certain products or mobile applications. They submits an appropriate fake review to 

the mobile application store. As a proof, they upload a review edit screen screenshot 

showing their rating and review to the provider. 

 

Fig. 2. Content overview  of  Official Reviews data set 
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Fig. 3. Comparision of various algorithms in detecting fake reviews from data set 

Above Fig.3 shows the results of the seven classification algorithms. The results 

and its values can be observed in the Figure. Among all, the best scores and values are 

achieved by RF algorithm with a recall of 0.967 and AUC/ROC curve value of 0.989. 

4 Conclusion and Future Enhancements  

Based on the specified results it can be concluded that most of  reviews in mobile  

app stores are identified to be fake. These reviewers are expected to be paid and are 

asked to give intentionally fake reviews. Sometimes providers  buy reviews with high 

expensive amounts usually in dollars or deal with reviews  in exchange portals of 

mobile applications. Fake reviews seem  to look genuine and authentic which may not 

be identified by the users of mobile apps. Fake and genuine reviews are classified 

from the values specified in the Fig 3.  

Based on the variations noticed preprocessing and feature extraction is done. We 

trained, and compared various supervised machine learning approaches. It is noticed 

from observation that the RF  approach identifies fake reviews, with a recall of 96% 

and AUC/ROC value of 99%.Still further research is needed to improvise the features 

and precision and recall of RF approach. 

Disclosure of Interests.The authors have no competing interests to declare that are relevant to 

the content of this article. 
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        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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