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Abstract. Information technology is developing very quickly, which is 

good for an organization's chances of success in a variety of commer-

cial domains.This paper provides an example of how to use Wireshark 

as a network sniffing tool. An experimental setup that illustrates the 

productiveness of dangerous packet detection in any network has 

demonstrated this. Experimentation on a live network that Wireshark is 

analyzing has allowed for testing. Conclusions have been open that un-

equivocally view off Wireshark's capacities and position it as top con-

tender for further development into a reliable intrusion detection solu-

tion. This paper describes how Wireshark functions as a network proto-

col analyzer and emphasizes how flexible it is as an open source tool 

that lets developers incorporate potential intrusion detection device fea-

tures.Currently, the most comprehensive Graphical User Interface 

(GUI) display may be found in network analyzer software called 

Wireshark. 
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1 Introduction 

The One of the tools used in network analysis is the Wireshark application, which is 

also known as a full network protocol analyzer. Network administrators frequently 

utilize these for software analysis, network problem solving, communication protocol   

development, and training. In addition to selecting and displaying the data in as much 

detail as it can, this programme can record any packages that pass. An intrusion detec-

tion system is some data logging that also has the ability to identify malicious entries 

in a network (IDS). 
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Additionally, an intrusion detection system (IDS) maintains a warehouse of known 

identity,mark and can detect instances of close matches between signatures and recent 

or ongoing behavior by comparing activity, traffic, or behavioral patterns it observes 

in the logs it monitors against those signatures. The IDS will detect sound triggers or 

notifications simultaneously. A way that communicates to a known virus is denoted as 

a signature. This paper develops a testing challenge and draws relevant conclusions 

regarding the capabilities of Wireshark as a good IDS from the experiment results. 

 
Fig 1.Interface of Wireshark. 

2 About Wireshark 

There are numerous primary Wireshark application functions.Strangely enough, 

though, this program's primary reputation comes from the fact that novice hackers 

frequently employ it for hacking endeavors.Wireshark isn't really made for hackers or 

hacking. Hacking is not the primary purpose of the Wireshark application.The prima-

ry purpose of the Wireshark application is to enable network administrators to moni-

tor events on their network and ensure that no malicious activity is occurring there. 

3 Wireshark Functions 

1. Network administrators use the Wireshark tool primarily to analyze network 

performance. Wireshark can record information or data packets moving via 

the visible network. Any kind of data can be readily examined, mostly 

through the use of sniffing, which involves detecting critical data like pass-

words for other accounts. 



 

2. Due to network loops, loopback networks can produce an abnormally high 

number of packets in a WireShark analysis; for instance, thousands of pack-

ets may appear out of nowhere in a matter of seconds. 

3. Recognise unwelcome DHCPS servers. It turns out that there is an active 

DHCP server even if the network in the office is configured to be static. 

Wireshark will display the broadcast data from the dhcp server. 

4. Additionally, WireShark is able to observe actions like sharing files among 

computers; the SMB2 protocol is used by the data package. 
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4 Best Features of Wireshark 

1. Able to fully display network protocol data from data packets. 

2. Data packages can be stored as files and then viewed again for additional 

examination at a later time. 

3. Sniffing packets of network data. 

4. Packets completely able to fully display network protocol data from data 

packets. 

5. Data packages can be stored as files and then viewed again for additional 

examination at a later time. 

Maintaining a system is not always easy, challenges must be met. There are vari-

ous typical roadblocks that arise frequently when operating an accounting information 

system, including: 

 Businesses require computer hardware and accounting software that en-

sure complete security and privacy of financial data. 

 The new finance system and standardization are not yet ready to be im-

plemented by human resources. Therefore, training and application take 

longer. 

 Incomplete information and data generated about finances. Thus, the veri-

fication procedure is still ongoing. Even more time is required than should 

be the case. 

5 Methods 

In this study, the descriptive approach was used by gathering prior research on 

Wireshark Packet Capture. This paper attempts to illustrate how Wireshark Packet 

Capture is perceived from the standpoint of accounting information technology sys-

tems based on the literature review that is given. This study aims to explain to readers 

the nature of Wireshark Packet Capture from the standpoint of accounting information 

systems. 
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6 Results 

As The advancement of technology has made it easier for information to move across 

all spheres of life, including business. It is thought that the information network can 

lower obstacles and boost commerce since it shortens and closes the gap between 

producers and customers. The usage of information networks has many advantages, 

but it also has drawbacks, such as the potential for data leakage and a lack of con-

sistent benefits. 

One tool that is employed in the accounting industry is information technology. This 

allows management to more easily oversee the system's operations and enable the 

accounting process to be completed automatically, precisely, and quickly. 

Actually, hackers and hacking are not the intended uses for Wireshark. Hacking is not 

the primary purpose of the Wireshark application. The primary purpose of the 

Wireshark software is as a network administrator to be able to monitor what goes on 

within his network or to ensure that it is operating correctly and that no malicious 

activity is occurring there.The primary purpose of the Wireshark software is to facili-

tate network investigation and troubleshooting. 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2. Capturing Network Data Packets using Wireshark. 
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7 Conclusion 

From the above study, it can be stated that the advancement of actual information 

technology is highly advantageous for all spheres of life, particularly business, and 

this includes accountants' preparation of financial reports. 

These days, having knowledge of information technology systems will help account-

ants in their work, thus it's important to comprehend how computer networks are used 

and assessed. As a result, accountants need to be well-versed in information technolo-

gy (IT), including both its advantages and disadvantages. 

Gaining a deeper comprehension will enhance the organization's proficiency in utiliz-

ing information technology to accomplish supervision objectives. The primary goal 

for management should be to preserve and oversee information sources. 
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