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Abstract.  Micro, Small, and Medium-Sized Enterprises (MSMEs) in Malaysia 

account for a staggering 97% of all businesses, contributing a sizeable gross 

domestic product of 38% and providing more than 47% of employment 

opportunities as of 2022. Yet, 60% of these businesses have not embraced cloud 

computing in their businesses. Cloud computing is a crucial technological 

advancement that provides better flexibility, scalability, security, and cost 

savings. This research distinguishes itself through its comprehensive application 

of the Technology Organisation Environment (TOE) framework within the 

context of a developing country, with a specific focus on MSMEs. This study 

explores opportunities and challenges associated with the low adoption of cloud 

computing among the MSMEs in Malaysia. It also presents an overview of cloud 

computing efficiency and effectiveness to MSMEs. The research will utilise a 

mixed approach employing the use of a survey questionnaire and semi-structured 

interviews with the senior management from the MSMEs. Data collected is 

analysed using the SEM-PLS and thematic coding scheme to provide insights 

from MSMEs toward cloud computing adoption. TOE framework is the focal 

point, which considers perceived benefits, IT resources, and competitive pressure 

factors. The findings will offer MSMEs hesitating to integrate cloud computing 

into their operations a fresh perspective. Cloud service providers and 

policymakers could also benefit by formulating effective policies and strategies 

for cloud computing adoption.  

Keywords: Micro, Small and Medium-Sized Enterprise (MSMEs), Cloud 

Computing, TOE Framework. 

1 Introduction 

Micro, small, and medium enterprises (MSMEs) are of essential importance in 

economic sustainability, especially in developing countries such as Malaysia. In 

Malaysia, 97% of the businesses are comprised of MSMEs which fulfils the lower 

threshold set for sales turnover or full-time employees (Table 1). In 2022, these MSMEs 

contributed a substantial 38% (RM580.4 billion) of the country’s gross domestic 

 

opportunities [1]. However, according to [2], approximately 60% of the businesses, 

product and created more than 47% (7.59 million workers) of employment 
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which comprise mainly the MSMEs, do not use any cloud services, and the findings 

from the 2022 Pilot BDAI Survey indicate that nearly 97% of micro-businesses and 

81% of small companies are not utilising cloud-based solutions for their business. The 

lagging behind in adopting cloud computing would affect the opportunities for MSMEs 

to grow in digital growth and develop a bright digital ecosystem in Malaysia. 

Table 1. Definition of MSMEs in Malaysia. 

 

Source: SME Corp Malaysia 

Cloud computing assists MSMEs in enhancing their operational efficiency by reduc-

ing manual workload, increasing online collaborations between business partners, en-

hancing operational costs, and minimising errors; it also aids MSMEs in raising their 

mobility in response to unforeseen circumstances [3]. Besides, cloud-based solutions 

permit MSMEs to expand their market share by reaching new clients easily and em-

power them to foster a culture of innovation and adaptability by experiencing new busi-

ness models, products and services [4][5]. Moreover, cloud computing enables MSMEs 

to enhance their sustainable performance by lowering their carbon footprint through the 

outsourcing of their IT infrastructure to minimise energy consumption; reducing trans-

portation emissions through the remote working environment; by increasing customers 

and employees’ satisfaction through more degree of personalisation and work flexibil-

ity [6]. 

Incorporating cloud computing among the MSMEs is crucial to ensure sustainability 

and boost the local economy. However, many MSMEs hesitated to embrace cloud com-

puting into their operations as they claimed that they are lack of competency in this 

technology and the hidden costs of embracing it are higher than the benefits derived 

from it  [7][8][9]. Besides, MSMEs view that their heavy investment in data analytics 

does not require cloud computing. Furthermore, MSMEs are concerned that cloud com-

puting could attract cyber-attacks and damage their data confidentiality [10]. 

Previous studies on cloud computing adoption are either not based on any theories 

or apply one or more theories in their research [11]. For instance, no theories were based 

on research conducted by [12] and [13]. Technology Acceptance Model (TAM) was 

applied to examine the entities’ behaviour by evaluating the influence of their percep-

tions and beliefs on attitudes and inclination [14][15]; Technology, Organization, and 
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Environment (TOE) framework was incorporated to assess the technological, organi-

sational as well as the environment factors in examining the adoption of technologies 

[8][16][17]. Combination of theories such as TAM or TOE with other theories, in par-

ticular, Diffusion of Innovation (DOI), Unified Theory of Acceptance and Use of Tech-

nology (UTAUT), and Contextual Theory to investigate different aspects of factors in-

fluencing cloud computing adoptions [18][19][20]. This study focuses on the TOE 

framework to explore the navigation of the opportunities from technological, organiza-

tional, and environmental components to overcome the challenges arising from these 

components. 

1.1 Research Problem 

In the light of achieving competitive advantages and ensuring business sustainability in 

the era of advanced technology, which is swiftly transforming business models, many 

organisations have embraced cloud computing services in their business operations. Yet 

the adoption of cloud computing in MSMEs is still low [21]. Numerous MSMEs are 

indecisive in adopting cloud computing into their operations citing the reasons of lack-

ing safety or security associated with cloud computing, deficiency in technical compe-

tency, and inadequate external support provided in adopting the cloud computing ser-

vices [22].  

According to [11] comprehensive literature review, many studies published in cloud 

computing lack robust theoretical frameworks. These past studies include research by 

[23] that explored the potential of cloud computing for SMEs; the development model 

of cloud computing adoption by [15]; and the investigations into MSMEs 

implementation of cloud computing by [12][24] and [25]. This indicated that these stud-

ies selected variables to be investigated without reference to any theory or framework 

[11]. This oversight could undermine the value of established theoretical foundations. 

Previous studies on cloud computing in Malaysia mainly concentrated on determi-

nants that inclined the SMEs to cloud computing adoption [7][8][9]. Despite the authors 

applying the TOE framework in their studies, their findings are inconsistent. These in-

consistencies may confuse MSMEs as to what exactly the opportunities provided by 

adopting cloud computing and the potential challenges they may face concerning tech-

nological issues, organisational aspects and environmental concerns in the context of 

Malaysia. 

Although research conducted on Malaysia MSMEs using different theories to under-

stand various obstacles in technology adoption [22], little study has been conducted to 

link the opportunities of cloud computing in overcoming the challenges that MSMEs 

are facing.  

Therefore, employing the TOE framework in this study to obtain insight into the 

technological issues of perceived benefits, security and privacy, organisational factors 

of IT resources, training and development, and environmental matters of competitive 

pressure and external support, enables the Malaysian MSMEs to apprehend deeply the 

opportunities available to overcome the possible challenges encountered from cloud 

computing. It may also bridge the theoretical gap and enhance rigour in cloud compu-

ting research. 
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1.2 Research objectives 

This research aims to verify the boundaries of the opportunities of cloud computing 

influencing the adoption of cloud computing and to explore how the opportunities can 

overcome the challenges in adopting cloud computing services among MSMEs in Ma-

laysia.  

The following are the objectives of this study:  

1. To examine whether technology (i.e. perceived benefits, security and privacy) sig-

nificantly affects the adoption of cloud computing services in MSMEs in Malaysia. 

2. To determine whether organizational factors (i.e. IT resources, training and devel-

opment) significantly affect the adoption of cloud computing services in MSMEs in 

Malaysia. 

3. To investigate whether environmental factors (i.e. competitive pressure, external 

support) significantly affect the adoption of cloud computing services in MSMEs in 

Malaysia. 

2 Literature Review 

2.1 Technology, Organisation, and Environment (TOE) framework 

The TOE framework, developed by Tornatzky and Fleischer before the 21st century, 

continues to be widely used today because of its capacity to offer an in-depth under-

standing of technology creation and implementation within the business context 

[4][26]. Various technology adoption studies utilised the TOE framework because its 

three contexts of technology, organisation, and environment, indicate both opportuni-

ties and constraints for technology-driven innovations [27]. This framework incorpo-

rates all stages of innovation, from idea generation by entrepreneurs to adoption and 

implementation within the companies’ context [28].  

Within the TOE framework, technological context refers to the relevant technologies 

within a company, including its existing technology infrastructure, equipment, pro-

cesses, and emerging technologies that could affect business operations [29][27]. This 

context also considers the relative advantages and complexities of implementing new 

technology, alongside the companies’ ability to innovate and integrate technological 

advancements [30]. The organisational perspective is related to the organisational char-

acteristics, including the existence of top management support, organisational culture, 

and managerial structure [29][30]. Factors within this organisational context may im-

pair or encourage technological innovations and adoption [29]. 

On the other hand, the environmental context refers to the external space where busi-

ness activities are carried out, the operational support and constraints, for instance, the 

competitive pressures, government support and also supporting infrastructure such as 

the presence of IT professionals [29][30]. These environmental could either facilitate 

or inhibit a company in its inclination to new technologies in its business operations 

[26]. 
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The suitability of using the TOE framework for research in cloud computing could 

be further supported by [4]. Here, the authors explored the benefits of cloud computing 

among the MSMEs in South Africa where technological and environmental context 

were highlighted as having significant positive effects on cloud computing adoption, 

while organisational context had no significant impact. [28], on the other hand, inves-

tigated drivers of cloud computing implementation by Ghanaian SMEs utilising the 

TOE framework to identify the impacting factors. The technological factors, specifi-

cally relative advantage and compatibility, were cited as the predominant key influ-

ences affecting cloud computing implementation.  

In the Malaysian scenario, [7] examined the contributors to cloud computing adop-

tion in SMEs in the manufacturing and services sectors grounded on the TOE frame-

work. This mixed method approach, incorporating a survey questionnaire and free-form 

comments as the qualitative data, highlighted that IT resources within the organisational 

context and external pressure within the environmental realm significantly shape cloud 

computing deployment among the SMEs studied.  

[26] conducted a study on the key influencers affecting the adoption of cloud com-

puting and its impact on performance among Indonesian MSMEs, with the use of a 

survey questionnaire targeting owners or managers. It expanded the TOE framework 

by including individual traits in the study. The findings revealed that technological, 

organisational, and environmental contexts interact with individual attributes like com-

puter self-efficacy and computer anxiety to aid the integration and use of cloud compu-

ting services.  

Similarly, [31] conducted a longitudinal study on the reasons, positive and negative 

factors affecting the incorporation of cloud computing among MSMEs in Montenegro, 

integrating both the TOE and UTAUT frameworks. Technological availability and se-

curity factors (within the technological context), effort expectations and external know-

how (within the organisational context); social influence and privacy (within the envi-

ronmental context); and perceived usefulness, perceived ease of use, and perceived se-

curity and safety (within the individual cluster) were deemed to impact the attitudes 

towards cloud computing adoption. 

Hence, the TOE framework is well-suited to identify both the challenges and oppor-

tunities that could shape the technological adoption process, empowering MSMEs to 

make more informed decisions about cloud computing services. 

2.2 Cloud computing and MSMEs  

Cloud computing services are rapidly changing the way MSMEs use and adopt ICT. 

The features of cloud computing that can set it apart from traditional IT are pervasive-

ness, flexibility, scalability, resource sharing, and a pay-per-use model [11]. Although 

a standard definition of cloud computing does not exist, the definition provided by the 

National Institute for Standards and Technology is the widely cited definition, where 

cloud computing is “a model for enabling ubiquitous, convenient, on-demand network 

access to a shared pool of configurable computing resources that can be rapidly provi-

sioned and released with minimal management effort or service provider interaction” 

[11].   
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Cloud computing, often viewed as an evolution of modern computing, is also recog-

nised as a parallel and distributed system which is made up of a collection of computers 

over a network [23]. It also works with visualisation that supplies all computing re-

sources via a service-level agreement between the user and the service provider/vendor. 

It offers an array of computing resources to users without the need for huge capital 

expenditures on hardware and human capital, since all capital expenditures are borne 

by the service provider/vendor [24].  

Henceforth, cloud computing offers MSMEs a strategic advantage by granting ac-

cess to affordable sophisticated tools and capabilities that were once exclusive only to 

larger companies. By leveraging cloud technologies, MSMEs could compete on a level 

playing field and spur growth through enhanced efficiency and productivity. Addition-

ally, cloud computing could support sustainability by lowering energy use and reducing 

carbon emissions. 

2.3 Opportunities and challenges of cloud computing 

Cloud computing has emerged as a transformative technology that could reshape the 

way MSMEs operate and manage their IT infrastructure. It is evident that cloud com-

puting can revolutionise operations and offer numerous advantages to MSMEs. 

According to [20], cloud computing technology usually offers affordable prices to 

the MSME compared to bespoke or on-shelf software programs. On top of that, 

MSMEs can save up to about 30% of the operation cost by adopting the technology 

which opens new business opportunities to the MSME with advanced technology and 

better use of their resources in planning and decision making. 

In general, cloud platforms provide user-friendly and easy-to-use software with 

minimum guidance. MSMEs can use the latest technologies which will enhance their 

business opportunities through better communication and collaboration with their busi-

ness partners. Cloud computing can enhance the decision-making quality and resource 

planning for MSMEs [23]. 

Cloud computing also provides a distinct set of challenges that may threaten suc-

cessful adoption and long-term viability. Understanding these challenges is crucial for 

capitalising on opportunities to address them and to ensure a smooth and secure transi-

tion to cloud computing. 

The effectiveness of cloud computing very much relies on a good and reliable inter-

net connection. Usually, MSMEs are located outskirts of the city area, and connectivity 

of the internet may be lacking compared to the city. Cloud technology requires high 

speed and stable internet infrastructure to serve the user well as the portal usually uses 

the latest technology. The MSME will be reluctant to adopt cloud computing if the 

management has a bad experience with the internet infrastructures where they do not 

see value for money [32]. 

The adoption of cloud computing may be less complex compared to other options 

available, however, it is still required to have some relevant level of digital knowledge 

and skill. The service provider may provide some basic training for the subscriber, but 

basic knowledge and skills are still essential to ensure the user can enjoy the service. 



  

 

 

       
 

  89Unlocking Cloud Computing Services for Malaysian MSMEs    

Some functions especially retrieving data for analysis and decision making require a 

higher level of computer literacy to ensure wrong data has been used [33].  

2.4 Technology 

Perceived benefits.  

MSMEs often struggle with limited resources, which prevents them from investing in 

ICT infrastructure and skills. With cloud computing, MSMEs can now affordably ac-

cess high levels of technology, which fits well with their existing ICT budgets 

[25][4][34]. The systematic review conducted by [11] also highlighted cost savings as 

the most important adoption factor of cloud computing. Given that MSMEs are profit-

driven, this finding makes sense. As a result, a technology like cloud computing, which 

reduces operating expenses, seems viable. 

Another feature of cloud computing is scalability, which enables users to adjust IT 

resources, i.e. users could scale up or down, to meet demand fluctuations. According to 

[34], cloud computing providers often charge their clients on a pay-per-use basis using 

various costing methods, which makes it simple for MSMEs to add or remove resources 

as needed. Therefore, MSMEs may view cloud computing as a way to get high-quality 

technology that is cost-efficient, scalable, and adaptable. 

Although perceived benefits can suggestively promote the adoption of cloud com-

puting [35], studies have highlighted that enterprises may disregard this technology if 

they do not have any competent staff to use the technology or they do not perceive a 

need for this technology in their operations [7][8][9]. Benefits such as reducing operat-

ing costs, improving customer relationships, enhancing employees’ productivity, and 

improving services to customers are not viewed as the motivators for firms to embrace 

cloud computing as they are worried about the unseen further costs required to custom-

ise their systems for the adoption [7]. Besides, [18] proclaim that perceived benefits 

from cloud computing could be obtained from other manners such as enhancing com-

munication and coordination efficiency with business partners and hence this factor 

may not motivate firms to adopt cloud computing services. 

Proposition 1: Perceived benefits by MSMEs are positively related to the adoption 

of cloud computing services. 

Security and privacy.  

Cloud computing involves switching sensitive organisational data to a cloud which may 

pose data security and data privacy threats to MSMEs. Compared to large organisations, 

MSMEs are incapable of configuring their security features to prevent cyber-attacks 

and to administer the confidentiality of data when using cloud computing services [10]. 

The security risks encircling cloud computing include password cracking attacks by 

attackers, tempering sensitive and confidential data by malicious insiders, exploit vul-

nerable interfaces to gain backdoor access by malicious users, data loss and leakage 
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due to the continuous transfer of information, service and account hijacking by mali-

cious intruders and exposure to threats to logging processes and lack of awareness of 

internal security measures [36]. 

Securing threats such as data breaches, unauthorised access to sensitive information, 

the privacy of data sacrificing, and cyberattacks of hacking and phishing are considered 

the foremost main inhibitors for MSMEs to embrace cloud computing [37][22]. 

Proposition 2: Concerns over security and privacy are negatively related to the adop-

tion of cloud computing services. 

2.5 Organisation 

IT resources.  

Organisational IT resources comprise both physical and non-physical resources in na-

ture namely IT infrastructure, databases, internet connection, software applications, IT 

skills, and IT expertise. Developing a proper technology infrastructure and IT expertise 

in cloud computing enables enterprises to respond rapidly to environmental changes, 

improving innovativeness and efficiency in business processes and enhancing organi-

sational agility [19]. When utilising the IT resources effectively in cloud computing, 

MSMEs can establish financial policies efficiently, monitoring inventory and employ-

ees’ performance proficiently thus enhancing the value to the organisation [26]. 

It is evidenced that enterprises with higher levels of IT resources are easier to accus-

tom to dynamic technology development and are more inclined to adopt cloud compu-

ting to their business [7]. However, [6] argued that SMEs invest heavily in technologi-

cal infrastructure to achieve benefits from quality data and data analytics and the higher 

IT resources are unlikely to lead to higher adoption of cloud computing since these 

firms already have the necessary infrastructures they require.   

Proposition 3: IT resources of MSMEs are positively related to the adoption of cloud 

computing services. 

Training and development programs.  

In the organisational context of the TOE framework, the quality of human resources is 

a critical factor that could influence a company’s willingness to acquire and embed 

cloud computing services in its operations. Having employees with limited ICT skills 

is challenging when faced with technical complexities. Therefore, knowledgeable and 

competent employees are crucial in implementing new technologies effectively and 

successfully in any organisation [34][13]. Employees need to be trained and proficient 

in cloud computing services and be aware of the potential effects on business operations 

[25].  
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According to [19], MSMEs with insufficient skills and knowledge to recognise the 

value of cloud computing, and assimilate it into their operational processes are unlikely 

to consider this technology in their investment decisions. Thus, a lack of appropriate 

training and awareness of cloud computing could inhibit MSMEs employees from ac-

cepting cloud services which in turn affect the firms’ effectiveness in allocating re-

sources to cloud technologies [38]. 

Proposition 4: Lack of training and development programs are negatively related to 

the adoption of cloud computing services. 

2.6 Environment 

Competitive pressure 

MSMEs always encounter external pressure from keen competition within the industry 

and pressure from trading partners to adopt new technologies to maintain good rela-

tionships with them. The intense competition in the market motivates MSMEs to em-

brace cloud computing services in their operations to achieve competitive advantages 

and commerce agility [7]. MSMEs can benefit from the competitors’ pressure to im-

plement cloud computing by adopting innovative business strategies to stay in touch 

with the market demands and react instantly to the changes in the global business envi-

ronment [17]. 

Research indicates that competitive pressure is a notable factor to motivate enter-

prises to adopt cloud computing to accomplish worldwide customer expectations, es-

pecially during the post-pandemic era [35][9]. However, it is argued that despite the 

increased pressures from business competition, trading partners, and suppliers, it would 

not stimulate SMEs to embrace cloud computing as they do not perceive this technol-

ogy can provide any additional competitive advantages for them [8]. In addition, SMEs 

prefer satisfying their existing clients rather than seeking new customers and they be-

lieve that their existing infrastructure is sufficient to compete with other firms and do 

not need to adopt cloud computing for additional competitive advantages [6]. 

 Proposition 5: Competitive pressure of MSMEs are positively related to the adop-

tion of cloud computing services. 

External support.  

External supports such as availability of bandwidth, government funding, and regula-

tions on storage and usage of data are important factors for MSMEs to consider before 

embracing cloud computing. Bandwidth speed and sufficiency is one of the essential 

tools for successful cloud computing implementation. Inadequate, unreliable, and slow 

speeds of bandwidth interrupt the connectivity and transmission of data as well as the 
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accessibility of information on the cloud, which in turn, prohibit MSMEs from adopting 

cloud computing [37]. 

According to [37], the lack of sufficient funding from the government during the 

transition to cloud computing and inadequate legislation protection of storage and usage 

of data in the cloud inhibit MSMEs from embracing cloud computing. Hence, the gov-

ernment could introduce a strategic plan to support MSMEs in terms of funds for digital 

infrastructure, knowledge transfers, and training needs [23]. 

MSMEs considering integrating cloud computing need to evaluate the vendor sup-

port available. Cloud providers should be prepared to guide the companies in the ac-

quisition and integration of this new technology. Vendors willing to customise their 

support contracts could reduce digital technology adoption barriers and in turn, build 

trust and establish lasting partnerships with this collaboration [34][23]. 

Proposition 6: Lack of external support are negatively related to the adoption of 

cloud computing services. 

3 Research Framework 

A research framework is suggested for this study based on a review of past literature. 

The dependent variable in this research is the adoption of cloud computing services 

among the MSMEs in Malaysia. Perceived benefits, security and privacy, IT resources, 

training and development programmes, external pressure, and external support are iden-

tified as the independent variables in this study within the TOE framework. As a result, 

Figure 1 below shows the study framework. 
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Fig. 1. Research Framework 

4 Research Methodology 

This study will employ a mixed approach, incorporating both quantitative and qualita-

tive approaches to validate theoretical findings in practical settings concerning cloud 

computing services adoption among MSMEs. In line with the quantitative approach, 

four measurement items will be adapted from past studies to represent each construct 

in the questionnaire. These measurement items will be subjected to a pre-test and fol-

lowed by a pilot test to ensure validity and reliability. Online platforms will be em-

ployed to disseminate survey questionnaires to gather 150 responses from MSMEs in 

Malaysia. This sample size is greater than the G*Power-based minimum sample size of 

77 [39]. 

The respondents identified via purposive sampling will be requested to respond to 

the e-questionnaire using the provided link or the QR code. To boost the response rate, 

researchers will personally call the respondents. The purpose of this academic study 

will be succinctly explained in a description accompanying the questionnaire, and all 

information gathered will be kept confidential. Further, semi-structured interviews will 

be conducted with senior management from MSMEs. Interview guide will be devel-

oped to include key themes and topics to be covered, while maintaining flexibility. The 

interview session could be face-to-face or virtual, ranging from 30 – 45 minutes each. 

Interviewees will be prompted to elaborate on the key areas, allowing for a more in-

depth data collection. Data collected will be analysed using the Partial Least Squares 
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Structural Equation Modeling (PLS-SEM) for primary data and a thematic coding 

scheme for the interview sessions, providing insights from MSMEs’ adoption of cloud 

computing. PLS-SEM has been selected here as this appears to be the most frequently 

used quantitative and qualitative data analysis technique [11]. 

5 Conclusion 

MSMEs are the cornerstone of economic growth, particularly in emerging countries 

like Malaysia. As the driving force of the nation, MSMEs propel growth and prosperity. 

To remain competitive and sustainable in an increasingly digital environment, MSMEs 

must adopt innovative technologies like cloud computing, which is both cutting-edge 

and competitively priced. By adopting and making changes to their operations, MSMEs 

can secure their position as key players in the economy and generate long-term sustain-

able growth. The TOE framework examines perceived benefits, IT resources, and com-

petitive pressure as catalysts to cloud computing adoption and explores how these op-

portunities help to overcome challenges like security and privacy, insufficient training 

and development programmes, and external support across technological, organisa-

tional, and environmental categories in cloud computing adoption. MSMEs that have 

adopted cloud computing services can experience noteworthy transformation in their 

business operations, which enhances business performance, strengthens competitive 

advantage, and promotes sustainability and viability in this technology-driven econ-

omy. In addition, the results of this study could benefit cloud providers and policymak-

ers in formulating effective policies and strategies to enhance cloud computing adop-

tion among MSMEs in Malaysia. 
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