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Abstract. Malaysia is experiencing an accelerated growth in its digital economy
which points to a demand for a digitally skilled workforce. This study focuses on
reviewing Malaysia's underway digital skills training initiatives suggesting that
digital skills are becoming crucial for workforce readiness and economic
opportunities. The study was carried out using a qualitative research
methodology by conducting 20 in-depth interviews and four focus group
discussions to explore the defined skill gaps on career opportunities.
Triangulation is the process of combining data from interviews, focus groups and
document analysis in order to reveal patterns and themes. The study examines
the talent strategies utilised in Malaysia, looking specifically at Industry 4.0
skills, competencies and programmes required for efficient talent management in
the digital economy. The results showed important shortcomings in the existing
talent management strategy, denoting the necessity for focussing initiatives on
one specific area of concern or another. The study outlines several initiatives by
public and private sector to match job market requirements with the digital skills
on offer such as government-led programs, employer-driven upskilling efforts
and digital education campaigns. Nevertheless, the study concludes that there is
still a strong need for human competences, skills are necessary to collaborate and
communicate in this new digital society. One of the critical success factors in
orchestrating digital talent leadership. The study also calls for government
intervention to upgrade its ICT infrastructure, especially in the countryside, to
further boost digitalization. It also emphasizes on the importance of Industry 4.0
reskilling like data analytics, telling companies to get ahead with digital skilling
initiatives. The study also suggests that companies should join forces with
educational institutions to prepare the workforce for an increasingly digital
economy, a recommendation that has implications not only for cybersecurity but
all aspects of technology.
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1 Introduction

In Malaysia, the digital economy encompasses economic and social activities that in-
volve the production and utilisation of digital technology by individuals, businesses,
and government entities (MyDIGITAL, 2021). The digital landscape is rapidly evolv-
ing, and Malaysia stands at the forefront of this transformation, driven by an expansion
of the digital economy. As the nation aspires to become a high-income, digital-first
country, the development of digital skills has emerged as a critical component for
achieving this vision. The Malaysia Digital Economy Corporation (MDEC) has high-
lighted that eight out of the ten fastest-growing job roles in Malaysia will require digital
competencies, underscoring the urgent need for a workforce equipped with relevant
skills to thrive in an increasingly technology-driven environment (Nair, 2021). Moreo-
ver, Malaysia has become one of the pioneering developing countries to implement
indirect taxation on imported digital services from non-resident suppliers (Kumar &
Yap, 2021). This initiative not only supports the growth of Malaysia's digital economy
but also serves as a model for other nations, balancing economic expansion with the
need to secure public sector revenues. The transformation to become a digitalisation
nation will not happen overnight. It is quite challenging for policymakers to convince
the various market players to adapt to the dynamic changes in technology and innova-
tion in the business environment. When we talk about the digital economy, another
concern put on the table of discussion is about digital skills required by the labour force.

The current state of digital skills development initiatives in Malaysia highlights a
growing recognition of the need to equip the workforce with essential digital compe-
tencies, as industries rapidly undergo digital transformation and demand rises for skills
in areas like digital marketing, cybersecurity, data analytics, and artificial intelligence,
with a skill-first training approach emerging as a vital strategy to enhance global com-
petitiveness and drive economic growth (Saffa, 2024). Government initiatives, includ-
ing the Digital Economy Blueprint and the establishment of the Centre for the Fourth
Industrial Revolution (C4IR), aim to foster innovation and support the development of
digital skills. These efforts are complemented by significant investments in digital in-
frastructure and training programs designed to bridge the skills gap across various sec-
tors (MIDA, 2023). Research indicates that advanced digital skills can lead to substan-
tial economic benefits, with workers in the Asia-Pacific region earning, on average, 65
per cent more than their less digitally skilled counterparts, underscoring the necessity
for continuous learning and adaptability in an evolving job market (MIDA, 2023). The
commitment to developing a digitally skilled workforce is crucial for Malaysia's ambi-
tion to enhance its digital economy, projected to contribute 25.5 per cent to the GDP by
2025 (MDEC, 2022).

Digital skills are increasingly crucial for workforce readiness and economic oppor-
tunities in Malaysia's digital economy. Studies have identified key digital skills de-
manded by employers, including information literacy, problem-solving, and digital
content creation. The service sector workforce shows a correlation between facility and
training, applied digital skills, and digital skills readiness (Edrak et al., 2022). To bridge
the digital divide and foster innovation, Malaysia has implemented various initiatives,
though progress remains slow (Ayob et al., 2022). The country's transition to a digital
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economy requires improvements in infrastructure, regulations, skills, and public fi-
nance. Addressing these challenges is essential for Malaysia to maximise opportunities
in the digital era and achieve its goal of becoming a regional e-commerce hub.

Recent studies have examined digital skills development initiatives in Malaysia,
highlighting both progress and challenges. The integration of work market demands
with digital skills is a critical factor in the growing need for employment in the digital
era. Workers with sophisticated digital capabilities are in high demand as more busi-
nesses implement digital technologies, especially in fields like data analytics, digital
marketing, and e-commerce (Ayuningtias, 2023; Folea & Folcut, 2019). Policymakers
have made skills development a top priority due to the mismatch between the capabil-
ities that companies want and the rapid speed of technological change brought about by
Industry 4.0 (Lee, 2020; Tomina, Sorona, Raluca & Claudia, 2023). Additionally, the
COVID-19 epidemic has increased the need for digital skills forcing businesses to re-
organise their workforces and give preference to applicants with extensive digital train-
ing (Tomina et al., 2023). As a result, developing digital skills is crucial for improving
employability and satisfying changing labour market expectations.

This research aims to assess the current state of digital skills development initiatives
in Malaysia by collecting current information, theories, and best practices linked to
digital skills development and employment in the digital economy, a complete literature
study was undertaken. Insights were gathered through semi-structured interviews and
focus group discussions (FGDs) with key stakeholders. These interactions explored
perspectives on digital skills development projects in Malaysia, examining government
plans, financial allocations, and implementation challenges. This qualitative approach
provided a deeper understanding of policy contexts and the perceived effectiveness of
current initiatives. This leads researchers to explore more depth of digital skills influ-
ence workforce readiness and economic opportunities in Malaysia's digital economy.

2 Literature Review

The ongoing digital transformation in the global economies has reinforced the rele-
vance of digital skills as essential drivers of employment and growth. Digital skills,
whether it is basic digital literacy or the more sophisticated capabilities of programming
and data analytics are now recognised as an integral part of being workforce-ready and
adaptive to change in a turbulent job market. Research shows that countries where a
high proportion of the population are digitally literate experience significant labour
market growth, increased innovation capacity and greater economic resilience
(Labudova & Fodranova, 2024; Voda et al., 2022; European Commission, 2021a). Such
trends can be seen at EU member states level, and the Digital Economy and Society
Index (DESI) provides information on the levels of digital skills and their socio-eco-
nomic impacts. Moreover, other research shows that the overall development of digital
literacy in a country creates employment opportunities and job positions in technology-
oriented fields (Voda et al., 2022; Labudova & Fodranova, 2024; Misik et al., 2019).
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Early education systems provide a good foundation in digital skills early in the
lifecycle, integrating ICT and digital literacy training into primary and secondary cur-
ricula. As a case in point, countries like Slovakia that embed digital skills into formal
education systems see more favorable youth employment outcomes and lower levels of
skills mismatches in the labor market (Stankovicova & Vojtkova, 2021; Misik et al.,
2019; Stofkova & Repkova Stofkova, 2019). To move towards a digitally competent
workforce and to prepare for new equilibrium of the economy, adequate digital compe-
tencies should be nurtured from an early stage (European Commission, 2021b) as de-
scribed in EU's Digital Education Action Plan.

Socio-economic factors play a vital role in determining access to digital skills, with
differences in access strongly influencing job market outcomes. Those belonging to
more affluent socio-economic groups usually get better access to digital devices and
good education, a natural advantage in getting employment. On the other hand, those
who come from low-income areas do not have access to training and technology which
brings gaps in employment opportunities and wages (Van Dijk, 2020; Lloyds Bank,
2020; Labudova & Fodranova, 2024). Socio-economic differences regarding access to
high-quality digital skills training create a digital divide among EU states, which means
that lower-income households do not have the same opportunity to be in line for the
most well-paid positions within the digital economy (Van Deursen & Van Dijk, 2021;
Ruiu & Ragnedda, 2020).

In response to this digital gap, various EU member states pursued strategies through
public-private partnerships to bolster digital proficiency within lower-demand de-
mographics. Digital transformation strategies such as Slovakia’s Digital Transfor-
mation Strategy of 2030 have been developed with digital inclusion as a priority, deliv-
ering initiatives like providing digital literacy programs for rural and underserved re-
gions to bridge the skills gap while supporting access to equitable employment oppor-
tunities in the economy (Pekarcikova et al., 2021; European Commission, 2021b). The
Digital skills and jobs coalition, which is a European union initiative that brings to-
gether partnerships between government, industry, and education for the purpose of
growing digital literacy and employment outcomes (Labudova & Fodranova, 2024),
sees similar struggles.

In an era of rapid technological evolution that quickly makes current digital skills
irrelevant, continuous learning and workforce upskilling have become imperative. For
example, the EU has embraced the principle of lifelong learning in its Digital Skills and
Jobs Coalition, which offers free training resources to help ensure workers have access
to continue to stay competitive in a digital job market. Indeed, less competitive nations
in terms of digital resilience and work adaptability, such as those in Europe (European
Commission 2021a), have emphasized lifelong learning mostly through government-
industry collaboration (Lloyds Bank 2020; Aver et al. 2021) with much greater success
than those more competitive (e.g.-Germany or Finland).

Specifically, skills in advanced digital technologies — such as data analysis, ma-
chine learning and cybersecurity — lead to higher wages and greater upward mobility
for workers. Employers across various sectors — healthcare, finance, education, man-
ufacturing, and so on — are increasingly looking for workers who can make use of
digital tools to enhance processes, enable productivity increases (Fox, 2016; Eynon,
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2021; Voda et al., 2022). This implies that digital literateness is not only a condition
for jobs in technology-oriented professions but also an important component of the en-
tire career and income generation path in multiple professional domains (Scherer &
Siddiq, 2019).

In addition, some governments have moved essential services online and therefore
digital skills are necessary for civic engagement and access to public services. The
threat of the COVID-19 pandemic made felt much more than before the digital literacy
education for navigating e-Government services, and citizens were dependent on these
setting to get access to healthcare system, find work and social services offered. Ac-
cordingly, the Slovak government has defined digital literacy as one of the pillars of its
public service strategy, as part of performing a digital-inclusion through promoting
some basic skills necessary for accessing with confidence and competence to digitized
solutions (Misik et al., 2019; Pekarcikova et al., 2021; European Commission, 2021a).

Curtarelli et al. (2016) establish that digital competencies are a cross-sectoral skill,
applicable to various professions and critical to continuous education interventions de-
signed for workforce resilience. The OECD (2019) echoes the same sentiment by stat-
ing that digital literacy is not a luxury but a necessity in operating in labor markets as
automation becomes pervasive in traditional carcers. However, as Valsamis et al.
(2015) note this also opens up new possibilities for high skill workers while at the same
time threatening to lock out low and middle skilled workers from new opportunities
contributing to increasing social injustice.

In the current literature, the relationship between digital literacy and economic inte-
gration is a topic of interest. A recent report by Ipsos Mori (2015) has also pointed out
that digital divide only elevates these inequalities in socio-economic terms, especially
among the disadvantaged populations. Such initiatives as the Digital Agenda for Eu-
rope are designed to fill these gaps, though the enduring existence of digital divides
underlines the need for targeted approaches to population need (European Commission,
2016). Reddy et al., (2020) opined that mere provision of ICT gadgets is not enough;
what is needed is extensive training that can enhance the impact of users in the labour
market. Similar to this notion, Jenkins et al., (2006) argue that digital literacy interven-
tions to increase employment opportunities for the unemployed should be grounded in
contextualised, person-centred approaches.

At the organizational level, digital literacy is a critical enabler of innovation and
enhanced job quality, at the organizational level. For instance, in the paper by Cetinda-
mar et al. (2021), the authors explain how human capital with enhanced digital literacy
can enhance the use of the new technologies such as cloud computing to increase out-
put. Similarly, Tabrizi et al. (2020) note that technology acquisition is necessary but
insufficient for digital transformation; the right human capital is equally important.
However, as Messick (1984) mentioned, when there is no proper training, there are
some problems: the problem of information overload and the problem of decreased
employee engagement and, therefore, it is necessary to provide the continual training
program, which will be adapted to the constantly changing technological environment.
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3 Methodology

This study used a qualitative methodology to gather rich data on digital skill develop-
ment and employment opportunities in the context of the Digital Economy in Malaysia.
Data were collected through 20 semi-structured interviews and four focus group dis-
cussions (FGDs) in order to obtain rich description of the digital skill gaps and their
impacts on earning opportunities. The methods are explained as follows:

3.1 Data Collection Procedures

The semi-structured interviews involved key stakeholders such as employers, industry
experts, policymakers and digital skills training providers. Purposive sampling was
used to select these participants based on their diverse perspectives and expertise related
to digital economy. In view of the availability and geographical locations of partici-
pants, interviews were executed through a combination of in-person interviews and
online video conferencing platforms. The interviews lasted 60-90 minutes, and partici-
pants were given a detailed explanation of the study (including their role) and consent
to record sessions. That helped create an inviting atmosphere that welcomed conversa-
tion.

3.2 Focus Group Discussions (FGDs)

The FGDs were designed to both complement the individual interviews and get much
more detail about the important issues in a group context, with people interacting with
each other and having dynamic discussion around salient themes. For the FGDs, we
used purposive sampling and recruited employees, job seekers, employers and digital
skill trainers. There were 6-8 participants in each FGD to ensure manageable and fruit-
ful discussions. The discussions were held face to face and online for 90—120 minutes.
Participants were given an overview of FGDs, their contribution to the broader dia-
logue, and that recording equipment would be used to document contributions. The
discussions were conducted using a semi-structured guide (a single moderator guided
all the voices, encouraging flexibility to present additional and related insights that a
participant wants).

3.3 Instruments and Data Collection Information

The same semi-structured interview guide was used for individual interviews and
FGDs, however slightly modified as appropriate for the group setting of the FGDs. The
instrument contained six open-ended questions aimed at gathering information about
participants' experiences, perceptions, and suggestions regarding digital skills short-
ages, hiring difficulties, effectiveness of training initiatives and trends in the job market.
For example: "What are the top digital skills that you see as most lacking in applicants
today?" and "How do existing training programs fill or fail to close these holes?"
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3.4  Data Analysis

Qualitative data were thematically analysed to identify common themes and patterns.
The analysis was inductively undertaken identifying codes from the data rather than
applying codes a priori. We went through the transcripts of interviews/FGDs several
times to derive proper codes and themes. The applicability is also supported by the
triangulation method, hence crossing checking data from interviews, FGDs and essen-
tial document analyses increase both the validity and reliability of the findings. This
cross-source aggregation aided in confirming identified findings and discovering holis-
tic insights about the digital skills gap.

3.5 Ethical Considerations

All participants were informed about the confidentiality of their data and that their par-
ticipation in the study is voluntary. Prior to recording, all participants were given a
consent form and assured that the discussion was completely anonymous, and they
would not have to divulge information they were uncomfortable sharing. During the
storage and handling of audio recordings and transcripts, strict protocols were followed
to ensure data integrity.

4 Findings and Discussion

The findings show seven main themes were determined that reflects the initiatives taken
by stakeholders to develop digital skills in Malaysia namely government-led initiatives,
employer upskilling initiatives, digital education initiatives, growing demand for digital
skills employment and job market alignment, addressing digital skills gaps, collabora-
tion and partnership initiatives and digital literacy initiatives. These themes and sub-
themes are presented in Figure 1.
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Figure 1: The main and Sub- themes

Theme 1: Government-Led Initiatives

The research findings address several important areas for government initiatives and
their wider effects on various societal groups, including underprivileged groups, SMEs,
rural communities, NGOs, and entrepreneurs. The conclusion emphasises how im-
portant it is for the government to assist digital entrepreneurship in several ways, such
as by providing resources, financial aid, and training. This emphasises the existence of
organised initiatives to assist people and organisations in starting digital enterprises,
which is crucial for fostering creativity and creating a long-lasting digital economy.
The findings indicate that policy interventions and resource allocation could lower bar-
riers to entry for entrepreneurs especially in tech-driven sectors. The sub-themes are
presented in Figure 2.
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Figure 2: Sub-themes for Government-Led Initiatives

Furthermore, the findingss highlighted the needs of community-focused training pro-
grammes and infrastructure development in granting rural residents’ equitable access
to the digital economy. From the findings, programmes that provide focused training
and technology access are essential for rural development. The public-private sector's
cooperative efforts are recognised as essential to guaranteeing that the digital skills be-
ing produced correspond with the demands of the market today. The findings emphasise
the efforts on the region, like the Digital Penang and Perak efforts, which include ele-
ments of employer upskilling. Participant expression examples are as follows:

“...without them, it is likely that rural areas will continue to be excluded from the
advantages of the digital transformation.”

“Training programs are made relevant and closely related to job market prospects
thanks to this collaboration concept.”

Besides, government's encourage residents to use digital platforms to receive public
services through e-Government services. This is indicating a move towards e-govern-
ance, in which the government's job is to inform the public about the advantages of
using digital tools in addition to enhancing the effectiveness of service delivery. For
example, PASAK Digital Skills Programmes concentrate on teaching fundamental dig-
ital skills for employability in order to enhance workforce preparation raises the possi-
bility that these initiatives constitute a crucial component of the government's employ-
ment strategy in the digital economy. One participant explained this as follows:
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“The government encourage economic mobility and lessen income inequality by
equipping the B40 group with digital skills, for example through the 42 Penang Coding
Program. This initiative is an investment over the long term in building a highly skilled
labour force that can compete on the world job market.”

The advancement of digital skills in many different places and sectors is greatly
aided by government-led programs. With the goal of improving employability in a fast-
changing economy, India is implementing programs like Digital India and Skill India
to provide workers with the necessary digital competencies (Bhattacharya & Rakshit,
2024). According to Tee, Wong, Dada, Song & Ng (2024), the digital skills gap in the
workforce is also being addressed by the government, especially in areas like problem-
solving, communication, and teamwork, all these are essential for being employable in
the digital economy. There is a necessity to bridging the digital divide to guarantee fair
access to these competencies for various societal groups (Noor Hadzlida, Mohd Amar
& Nor Azira, 2022).

Theme 2: Employer Upskilling Initiatives

Second, the employer upskilling initiatives also highlighted the need for upskilling in
order to satisfy the needs of the digital labour market, hence highlighting the signifi-
cance of education-to-employment paths in national development initiatives. These
programmes show that local enterprises' digital transformation is greatly aided by re-
gional cooperation. Employer upskilling is thought to be strongly related to the Digital
Upskilling for SMEs and NGOs project, especially for small and medium-sized busi-
nesses (SMEs) and non-governmental organisations (NGOs). The findings demonstrate
that the government provides targeted initiatives to assist companies operating in these
industries in educating their employees in digital marketing, e-commerce, and other
critical digital skills required to maintain a competitive edge. The sub-themes are pre-
sented in Figure 3.
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Figure 3: Sub-themes for Employer Upskilling Initiatives

Besides, the findings indicate that employers who hire from the bottom 40% of income
earners can gain from government-backed digital training programs, even if the main
goal of B40 programs is to upskill this group. Moreover, this emphasise on how crucial
corporate and employer initiatives to bridge the gap between the difficulties of job
searching and the digital demands of the labour market. One participant explained this
as follows:

“...This programme is to ensure that people with lower incomes have access to
chances for upskilling and digital literacy, which can increase their employability and
productivity.”

Thus, businesses improve digital talent development and keep their staff competitive
and in line with industry demands by providing opportunities for digital upskilling. One
participant explained this as follows:

“In response to changing market needs, employers are placing a greater emphasis
on helping employees build their digital abilities in areas like social media marketing,
digital marketing, etc...”

According to Suarez Enciso, Yang and Chacon (2024), these programs are essential
for developing a competitive workforce and stimulating economic growth. Employees
must urgently improve their digital competences as firms go through digital transfor-
mation especially in fields like cloud computing, Al, and cybersecurity (Pravdyvets &
Zakharov, 2023). Additionally, studies show that there are frequently differences in
how supervisors and employees evaluate employees' digital skills highlighting the ne-
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cessity of systematic upskilling programs that match employee capabilities with corpo-
rate needs (Rogacka, 2022). These programs increase workforce competency and pre-
pare it to meet the demands of the digital economy.

Theme 3: Digital Education Initiatives

Thirdly, the digital education initiative also highlighted the interactive learning experi-
ences for people of all ability levels from beginners to experienced. Numerous digital
competencies are covered by these materials, such as programming, data management,
digital marketing, and cybersecurity. Participant expression examples are as follows:

“The project on E-commerce and Financial Management Skills increase the signif-
icance of comprehending digital payment systems, online business platforms, and fi-
nancial literacy in the digital marketplace.”

“...These initiatives are especially helpful for entrepreneurs and small and medium-
sized enterprises (SMEs) looking to grow their operations online.”

This shows that the programme reflects the creative side of the digital economy,
where professionals must create interesting material to draw in and keep online viewers.
Besides, the findings imply that training courses in these fields are assisting in giving
creative workers a solid basis for success in the digital industry. Participant expression
examples are as follows:

“People are receiving training on how to use data for digital money management,
financial statement analysis, and data-driven decision making.”

“...TVET programmes are acknowledged for their role in offering specialised train-
ing in technical and other digital vocational skills.

The sub-themes are presented in Figure 4.
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Figure 4: Sub-themes for Digital Education Initiatives

These findings also highlight the need of non-academic pathways for gaining digital
skills in order to provide a diversified workforce with highly valued talents. Addition-
ally, technical writing training guarantees the ability to communicate effectively be-
tween non-technical audiences and technical experts is becoming more and more im-
portant in fields like digital marketing, engineering, and IT.

The research on Continuous Learning in the Digital Economy highlights the im-
portance of continuing education and lifetime learning in order to stay abreast of emerg-
ing digital trends and technology. This project advocates for a strategy that constantly
motivates employees to keep up with the latest developments in digital literacy. More-
over, the emphasis on easily navigable online platforms implies that digital learning
can benefit a wider range of people, including those who are unable to attend conven-
tional educational establishments. The findings highlight how important educational
institutions for the digital economy. The workshops ensure that people have skills that
are relevant to the market by reflecting academia's involvement with industry demands.
Moreover, the programmes facilitate individualised learning and the growth of a work-
force with digital literacy by giving people access to online resources.

According to Eden, Chisom & Adeniyi (2024), in order to enable informed involve-
ment in the digital world successful programs prioritize the development of critical
thinking and digital citizenship skills as well as equal access to technology and cultur-
ally appropriate curricula. Moreover, it has been demonstrated that digital education
initiatives in Ukraine have a good effect on the development of human capital by in-
creasing students' employability and critical abilities (Melnyk, Blyznyukov & Cieslik
2023). These programs highlight how crucial digital education is to promoting social
justice and inclusive growth.

Theme 4: Growing Demand for Employment and Job Market Alignment
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Fourthly, the findings emphasise how crucial is digital skills for employment and job
market alignment. The need for digital talents, such as programming, data analytics,
digital marketing, and e-commerce management is rising. One participant explained
this as follows:

“The business ecosystem nowadays needs workers who can manage the technolog-
ical and operational difficulties involved in maintaining digital enterprises as they ex-
pand.”

The findings show that Malaysia requires people with experience in digital customer
service solutions, cloud computing, IT infrastructure, and business process automation.
The findings also highlight the importance of incentives and funding in promoting the
expansion of the digital economy by giving tech innovators and entrepreneurs a finan-
cial boost. The government fosters an atmosphere that is favourable to business by
providing access to money. The government's objective of drawing in foreign invest-
ment is thought to be in line with Malaysia's development of global business services,
or GBS. The findings indicate that a workforce proficient in business process outsourc-
ing, IT services, and global digital operations is necessary for GBS expansion. The sub-
themes are presented in Figure 5.

Digital Startups
Ecosystem

. Peer Support in
Funding and Digital Skills

Incentives for Digital. Development
Startups \O

Growing Demand far
Digital Skills for

Employment and
Job Market
Alignment
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Global Business Social Support for
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Figure 5: Sub-themes for Growing Demand for Employment and Job Market Alignment

Besides, the participants also highlighted significance of the eRezeki and GLOW
(Global Online Workforce) programs, which aim to facilitate lower-class Malaysians'
participation in the digital economy by means of freelance labour and gig work. The
government's objective of drawing in foreign investment is thought to be in line with
Malaysia's development of global business services (GBS). Participant expression
through FGD are as follows:
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“...Due to the freedom to work remotely and the accessibility of digital tools that
support self-employment, more people are opting to work for themselves.”

“...Consequently, a new generation of digital entrepreneurs is being produced as a
result of the growing need for digital talents such as site development, content creation,
and online marketing.”

The integration of work market demands with digital skills is a critical factor in the
growing need for employment in the digital era. Workers with sophisticated digital ca-
pabilities are in high demand as more businesses implement digital technologies, espe-
cially in fields like data analytics, digital marketing, and e-commerce (Ayuningtias,
2023; Folea & Folcut, 2019). Policymakers have made skills development a top priority
due to the mismatch between the capabilities that companies want and the rapid speed
of technological change brought about by Industry 4.0 (Lee, 2020; Tomina, Sorona,
Raluca & Claudia, 2023). As a result, developing digital skills is crucial for improving
employability and satisfying changing labour market expectations.

Theme 5: Addressing Digital Skills Gap

Furthermore, there is also initiative in addressing the skill gaps in businesses and cus-
tomising training initiatives correspondingly. The findings indicate that closing these
skill gaps promotes innovation and increases industry efficiency. An additional signif-
icant discovery centres around the necessity for Malaysia to enhance educational ac-
cessibility and offer current and pertinent training initiatives. The research identifies
several obstacles in gaining digital skills, including restricted access to relevant train-
ing, lack of infrastructure, budgetary limits, and regional limitations. The sub-themes
are presented in Figure 6.

Challenges in

Industry-Specific Acquiring Digital
Digital Skills Gaps Skills to meet
/demands of a digital
economy. especially
Addressing Digital in business.
Skills Gap technology. and

data science

Warkforce Digital
Transformation

Figure 6: Sub-themes for Addressing Digital Skills Gap also Initiatives

“Malaysia can assist people in overcoming these obstacles and gaining the digital
skills that they need to thrive in a digitally driven economy by tackling these issues.”
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The participant highlighted the importance of public and commercial sectors to work
together to improve access to digital education. One participant explained this as fol-
lows:

“Furthermore, because business, technology, and data science are rapidly growing
sectors, learning digital skills can be difficult, especially when it comes to keeping up
with developments and gaining access to training.”

Hence, closing these gaps is crucial to implementing workforce digital transfor-
mation and guaranteeing that businesses can compete in the quickly evolving digital
market and future generation needs to be ready to manage and operate in digital envi-
ronments. A comprehensive strategy that incorporates legislative measures, educational
activities and targeted support for excluded groups is needed to close the digital skills
gap.

According to Enciso, Yang & Chacon (2024), a large number of people lack basic
digital skills, which are necessary for both social participation and economic prosperity
especially in emerging nations like Latin America and the Caribbean. There are con-
siderable differences in digital abilities in Myanmar and access to resources has a big
impact on proficiency levels (Thida & ThaZin, 2023). Likewise, in the South African
province of Limpopo, the poor execution of initiatives such as South Africa Connect
has impeded efforts to close the digital skills divide (Makuwa, Phooko & Lentsoane,
2024). In order to address these issues, it is critical to support specialized training initi-
atives, improve internet connectivity and encourage stakeholder cooperation to build a
more equitable digital environment.

Theme 6: Collaboration and Partnerships Initiatives

Next, the findings highlighted the critical role of collaboration and partnership initia-
tives. This cooperation entails co-creating educational initiatives, providing internships,
funding scholarships, and working together on research projects. The participant further
emphasises on how crucial it is to match curricula and educational programmes to the
changing needs of the digital economy. Participant expression through FGD as follows:

“Academic institutions should collaborate closely with industry to guarantee that
digital skills like data science, programming, and digital marketing are prioritised and
that curricula are updated on a regular basis.

“...80, to develop digital skills in line with economic transformation, cooperation
between IT giants, SMEs, startups, and the government is crucial.”
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Collaboration with
Industry and
Academiz (e.g..
UTAR)

Digital economy

Global Business transformation

Solutions (GBS),

R -
Callaboration and Digitalization in
Digital skills policies Partnerships Malaysia
Initiatives

Educational
institutions and
curricula alignment

Policy influence and
collaberation Industry-academia
collaboration

Industry
contributions

Figure 7: Sub-themes for Collaboration and Partnerships Initiatives

The sub-theme "policy influence and collaboration" describes how businesses, govern-
ment agencies, and academic institutions needs to work together to create policies that
support innovation, upskilling, and digital literacy. The importance of digital skills pol-
icies is emphasised as crucial frameworks created in partnership with business and ac-
ademics to equip the labour force for the needs of the digital economy. Participant ex-
pression examples are as follows:

“Collaboration is crucial to satisfy the demands of the workforce with sophisticated
digital capabilities, which are necessary for the GBS industry to thrive.”

“Malaysia can train its workforce in cutting-edge technologies and best practices
by collaborating with foreign companies and utilising global expertise.”

This shows that industries are crucial in maintaining a consistent pool of digital ex-
pertise, which is necessary to keep up innovation. The sub-themes are presented in Fig-
ure 7.

In order to improve digital skills, collaboration and partnerships are crucial espe-
cially when it comes to meeting the demands of the local labour market. The inclusion
of digital skills in curricula is essential for promoting social inclusion and economic
prosperity particularly in places with inequities like the Caribbean and Latin America
(Enciso, Yang & Chacon, 2024). Since students with diverse abilities engage and suc-
ceed in these settings differently collaborative online learning environments further em-
phasize the significance of digital skills (Kwiatkowska & Wisniewska-Nogaj, 2022).
According to Anthony, Brivael, Nicolas, Eric and Estelle (2024) and Suwana (2021),
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efficient collaborations and focused training programs can greatly improve digital skills
and foster a workforce that is more skilled and inclusive.

Theme 7: Digital Literacy Initiatives

Finally, the digital literacy initiatives and awareness programme shows the differences
in digital abilities that exist amongst various population groups. Participant expression
example as follows:

“Many people might not have sufficient access to high-quality training in IT re-
lated skills, particularly those who live in underprivileged areas or are older in age.”
Digital literacy initiatives that focus on underprivileged socioeconomic and geo-
graphic populations are very crucial. The findingss imply that because of their restricted
access to technology infrastructure and educational opportunities, older persons and
other particular groups, such those living in rural areas, are more likely to be left out of
the advantages of digitalisation. The sub-themes are presented in Figure 8.

IT Literacy and
Training Gap

Digital Literacy Riiral and Urban
Initiatives for Connectivity and

Awareness and Sector-Specific
Future Trends Skills

Multilingual Skills for
Digital Workforce

Digital Literacy for
Local Sellers and
SMEs

Figure 8: Sub-themes for Digital Literacy Initiatives

This shows that, a large number of small and medium-sized businesses (SMEs) and
local vendors are still largely dependent on conventional business practices.

“...For SMEs, entrepreneurs and local sellers, to use digital technologies for growth
and competitiveness, is essential.”’
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Since digital literacy covers more ground than just technical proficiency such as cy-
bersecurity and appropriate communication, it is imperative that it be incorporated into
a variety of educational frameworks (Phippen, 2024). Understanding digital currencies
and blockchain becomes crucial as financial literacy develops to include digital com-
ponents (Meena, Prerna & Annu 2024; Shvets, Klyushina, Shalifova, Volova &
Khorokhorina, 2022). This underscores the necessity for comprehensive digital educa-
tion initiatives that adjust to new trends. Hence, the Digital literacy programmes are
needed to ensure that the communities especially non-English speaking communities
are not left behind in the digital transformation process. Initiatives aimed at promoting
digital literacy are becoming more and more important in raising awareness and provid-
ing people with the skills they will need in the future.

5 Conclusion

It is now a new digitalisation area where the key focus is on automation and strategic
issues in place of repetition. The digital transformation has also enforced firms to adopt
online modes for optimising their timely decision-making. The talents’ role will trans-
form in the direction of monitoring the operations performed by the robots and intelli-
gent machines cooperating with them. Most of the companies, irrespective of their op-
erations, must renew their talents’ skills and competencies to become sustainable in the
digital economy. The skills in talents for analytical and decision-making skills are re-
quired. The study investigated the government’s talent initiatives and employer’s talent
strategies in Malaysia and explores the 14.0 skills, competencies, and programmes re-
quired for talent management in the Digital Economy. The study found lacking of ef-
fective talent strategies in place. On the other hand, the study identified many organi-
sational and individual factors that facilitate talent digital skills development in Malay-
sia. In this study, the digital skills sought by the industry to realize Industry 4.0 were
provided by the participants and it is presented as a reference for talents to acquire new
skills. It was also found the need to develop interpersonal competences that are needed
for cooperation and communication. The study confirmed the critical role of leadership
in facilitating talent management. The findings of this research could be referred to
build talent strategies for Malaysia which could fill the gaps about attracting talents and
providing them with special digital skills required for the digital economy, and align
the talent strategy with the Malaysia Digital Economy Blueprint.

6 Policy Implications

The government should actively enhance the digitalisation by facilitating ICT infra-
structure and provide operative broadband connectivity, especially in suburbs areas.
The upgrading of the nation’s ICT infrastructures must be sped up. The government’s
ability to promote awareness of the importance of adopting Industry 4.0 and nurturing
digital skills is crucial. The Government should offer subsidies or incentives for the
industry especially the small and medium enterprises (SMEs) with the use of the 14.0
tools. The government should continuously provide more upskilling training support of
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employees to enhance digital competencies. The government should continue to en-
hance policies that expand digital skills especially the young graduates for enhancing
their employability. The policies must also be laid down with the government, industry
and institutions of higher education to create a force for digital economy. The study
highlighted the requirements for intensive training of the talents by the companies about
Industry 4.0 and providing them with the relevant skills, such as data analytics. Malay-
sian companies must be proactive in implementing digital skill training for the talents
in digital economy. In turn, the human resource practitioners become increasingly im-
portant in managing the evolving digital skills’ requirements and preservation of jobs.
The companies should connect with institutions of higher education to nurture the skills
their employees needed. For institutions of higher education, they should also counter
challenges to include education courses such as cybersecurity as an important feature
of digital education.

7 Future Research

The qualitative study approach was used on limited participants, which makes general-
isation of the research findings difficult. It is recommended to conduct mixed method
research in two ways: firstly, conduct a qualitative research to explore the specific skills
needed for certain economic sectors, and secondly, conduct a quantitative study on a
larger sample gathered from companies to generalise the findings to the population.
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