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Abstract. Lately, Malaysia has been experiencing an upward trend in financial 

fraud cases, not only targeting the 'golden-aged' people but also the vulnerable 

groups, such as university students. These cases could imply that students lack 

awareness of existing fraud schemes, exposing them to huge financial instability 

risks. Such risks motivate this study to delve into the three crucial factors leading 

to a lack of financial fraud awareness: anti-fraud education, attitude towards 

fraud, and defensiveness against fraud. This study targets 250 Malaysian 

university students to establish which factors contribute more to raising financial 

fraud awareness in those students and how they interact with each other. All three 

hypotheses derived from the proposed framework showed significant statistical 

results at 95% confidence. The outcomes of this study serve to reduce, in practice, 

the vulnerability of university students to financial scams by increasing their 

awareness. Such findings will clearly outline the determinants of awareness about 

financial fraud, thereby enlightening the policymakers with valuable insights that 

would be useful in crafting more effective detection and prevention strategies by 

providing critical insight into what influences financial fraud awareness among 

the youth and guidelines on the formulation of proactive measures against 

financial fraud. The three hypotheses underpinned by financial fraud theory, 

allowing and stimulating avenues for further exploration and intervention. 

Keywords: Financial Fraud Awareness, Attitudes towards Fraud, 

Defensiveness against Fraud. 

1 Introduction 

Fraud, a serious issue that affecting society has been defined broadly. According to [37] 

and [43], fraud is an intentional deception of financial transactions. The Central Bank 

of Malaysia defined it as "a deliberate deception involving financial transactions for 

personal gain." Through these deceptions, latitude is devised for themselves to others' 

advantages.  

The Black's Law Dictionary defines fraud as misstatement or omission of fact by 

words or conduct, presentation of false or misleading information, or concealment of 
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what is contrary to proper information. It is an unlawful and intentional misrepresenta-

tion to achieve specific ends, such as to deceive or persuade a third party to release 

something of value or to act on specific information [1]. [4] described fraud as any form 

of human ingenuity used to devise schemes for profit through fraudulent claims. Frauds 

can be committed by both external parties to the organization and members of the in-

ternal organization, and it has a massive effect on the economic laws and morals of the 

people as well [6]. 

Relating to illicit act and crime, financial fraud is referred to those acts committed 

against a victim through giving false information or concealing incomplete information 

about the benefits that remain promised but never exist, and it is deliberately distorted 

for economic gain. It involves illegal acts that aim at accessing money or other property 

of another person. According to [7], financial fraud is a rather serious crime that greatly 

concerns society. As noted by [30] and [44], fraud can exist in many ways, for example 

through identity theft or mass marketing fraud. 

Identity theft involves criminals using victims' financial information to carry out un-

authorized transactions, such as purchases or withdrawals from accounts, thereby caus-

ing significant damage to the credit rating of victims [44]. Mass marketing fraud is 

usually carried out through spam e-mails, calls, and mailings which are widely sent 

with the intention of obtaining potential victims' personal financial information. For 

example, online lotteries and sweepstakes are conducted as ways of getting personal 

financial information or of collecting the fee for awards that never existed. 

Based on the statistics revealed by the Royal Malaysia Police's Commercial Crime 

Investigation Department, 51,631 incidences of cybercrime and financial fraud cases 

caused RM1.61 billion in damage from 2019 to 2021. Another 12,092 cases with an 

amount of loss of RM414.8 million were reported up to July 2022. Due to the severity, 

Bank Negara directed all banks in Malaysia to stop using SMS-based authentication for 

online banking services, as there was an increase in the online scams during the 

COVID-19 pandemic. There were 71,833 fraud cases involving more than RM5.2 bil-

lion by May 2022 [40; 33]. Globally, there are a huge number of financial frauds. In 

2021, the Federal Trade Commission (FTC) reported an increase of $2.4 billion over 

2020 with $5.9 billion in losses. "The FTC received about 48.6% of fraud reports, with 

25% of them including reports of identity theft". In 2021, around 308,910 adults aged 

30-39 became victims of identity theft. Nearly one in five reported suffering some type 

of financial loss from imposter fraud [10].  
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Fig. 1. Total Number of Financial Frauds. Source [27].   

According to [21], fraud is the act of giving a false representation about something 

for a personal gain, financial or otherwise. Financial fraud typically involves lying, de-

ception, or false representation to attain some type of financial benefit to the perpetrator 

or loss to the 'financial well-being' of others. Fraud has been changing its tactics, leav-

ing the public and even university students un-predictable. Less experienced university 

students in societal interactions fall easy prey to financial fraudsters, who can easily 

acquire their personal information. 

Students are actively involved in social events or programs. However, the necessary 

education concerning online content relating to the fraudsters’ modus operandi and 

their ever-changing tactics are not available to them, hence, students become easy prey 

for financial criminals. The poor resistance to fraud—a deliberate misrepresentation of 

facts for personal gain, whether financial or otherwise [21]—remains one of the major 

challenges. Fraud in finance holds the element of deceit, dishonesty, or false represen-

tation with a view to gaining a financial advantage or detriment of others' financial 

health [46]. £1.2 billion plus has been stolen by financial fraudsters and the organised 

financial criminals, and it is hurting the victims very badly [39]. Frauds in constantly 

evolving methods made scams unpredictable to the public and university students. As 

shown by [49], university students have limited experience with societal interactions 

and, therefore, become easy prey to financial fraudsters who readily acquire their per-

sonal information. Aside from this fact, the enticing offers with low threshold and high 

returns normally lure the students, making them difficult to resist a deception according 

to [49]. In a sense, financial criminals simply ride on the wave of the student's desire to 

save money, making them more vulnerable to fraudulent activities. 

With the motivation to mitigate the serious issues mentioned above, this study aims 

to investigate the factors or determinants that affect the awareness of university students 

regarding financial fraud. Three independent variables are considered as factors or de-

terminants in this study: anti-fraud education, attitudes toward fraud, and defensiveness 

against fraud. The identification of such factors is important because cases relating to 

financial fraud have been increasing tremendously lately in Malaysia. For example, 

according to the Royal Malaysia Police (in Malay: Polis Diraja Malaysia (PDRM)), 
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there have been around 71,833 cases of fraud from 2020 to 2022, involving losses of 

more than RM5.2 billion by the public to the fraudsters. Increasing awareness is critical 

in reducing instances of financial fraud and discouraging fraudsters from committing 

these crimes. 

The Royal Malaysia Police reported that many financial frauds happen because most 

people are unaware of financial protection; thus, it becomes common in society. Society 

should alert of financial fraud seriously. The financial fraudsters often get away without 

severe penalties because fraudulent actions are not necessarily subjected to criminal 

prosecution [15]. In some cases, prosecutors may be interested in the out-of-court set-

tlement, which results in very minimal punishment for the fraudsters. Sometimes, fi-

nancial fraud causes devastating effects on victims, especially the aged, sick, vulnera-

ble, and poor. The effect on this category is mostly intense and compounding in that it 

may add to their disadvantages and incapacities. At times, financial fraud may lead to 

sustained physical and mental damage. 

In Malaysia’s legislation, a cheat may be punished under Section 417 of the Penal 

Code with imprisonment for a term which may extend to five years or with fine or with 

both. Therefore, international cooperation is required in fighting financial scammers 

and their subsequent prosecution. For instance, China has, over the past years, taken 

serious measures to stifle and curb internet- and telecom-related fraudulent activities to 

great effect. According to the [19], vigilance in safeguarding oneself from financial 

fraud is crucial. Hence, one of the key concerns identified in this study is to increase in 

fraud prevention awareness to mitigate the increase in financial fraud amongst people 

and workers within society. 

Hence, the various fraud cases worldwide lead to different challenges that are 

deemed necessary to increase awareness about it among university students. The study 

is based upon the conceptual framework and hypotheses constructed below: 
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Fig. 2. Proposed Conceptual Framework 

H1: A positive relationship exists between anti-fraud education and financial fraud 

awareness among university students. 

H2: A positive relationship exists between attitudes towards fraud and financial fraud 

awareness among university students. 

H3: A positive relationship exists between defensiveness against fraud and financial 

fraud awareness among university students. 

2 Literature Review 

Education is instrumental in crime deterrence and the establishment of a law-abiding 

society with respect for human rights. The university students will be the future work-

force, and the educational system is, therefore, greatly involved in the generation, in-

terpretation and strengthening of societal values [18; 12]. Therefore, education can help 

in fraud prevention by raising awareness among the students. As university students, 

[51] argued they should actively learn information security and create a psychological 

protection from financial fraud. [16] proposed to update safety education within uni-

versities by including classroom teaching on anti-fraud practices. With financial fraud 

increasingly targeting a person outside the business setting as reported by [29] in 2008, 

comes the engendering of anti-fraud education into every course at the university. For 

instance, American universities have indeed valued the need for anti-fraud education 

and responded to that realization. From only 20 of the 900 accounting programs that 

include fraud examination in their courses in 1999, the number had been increased to 

250 approximately in 2005, largely due to the Association of Certified Fraud Examiners 

(ACFE)'s Higher Education Initiative [28]. 

Attitudes toward financial fraud consist of the mindset, moral parameters, and ra-

tionalizations of respondents considering engaging in fraudulent activities [22]. These 
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attitudes incorporate an individual's emotions about a certain act. Subjective norms re-

fer to the belief that important referent groups—the family, friends, or significant oth-

ers—are in some way obliging or pressuring a person to perform specific behaviour. 

This, in turn, increases an individual's intention to conduct a specific behaviour under 

the conditions in which it is perceived as useful [23]. Attitude significantly projects 

behavioural intention. In terms of financial fraud awareness, a positive attitude toward 

the subject would probably enhance awareness and thus have a positive effect on the 

intentions of a person's decision. Thus, greater awareness of financial fraud results from 

a more positive attitude towards the behaviour. Effective handling of interactions with 

suspected fraudsters requires a specific attitude towards fraud and knowledge of finan-

cial fraud. People with high anti-fraud attitudes are more careful in financial transac-

tions, guided by morals and ethics that help prevent fraud [23]. 

Defensiveness against fraud is important for enhancing financial fraud awareness. 

Araud can lead to a lot of losses in terms of finances, although positioning oneself in a 

defensive state against financial fraud would reduce these risks and increase awareness. 

Effective fraud prevention procedures minimise financial losses from fraudulent trans-

actions by preventing unauthorized access and stopping fraudulent activities before 

completion. "Fraud defence" refers to the state of an individual's awareness about ac-

tivities of fraudsters to prevent falling victims of one, which indicates the extent of 

awareness for measures in protection against financial frauds. Most financial scams 

become possible because most people are often helpless, which leaves them open to 

falling for such tricks. [17] commented that the people who have a lesser resistance to 

fraud are more naive and totally ignorant of the dangers of leaking their private financial 

information through social platforms. Lack of protection measures raises the chances 

of trusting other people and hence becoming an easy prey for financial scams [35; 33; 

32]. 

3 Methodology 

The methodology adopted in this study explains the structured procedures and methods 

that will be applied in collecting and analysing data. The research methodology applied 

in this study is namely quantitative research design, as numerical data will be collected 

systematically to understand the relationships between variables, making use of tools 

such as surveys and SPSS for statistical analysis [38]. Descriptive analysis giving in-

formation and detailed summaries about the primary data collected from the question-

naire survey, which is analysed using descriptive statistics with means, frequencies, and 

percentages [41; 50].  

The target population of this study comprises university students, known to be very 

vulnerable when it comes to financial fraud. Convenience sampling will, therefore, be 

used as a sampling technique in sourcing participants for this study, with an aim of 

obtaining a sample size of 250 respondents [50; 31]. Sources of data will primarily 

depend on a pretested, structured questionnaire through Google Forms. Pretesting will 

be done in terms of the feasibility of this design of the study and, conversely, for the 

enrichment of the instrument itself. Descriptive analysis will summarize data analysis, 
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whereas hypotheses will be tested by using inferential statistics. SPSS will give reliable 

results [5]. The ultimate focus of this study is Financial Fraud Awareness. The multiple 

regression analysis and Pearson correlation analysis are utilised for this study. Multiple 

regression analysis is used when there is one dependent variable and more than one 

independent variable. In this study, multiple regression analysis will be appropriate 

with one dependent variable and three independent variables. This approach pays at-

tention to the model summary table, more particularly to the R-squared metric, and thus 

provides the goodness of fit of the regression model to data in terms of percentage var-

iance of the dependent variable explained by the independent variables involved. It tries 

to clarify the form of the relationship between variables [8]. 

4 Findings and discussion 

With the discourse of the 250 responses to the survey instruments, the Cronbach’s Al-

pha reliability test of this study verify the dependability of the scales used through SPSS 

version 29.0, with proper inferential analyses related to the proposed variables [34]. 

Table 1. Reliability Analysis. 

No. Variable (s) Name of Variable 

(s) 

Number of 

Item (s) 

Cronbach’s 

Alpha 

Reliability

Results 

1. Dependent 

Variable 

Financial Fraud 

Awareness among 

University Students 

5 0.793 Good 

2.  Independ-

ent Varia-

ble 

Anti-fraud Educa-

tion 

7 0.915 Excellent 

3. Independ-

ent Varia-

ble 

Attitudes towards 

Fraud 

7 0.874 Excellent 

4. Independ-

ent Varia-

ble 

Defensiveness 

against Fraud 

5 0.808 Excellent 

Table 1 above demonstrates the reliability analysis results for the independent and 

dependent variables. The reliability results as shown in the Table 1 indicate all variables 

have Cronbach's Alpha values greater than 0.7. Thus, all the items can be examining 

for further analysis. 

Descriptive analysis includes demographic data on the following: gender, race, age, 

monthly income, education level, and experiences on financial fraud, as represented by 

tables and pie charts. Specifically, the gender distribution is 56.8% males and 43.2% 

females among the university student respondents. The descriptive findings illustrate a 

detailed demographic representation of the 250 responding university students. 66.4% 

of the respondents fall within the age bracket of 20-25 years. The other age groups are 
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above 26 years of age and between 16-19 years of age, where the former represents 

15.2%, while the latter accounts for 18.4%.  

With regards to education background, most of the respondents have a bachelor's 

degree or higher, representing 65.2%, followed by Foundation with 13.6%, and those 

pursuing their master’s degree at 21.2%. On ethnicity, most of the respondents are Chi-

nese, representing 66.8%, followed by Malay, representing 16.8%, Indians at 16%, and 

Iban at 0.4%. On monthly income, 55.6 percent have no income, and 19.6 percent earn 

over RM 2000, while smaller percentages fall into lower income brackets. Notably, 

73.6 percent of the respondents have never encountered financial fraud, while 11.2 per-

cent have, and 15.2 percent prefer to remain anonymous. 

The R-squared value is 0.691, indicating that with anti-fraud education, attitude to-

wards fraud, and defensiveness against fraud, the model explains 69.1 percent of finan-

cial fraud awareness variance. This is considered appropriate in social science research 

where the R-squared ranges from 0.50 to 0.99, subject to an acceptance, particularly 

when most explanatory factors are statistically significant [36]. Therefore, 69.1% is 

suitable for this study, suggesting that one would generally be able to depend on the 

predictions from the regression equation. 

Further, the Durbin-Watson statistic equals 1.886, showing no significant autocor-

relation since the values are between 1.5 and 2.5. The F-value of the ANOVA for this 

model equals 183.016 with its p-value less than the level of significance of 0.05, evi-

dencing that there is significant evidence of a relationship between these three varia-

bles: three independent and one dependent. This therefore means that the model is reli-

able to study these variables based on their high significance level represented by the 

model. 

Indeed, the Pearson correlation coefficient showed a correlation of 0.805 between 

financial fraud awareness and anti-fraud education, thus indicating that these are 

strongly positively associated. The p-value is less than 0.001, providing significant ev-

idence to reject the null hypothesis of a correlation being smaller than 0.001 (refer to 

Table 2). Similarly, the correlation between financial fraud awareness and attitude to-

wards fraud is 0.774, which is a large positive correlation.  

Again, the p-value is less than 0.001, so there is strong evidence to reject the null 

hypothesis that the correlation is smaller than 0.001. These results suggest that there is 

a strong and statistically significant positive relationship between the variables of fi-

nancial fraud awareness with anti-fraud education and attitudes towards fraud. 

Table 2. Hypotheses finding. 

Hypotheses P-value Result 

H1: A positive relationship exists between anti-fraud edu-

cation and financial fraud awareness among university stu-

dents. 

P<0.05 Support 

H2: A positive relationship exists between attitudes towards 

fraud and financial fraud awareness among university stu-

dents. 

P<0.05 Support 
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H3: There is a positive relationship between defensiveness 

against fraud and financial fraud awareness among univer-

sity students. 

P<0.05 Support

The analysis showed that there is a huge positive and significant relationship be-

tween anti-fraud education and financial fraud awareness of university students, with a 

p-value less than 0.001. This explains the important role anti-fraud education plays in 

raising awareness about fraud. The findings suggest that increased anti-fraud education 

relates to increased financial fraud awareness, hence indicating that its enhancement in 

students at higher education institutions will significantly reduce the possibility of their 

falling prey to financial scams [26].  

There is also a great positive relationship between attitude towards fraud and finan-

cial fraud awareness, evidenced by a p-value of 0.001. This supports the view that atti-

tudes towards fraud significantly influence fraud awareness, which is consistent with 

[9], linking fraud awareness to higher ethical behaviour in students. Students with a 

proactive attitude towards fraud are most likely to keep themselves abreast with the 

latest trends in financial fraud; this eases the way for detecting suspicious activities and 

taking preventive measures. Universities should sensitize students to take extra precau-

tion when offers sound too good to be true and not give out financial information to 

third parties.  

Lastly, defences against fraud also indicated a positive significance in their relation-

ship with financial fraud awareness, with a p-value less than 0.001, confirming in-

creased defensiveness for better fraud awareness. Policymakers and the government 

can undertake public awareness campaigns to sensitize the severity of financial frauds 

and beware of scams. Furthermore, policymakers can harness the power of social media 

and public influencers in inculcating a culture of strengthening financial fraud aware-

ness and self-defence amongst students [47; 48]. 

5 Summary and Implication  

The outcomes of this study established a high positive relationship between defensive-

ness against fraud and financial fraud awareness among university students. Financial 

literacy is the best defence against scams as it prepares the student with knowledge on 

how to identify and prevent fraudulent activities [25]. For practical implications, poli-

cymakers ought to create comprehensive laws that protect consumers and give clear 

guidelines on reporting financial scams. The government can also provide education 

through advertising on how to prevent financial scams on students and hence reduce 

their susceptibility to financial fraud [26; 35]. 

For theoretical implications, the theory of planned behaviour helps explain aware-

ness of financial fraud and in predicting the behaviour of university students against 

financial fraud [3; 2]. Theoretical implications involve assessing the level of awareness 

that the students have and the attitudes they should portray against fraud [24]. Since 
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students may have different attitudes toward financial fraud, the theory of planned be-

haviour can be used to identify and improve students' behaviour [11; 14; 13]. 

In addition, protection motivation theory (PMT) explains defensive actions taken 

when individuals perceive there is a threat [45]. The individuals demonstrate a motiva-

tion to protect themselves. PMT could be applied to encourage students to adopt pro-

tective behaviours, to recognize the dangers of financial fraud, and enhance vigilance 

to stop fraud. This theory, therefore, aids in the development of strategies aimed at 

enhancing students' defensiveness against fraud and increasing awareness about finan-

cial fraud [42]. 

For recommendation to improve the future shortcomings, research on the awareness 

of financial fraud should be done among participants other than students in a university 

setup in the future to increase the validity and reliability of the findings. Furthermore, 

in the future, mixed-method methodologies should be applied in which quantitative 

surveys can be combined with interviews and other relevant methods of information 

collection. This would provide in-depth knowledge about attitude, behaviour, and emo-

tions of the respondents; hence, it would improve the validity and dependability of data 

collection technique. Incorporating qualitative interviews can provide more thorough 

information for future studies. 
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