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Abstract. The course of fundamentals of mathematics in information security 

aims to provide necessary knowledge and technical tools for pursuing future ca-

reers in information security. In this paper, we try to present some thoughts on 

the teaching of this course. The contents of this course include: number theory, 

algebraic theory, information theory, complexity theory, combinatorics, math-

ematical logic et al. Due to the limit of study hours, the teachers  have to choose 

the most basic and relevant topics. Based on our nine-years teaching experience 

on this course and related courses, we organize the selected topics of this course 

into 30 study hours. Furthermore, the selected topics are supported by immedi-

ate usages in concrete cryptography schemes. At last, the interdependence of 

the selected topics is discussed, so as to provide useful references to peers and 

self-study students. 

Keywords: Fundamentals of mathematics, Information security, Cryptography 

1 Introduction 

The teaching of fundamentals of mathematics in information security plays an im-
portant part of cultivating information security professionals. Learning in this area 
requires students not only to have a solid foundation in mathematics, but also to be 
able to apply the knowledge to solve real-world information security problems. Stu-
dents can easily get frustrated during the study process, especially when encountering 
some difficult topics. There are many studies to motivate the interests of students. [1, 
2] exploited the relationship between fundamentals of mathematics and cryptography. 
[3] proposed to use an interactive approach during the course to draw the attention of 
students. [4, 5] studied the inter-correlation between topics of fundamentals of math-
ematics. [6] studied the job-market of information security and summarized the most 
needed techniques. [7, 8] explored the interdisciplinary between many courses and 
proposed a hybrid mode for teaching. [9] summarized the prerequisite knowledge of 
information security to perform job responsibilities.  

In the process of teaching, there are some issues that deserve in-depth considera-
tion. First, traditional textbooks often focus on the explanation of basic concepts and 
techniques, but lack innovation and practicability. In order to enhance students' appli-
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cation ability and study interests, the teaching mode that combines practice and theory 
should be strengthened. Furthermore, classic cases in the field of information security 
should be introduced to allow students to apply their acquired knowledge and skill to 
analyze practical cases. At the same time, the basic course of fundamentals of mathe-
matics in information security should be combined with practical application scenari-
os, focusing on practical training in teaching, and guiding students to actively partici-
pate in project development, such as message encryption and decryption, so as to 
improve their information security thinking. Second, in terms of teaching methods, 
teachers need to abandon the restraint of traditional teaching models and explore more 
flexible teaching methods. For example, the teacher can increase interactivity in 
teaching, and divide students into small groups for discussion and evaluation. Multi-
media technologies, such as digital projector and animation, are used to assist teach-
ing and make the course content more concrete, intuitive, and easy to understand. In 
addition, teachers can also make use of online resources, such as MOOCs and online 
courses on Bilibili., to provide students with diversified learning resources to meet 
their different needs and interests. Finally, in terms of teaching evaluation methods, 
most of the existing evaluation methods are biased towards the traditional paper writ-
ten test, which cannot fully and objectively reflect the ability and performance of 
students. In order to evaluate students' abilities more accurately, a multi-perspective 
evaluation system should be established. For example, hierarchical and staged as-
sessments can be adopted, and students can be required to submit assignments, partic-
ipate in class discussions, etc. At the same time, teachers should also innovate on the 
basis of existing teaching materials, compile a set of practical assessment systems, 
and evaluate students in stages, so as to better stimulate students' interest in learning 
and improve the quality of education.  

In one word, the basic teaching of fundamentals of mathematics in information se-
curity needs to be continuously innovated and improved. The teaching mode combin-
ing practice and theory should be strengthened, more flexible teaching methods 
should be explored, in order to lay a solid foundation for the students’ future infor-
mation security professionals.  

2 Thought on the content of the teaching 

The fundamentals of mathematics in information security includes many branches of 
mathematics and computer sciences, such as number theory, algebraic theory, infor-
mation theory, complexity theory, logic theory and combinatorics. The basic objective 
of this course is that students should master the most basic and relevant topics and get 
a solid foundation for subsequent studies. In the following, we try to give a detailed 
explanation on the scope of fundamentals of mathematics in information security. 

1. Fundamentals of number theory: (1) integer and divisibility, which involve the 
concept of divisibility, Euclidean algorithm, greatest common divider and least
common multiple, etc. (2) congruence and modulo operations, which include the
properties of congruence, residual systems, Euler's function and Euler's theorem, 
Sun Tzu's theorem, etc. (3) primitive roots and orders, which include the concept of 
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primitive roots, how orders are calculated, and how to find primitive roots. (4) 
prime test, which includes simple deciding method, deterministic deciding method 
and probabilistic deciding method. 

2. Algebraic theory: (1) group theory, which involves: the concept of groups, sub-
groups, homomorphism and isomorphism, regular subgroups and quotient groups, 
cyclic groups, permutation groups, and their applications in cryptography. (2) rings 
and fields, which include the concept of rings, sub-rings, whole rings, dividing 
rings, and fields, ideals, expansion of fields, finite fields, and their applications in 
cryptography, such as NTRU ciphers. (3) polynomials, which include unary poly-
nomial rings, polynomial division, factorization, roots of polynomials, and poly-
nomials over finite fields. 

3. Elliptic curves: (1) preliminary knowledge of elliptic curves, which involves the 
basic concepts and properties of elliptic curves. (2) operations on elliptic curves, 
which includes addition, multiplication, and other operations on elliptic curves. (3) 
discrete logarithm problem on elliptic curves, which is the basis of elliptic curve 
cryptography.  

4. Shift register sequence: (1) basic concepts of shift registers and shift register se-
quences, which involves the concepts of linear shift registers and nonlinear shift 
registers. (2) linear shift register sequence, which includes the space of the se-
quence, periodicity and m-sequence of the linear shift register. (3) nonlinear shift 
register sequences, which includes a brief introduction to the concept of nonlinear 
shift register sequences and correlation immune functions. 

5. Information theory and complexity theory, which include fundamentals of infor-
mation theory, entropy, mutual information, the mathematical model of the securi-
ty system, and the time and space complexity of algorithms, reductions, NP com-
plete problems. 

6. Combinatorics, which includes permutations and combinations, principle of inclu-
sion and exclusion, generating functions, Polya counting principle, block design. 

7. Mathematical logic, which includes classical propositional logic, classical first-
order logic, modal logic, BAN logic, Kailar logic, and timing logic and their appli-
cations in information security. 

In one word, the fundamentals of mathematics in information security cover multi-
ple branches of mathematics such as number theory, algebra, elliptic curves, shift 
register sequences, information theory and complexity theory, combinatorics and 
mathematical logic. Information security needs a solid and extensive mathematical 
foundation for future researches. Due to the limit on the total number of study hours 
(each includes 45 minutes) on this subject, the teacher has to select the most basic and 
relevant topics for this course. For example, in University of International Relations, 
this course is assigned 30 study hours in total. After extensive investigation and ex-
haustive discussion, the following topics are selected in the teaching of this course, 
which are organized in Table 1.  
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Table 1. Content arrangement in the teaching of fundamentals of mathematics in information 
security. 

Serial number Contents Number of study hours 

1 Divisibility theory 4 

2 Congruence theory 6 

3 Number theory 
functions 

6 

4 Quadratic remain-
der theory 

4 

5 Primitive element 4 

6 Finite fields 6 

3 Thought on the method of the teaching 

With the development of modern technology and online courses, students are eager to 
learn the most useful knowledge, and especially hope to have a deep understanding of 
the underlying principles. Fortunately, there is a close and important relationship be-
tween the fundamentals of mathematics in information security and cryptography, 
which usually can stimulate students’ interests. We elaborate the above relationship 
from the following aspects: 

1. The fundamentals of mathematics in information security constitute the corner-
stone of cryptography. As a core discipline in the field of information security, the 
research and practice of cryptography are inseparable from the profound mathe-
matical foundation. The mathematical foundation provides necessary theoretical 
support for the algorithm design, algorithm analysis and implementation of cryp-
tography. For example, the concepts of factorization and congruence in number 
theory play an important role in public-key cryptography. The structures of groups, 
rings, and fields in algebraic theory provide a theoretical basis for symmetric cryp-
tography. 

2. Cryptography is an application field of the fundamentals of mathematics in infor-
mation security. The research content of cryptography mainly includes crypto-
graphic algorithms, cryptographic protocols and cryptosystems. The design and 
analysis of these schemes need to rely on the knowledge of the fundamentals of 
mathematics in information security. For example, in the design of cryptographic 
algorithms, it is necessary to use the counting principles and calculation methods to 
ensure the security and efficiency of the algorithm. In the design of cryptographic 
protocols, it is necessary to verify the correctness and security of the protocol with 
the help of logical reasoning or reduction methods. 

3. The fundamentals of mathematics and cryptography jointly ensure information se-
curity. The combination of fundamentals of mathematics and cryptography pro-
vides a strong guarantee for information security. Through cryptography algo-
rithms, digital signatures and cryptography protocols, the confidentiality, integrity 
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and authenticity of information can be ensured. The fundamentals of mathematics 
provide a solid theoretical foundation and algorithm support for information securi-
ty. The two complement each other and constitute the core components to protect 
information security. 

4. Case studies. Taking public key cryptography as an example, it makes use of the 
large integer factorization problem in number theory to ensure the security of the 
private key. Generally, the cryptographic algorithm in public key cryptography is 
often based on some hard mathematical problems, such as large integer factoriza-
tion and discrete logarithm, which make it nearly impossible to decipher cipher-
text without a key. This question is also one of the research contents in the field of 
number theory of the fundamentals of mathematics. Therefore, to a large extent, 
the security of public key cryptography depends on the support of fundamentals of 
mathematics in information security. 

From the above analysis, we can see that there is an inseparable relationship be-
tween the fundamentals of mathematics in information security and cryptography. 
They are interdependent and mutually reinforcing, and together they provide a solid 
theoretical foundation and technical support for the development of information secu-
rity. Figure 1 describes the relation diagram between the fundamentals of mathemat-
ics and cryptography. 

For example, after introducing Sun Tzu's theorem which can map some large con-
gruence class into several smaller congruence classes. We immediately presented the 
concept of secret sharing in cryptography, which requires some dealer to distribute a 
secret value to several participants. Clearly, the above two processes share many simi-
larities. However, we point out that the directive usage of Sun Tzu's theorem to im-
plement secret sharing has the security defect that it will leak some information about 
the secret. Hence some modifications have to be made when using Sun Tzu's theorem 
to implement secret sharing. Equipped with the useful knowledge that are just learned 
and guided by concrete problems, the passion for learning is inspired that many stu-
dents are not satisfied with just solving textbook problems. 
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Fig. 1. The relationship diagram between the fundamentals of mathematics and cryptography. 
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Fig. 2. Knowledge structure of fundamentals of mathematics in information security. 

Furthermore, the topics in fundamentals of mathematics in information security are 
interdependent. From divisibility theory, Gauss invented congruence theory, which is 
the foundation for number theory functions, quadratic remainder theory, primitive 
element and the computation of order. Besides, the Euler totient function is an easy-
to-use tool to analyze primitive element. Figure 2 describes the knowledge structure 
of fundamentals of mathematics in information security. By showing the interdepend-
ence of the topics of fundamentals of mathematics, students can have constant inter-
ests during the study of this course. In our university, the question and answer time 
can lasts for two to four hours each week, and some students can even bring up multi-
ple solutions to some challenging problem. Based on teaching practices and students 
feedback, the course achieves the aim that students not only master the basic 
knowledge of mathematics required in information security, but also can apply this 
knowledge to practical problems, improving their application ability and innovation 
ability. Besides, as an important basic course in information security, it is of great 
significance for promoting the development of the discipline. From this course, stu-
dents can learn about the latest advances and cutting-edge technologies in information 
security, contributing to the development of the discipline. In the future, more case 
studies will be added to further improve students' problem-solving ability. At the 
same time, more modern mathematical theories like algebraic number theory and 
algebraic geometry and more cryptography ideas like obfuscation and fully homo-
morphic encryption can also be introduced to enrich the content of this course. 

4 Conclusion 

With the development of network technology and online courses, students have mul-
tiple ways to access knowledge. However, the subject of mathematics is generally not 
friendly for self-study, even with the help of online courses. To stimulate the learning 
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interest of students and provide a reference for peers, we first review the content of 
the fundamentals of mathematics in information security, and then elaborated the 
usefulness of the topics in concrete applications. By exploiting the relationship be-
tween this course and cryptography and displaying the immediate use of some just 
learned knowledge and tools, the students can have constant interests during the study 
of this course. By communicating some useful experiences, we hope that the learning 
outcome of this course may get better and better, and students can obtain a firm theo-
retical foundation for future careers in information security. 
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        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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