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Abstract. Software-Defined Networking (SDN) is a revolutionary network 

paradigm that enhances the flexibility, scalability, and management of networks. 

However, this centralized approach to network control also creates potential 

vulnerabilities that attackers can exploit. Traditional security measures are often 

ineffective in detecting novel and sophisticated attacks. This paper examines the 

application of various Machine Learning (ML) techniques, including Support 

Vector Machines (SVM), Random Forest (RF), Naive Bayes (NB), K-Nearest 

Neighbors (KNN), Decision Trees (DT), K-Means, DBSCAN, and 

Agglomerative Clustering, for detecting and mitigating security vulnerabilities in 

SDN environments. The effectiveness of these models is assessed using network 

traffic datasets, demonstrating their capability in real-time SDN defense. In 

future work, Deep Learning (DL) techniques will be explored due to their 

significant potential to improve the detection and mitigation of Distributed 

Denial of Service (DDoS) attacks in SDN systems. 

Keywords: Software-Defined Networking, Machine Learning, DDoS attacks, 

Support Vector Machine, Random Forest, Naïve Bayes. 

1 Introduction 

Software-Defined Networking (SDN), which allows for centralized management of 
the entire network via a programmable interface, divides the control plane from the 
data plane [1,9]. While SDN brings numerous advantages, such as scalability, flexibil-
ity, and efficient resource management, it also introduces significant security chal-
lenges [1]. Since the SDN controller turns into a single point of control, a breach 
could have disastrous effects on the network as a whole [3]. Moreover, SDN's flexible 
and programmable nature necessitates advanced techniques for detecting and mitigat-
ing known and emerging attacks. Traditional security mechanisms like Intrusion De-
tection Systems (IDS) [10] and firewalls have limitations in SDN environments. Sig-
nature-based IDS solutions are particularly ineffective against zero-day attacks or 
previously unseen attack vectors [1,9]. Consequently, there is increasing interest in 
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leveraging Machine Learning (ML) models for enhancing SDN security. These mod-
els can continuously adapt to emerging threats by analyzing real-time traffic patterns 
and behaviors. SDN networks face a diverse range of security challenges. Among the 
most common assaults in SDN are Distributed Denial-of-Service (DDoS) and Denial-
of-Service (DoS) attacks, which overload SDN controllers or network resources, dis-
rupting and stopping them from functioning [1,3]. Man-in-the-Middle (MitM) attacks 
compromise data security and integrity by intercepting and changing communications 
between SDN components [4]. Flow Table Overload exploits SDN controllers to 
flood flow tables in switches, blocking legitimate traffic [9]. 

The aim is to create a system that can precisely identify threats and differentiate them 
from regular traffic in an SDN environment [13]. Machine learning algorithms 
[11,13] enable traffic classification by analyzing behavior patterns, effectively identi-
fying both known and emerging attacks. In SDN networks, the OpenFlow protocol 
offers a variety of mitigation strategies [15], including deep packet inspection, net-
work reconfiguration, redirection, block ports, drop packets, and topology changes; 
each approach has pros and cons of its own. Block ports and drop packets are the 
quickest and easiest mitigating strategies. The legitimate traffic may be dropped if 
they totally block the attack sources in the case of a false alarm or if the legitimate site 
is compromised. Therefore, in this work, a timeout is introduced to the blocking rule 
to guarantee that a legal user will not be indefinitely blocked [15]. On the other hand, 
deep learning algorithms, especially those based on neural networks, can capture 
more complex, high-dimensional patterns in network traffic data, making them ideal 
for identifying sophisticated and evolving threats in SDN networks [5,16] . The rest of 
the paper is organized as follows: Section II presents a comprehensive literature re-
view on machine learning techniques for DDoS detection and mitigation. Section III 
will explain all the supervised and unsupervised techniques along with advantages, 
drawbacks and examples. Section IV will describe the methodology of datasets which 
contain labeled data for both normal traffic and attacks such as DDoS. Section V im-
plements the supervised learning techniques. Section VI implements the unsupervised 
learning techniques. Section VII presents the findings and analysis of machine learn-
ing methods for assessing the security and performance of 5G networks.  Section VIII 
presents the conclusion and future directions. 

2 Literature Survey 

Identifying DDoS attacks, machine learning (ML) and deep learning (DL) models 
have proven to be more successful than conventional statistical or policy-based tech-
niques [1]. According to [2], recent studies have investigated the use of ML and DL 
techniques for detecting DDoS attacks in SDN networks. The proposal in [3] included 
a distinct scalable memory based support vector machine solution for DDoS threats as 
well as mitigation architecture for attack detection in SDN. SDN networks are under 
risk due to the growing use of networking devices. The centralized control and dumb 
forwarding features of switches make SDN a clear target for DDoS attackers. Accord-
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ing to [5], DDoS attacks are an issue that has led to more research on techniques to 
detect and neutralize them. We found publications that focused on SDN's DDoS at-
tack detection and defense strategies after reviewing earlier research [4,6,7] . As per 
[8], the network performance of SCTP protocols were examined and analyzed. Ac-
cording to [9], SDN can assist reduce DDoS attacks and offers a thorough assessment 
of DDoS defense strategies that use SDN in cloud computing. Network security is 
essential for the seamless formation of SDN-based clouds without having to worry 
about DDoS attacks. The properties of SDN and its ability to detect DDoS assaults in 
comparison to traditional networks were provided in [10]. For SDN, researchers have 
investigated a number of DDoS detection methods such as machine learning, entropy-
based analysis, connection rate monitoring, traffic pattern analysis and integrating 
SNORT with OpenFlow [11]. The application of machine learning to SDN security 
has been examined in [11]. KNN and logical regression (LR) techniques were pro-
posed in [12] as ways to identify DDoS attacks. The use of the Random Forest classi-
fier in conjunction with the K-Means clustering technique for attack detection in SDN 
is covered in [13]. According to [14], DDoS detection with new SDN features were 
covered. Random Forest (RF) and K-Nearest Neighbors (KNN) learning models are 
used to explores the performance of SDN based DDoS attack discovery and mitiga-
tion in [15]. Reference [17] discusses entropy based strategies for DDoS recovery and 
mitigation in SDN. This paper will provide a comprehensive review of machine learn-
ing based security solutions for mitigating DDoS attacks in SDN. 

3 Machine Learning Techniques 

Following are the supervised and unsupervised machine learning algorithms 
[1,2,3,16] for DDoS detection [5,6] with their advantages, limitations along with 
example. 

3.1 Support Vector Machine (SVM) 

Support Vector Machines (SVM) differentiate between benign and malicious traffic 
by identifying the best possible hyperplane within a high-dimensional space [4,11]. 
They excel in binary classification and high-dimensional data but are computationally 
expensive and not scalable for large datasets. An example use is classifying SDN 
traffic based on packet size, inter-arrival time, and flow duration [11]. 

3.2 Random Forest (RF) 

Random Forest (RF) [13] detects attack patterns using an ensemble of decision trees, 
offering robustness to overfitting and effective handling of large datasets. It provides 
feature importance for interpretability but has high computational overhead during 
training. An example use is real-time identification and blocking of suspicious flows 
by analyzing traffic characteristics. 
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3.3 Naïve Bayes  (NB) 

Naive Bayes (NB) [11,12] predicts the possibility of traffic being malicious using 
Bayes’ theorem. It is simple, fast, and effective for large datasets and categorical data 
but assumes feature independence, which may not always apply. An example use is 
classifying packets as normal or malicious based on historical probabilities [11,12]. 

3.4 K-Nearest Neighbors (KNN) 

K-Nearest Neighbors (KNN) [12,15] classifies traffic by comparing its similarity to 
nearest neighbors in feature space. It is easy to implement and requires no explicit 
training but is computationally intensive during prediction for large datasets. An ex-
ample use is identifying DDoS traffic by comparing new flows to known malicious 
patterns. 

3.5 Decision Trees (DT) 

Decision Trees (DTs) [3,13,15] classify traffic by creating a tree structure based on 
flow features. They are easy to use, implement and manage for  both categorical and 
continuous data but can overfit if not properly pruned. An example use is detecting 
anomalies in SDN traffic through complex decision rules. 

3.6 K-Means Clustering  

K-Means [13] groups traffic flows into clusters and flags outliers as potential DDoS 
attacks. It is simple, fast, and effective for detecting volumetric DDoS attacks but 
requires prior knowledge of the number of clusters. An example use is identifying 
potential attacks by clustering traffic based on flow characteristics. 

DBSCAN (Density-Based Spatial Clustering of Applications with Noise) 

DBSCAN [13,14] groups dense regions of data points while considering sparse areas 
as anomalies. It does not require a predefined number of groups and efficiently de-
tects sound and outliers. However, its performance is highly dependent on parameter 
selection, such as epsilon and the minimum number of points. An example use is 
detecting sparse malicious flows in SDN traffic. 

3.8 Agglomerative Clustering 

Agglomerative clustering [13,14,17] creates a hierarchy of clusters using a bottom-up 
approach. It provides a dendrogram for visualization and works well with small da-
tasets but is computationally expensive for large ones. An example use is identifying 
hierarchical relationships in traffic data to separate normal traffic from DDoS flows. 

3.7 
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4 Methodology 

4.1 Data Collection 

The initial step in developing an intelligent defense system [7,9] involves gathering 
network traffic data. While we reference datasets such as CICIDS 2018 and NSL-
KDD [1], we have also created our own dataset, SDN-Per [1], which includes labeled 
data for both normal traffic and various attacks, including DoS, DDoS, and botnets. 
Traffic features such as Latency during attack, Latency Post Mitigation, Throughput 
Downlink, Throughput Uplink, PDR During Attack, PDR Post Mitigation, Signal 
Strength, Jitter, Bandwidth Utilization, Error Rate, and Energy Efficiency are extract-
ed for training the models [1,7,9] . Sample datasets are displayed in Table 1. 

Table 1.  Rows of Dataset 

Laten 
cy_Du 
ring_ 
Attac 
k(ms) 

Laten 
cy_Po 
st_Mi 
tigati 
on(m 
s) 

Throug 
hput_ 
Downli 
nk(Mb 
ps) 

Throu 
ghput 
_Uplin 
k(Mbp 
s) 

PDR_ 
Durin 
g_Atta 
ck(%) 

PDR_P 
ost_M 
itigati 
on(%) 

Sign 
al_St 
reng 
th(d 
Bm) 

Jitte 
r(ms 
) 

Band 
widt 
h_Ut 
ilizati 
on(% 
) 

Err 
or 
_R 
ate 
(%) 

Energ 
y_Effi 
cienc 
y(bits 
/J) 

Con 
nect 
ed_ 
Devi 
ces 

172.7 28.80 756.4 402.8 83.33 99.92 
-
90.8 4.2 26.9 5.3 52.25 351 

250.0 9.332 489.3 190.0 88.20 95.61 
-
47.6 69.1 30.2 0.7 76.49 162 

136.7 29.36 492.53 121.9 80.41 98.19 
-
38.7 36.3 39.2 3.2 81.32 164 

483.8 16.23 833.99 59.26 86.43 99.09 
-
51.2 90.3 52.5 9.4 32.89 316 

368.6 34.26 990.72 371.6 76.91 95.12 
-
61.5 19.9 20.7 8.2 16.57 78 

4.2 Feature Engineering 

Feature extraction is critical for converting raw network traffic data into a usable for-
mat for machine learning algorithms [1,3,11] . The following features are considered: 
Packet Size: The total amount of bytes transmitted within a network flow. 
Flow Duration: The total time taken for data transmission in a specific flow. 
Source IP & Destination IP: The network addresses of the sender and receiver in-
volved in a data flow. 
Protocol: Type of protocol used in the communication. 
Flow statistics: Derived metrics such as average packet inter-arrival times and flow 
rate. 
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Implementation of Supervised Learning Models 

5.1 Support Vector Machine (SVM) 

SVM [3,4] is used to create a hyperplane that separates normal traffic from malicious 
traffic. Labelled traffic data is used to train the model, with kernel functions employed 
to handle non-linear separations. Its grouping report is shown in Table 2. 

Table 2.  SVM Grouping Report 

Grouping Report 
 precisi 

on 
recall f1-

score 
support 

Moderate Class 0.95 1.00 0.97 190 
Poor Class 0.00 0.00 0.00 10 

Overall Accuracy 0.95 200 samples 
Overall Mean 0.48 0.50 0.49  
Adjusted Mean 0.90 0.95 0.92  
Regression Results 
Mean Squared 78582.75 
Error:  
R-squared Value:  -0.0105 

5.2 Random Forest (RF) 

Random Forest [13,15] builds multiple decision trees and aggregates their results to 
classify traffic. This ensemble method is robust and can handle high dimensional data 
effectively, making it suitable for SDN traffic classification. Its grouping report is 
shown in Table 3.  

Table 3.  RF Grouping Report 

Grouping Report 
 precisio 

n 
recall f1-

score 
support 

Moderate Class 1.00 1.00 1.00 190 
Poor Class 1.00 1.00 1.00 10 

Overall Accuracy 1.00 200 samples 
Overall Mean 1.00 1.00 1.00  
Adjusted  Mean 1.00 1.00 1.00  
Regression Results 
Mean Squared Error: 85476.92 
R-squared Value: -0.097 
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5.3 Naïve Bayes (NB) 

Naive Bayes [12,14] applies Bayes' theorem to predict the likelihood of a class using 
observable features. Despite the "naive" independence assumptions, it performs well 
in classifying SDN traffic. Its grouping report is shown in Table 4. 

Table 4.  NB Grouping Report 

Grouping Report 
 precisio 

n 
recall f1-

score 
support 

Moderate  0.99 1.00 1.00 190 
Poor  1.00 0.90 0.97 10 

Overall Accuracy 0.99 200 Samples 
Overall Mean 1.00 0.95 0.98  
Adjusted  Mean 1.00 0.99 0.99  

5.4 K-Nearest Neighbours (KNN) 

KNN [12,15] uses proximity to classify traffic. By identifying the K nearest neighbors 
of a flow and using their labels, the model classifies the traffic as benign or malicious. 
Its  grouping  report is shown in Table 5. 

Table 5.  KNN Grouping Report 

Grouping Report 
 precisio 

n 
recall f1-

score 
support 

Moderate 0.93 1.00 0.96 190 
Poor 0.00 0.00 0.00 10 

Overall Accuracy 0.93 200 samples 
Overall Mean 0.47 0.50 0.48  
Adjusted mean  0.86 0.93 0.89  

5.5 Decision Trees (DT) 

The feature space is recursively divided using splits that maximize class purity to 
create decision trees [13]. This model is perfect for classifying SDN traffic because it 
is clear and easy to understand. Its grouping report is shown in Table 6. 

Table 6.  DT Grouping Report 



 

 

 

 

 

      469Machine Learning based Security Solutions against DDoS Attacks       

Grouping Report 
 precisio 

n 
recall f1-

score 
support 

Moderate 1.00 1.00 1.00 190 
Poor 1.00 1.00 1.00 10 

Overall Accuracy 1.00 200 samples 
Overall Mean 1.00 1.00 1.00  
Adjusted Mean 1.00 1.00 1.00  

6 Implementation of Unsupervised Learning Models 

6.1 K-Means Clustering  

 
Fig. 1.  K-Means Graph 

 
Fig. 2.  K-Means Clustering 

K-Means [13] partitions the traffic data into K clusters, grouping similar traffic to-
gether. Outliers or traffic that does not fit into any cluster are flagged as potential 
threats. 
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6.2 DBSCAN 

DBSCAN [13,14] detects clusters based on density, making it highly effective for 
detecting DDoS attacks, which often generate high-density traffic in specific network 
segments. 

 
Fig. 3.  DBSCAN Clustering 

6.3 Hierarchical Clustering Dendogram  

Agglomerative clustering [13] creates a hierarchy of clusters and combines them 
based on similarity. It can be useful for detecting multi-phase attacks that evolve over 
time. 



 

 
Table 7.  Algorithms Calculated Values 
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Fig. 4.  DT Classification Report 

7 Results and Analysis 

Machine Learning Techniques for 5G Network Security and Performance Analysis: 
This paper evaluates several machine learning techniques applied to a dataset involv-
ing 5G network performance and security. Each method is analyzed [3,8,11] for its 
classification, regression, clustering performance, and its potential use for detecting 
attacks and ensuring security. Table 7 presents the calculated metrics for each super-
vised machine learning algorithm, while Fig. 5 visually represents these metrics in a 
graphical format. An optimal algorithm should have low false alarm rates, high recall, 
accuracy, precision, and F1-measure, as well as detection time to measure efficiency 
[13,14]. 

Sr. 
No. 

Algorithms Accuracy Precision Recall F1-score 

1 SVM 95 95 100 97 
2 RF 100 100 100 100 
3 NB 99 99 100 100 
4 KNN 93 93 100 96 
5 DT 100 100 100 100 
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Fig. 5.  Comparison of Supervised ML methods 

5G performances parameters like latency, throughput, efficiency and packet delivery ratio 
(PDR) [8] are shown in Fig. 6. and implemented using Python programming.  Results are rec-

orded during the attack and after post mitigation attack. The values of latency, throughput, 
efficiency and packet delivery ratio improved once the DDoS attack mitigated [13,14,15] . 

 

Fig. 6.  Latency, Throughput, Efficiency, and Packet delivery ratio Graphs during the attack 
and post-mitigation of Supervised ML methods 

8 Conclusion and Future Work 

This paper offers a detailed evaluation of machine learning models for defending 
SDN networks against various attack scenarios. The analysis demonstrates the effec-
tiveness of supervised models like Random Forest and decision trees in detecting 
attacks with high accuracy and recall. Unsupervised models such as DBSCAN show 
exceptional performance in identifying novel or unexpected attack patterns. Compari-
sons of all models are made on the basis of accuracy, regression suitability, and Secu-
rity/Attack Detection suitability, and it is found that DBSCAN models have high Se-
curity/Attack detection suitability. 5G network performance key metrics such as la-
tency, throughput, efficiency, and packet delivery ratio (PDR) were analyzed during 
the attack and post-mitigation attack, and results are recorded and displayed. Overall, 
the results highlight the strength of advanced models in detecting and mitigating net-
work threats while maintaining critical performance metrics. Machine Learning (ML) 
and Deep Learning (DL) solutions offer efficient and adaptive approaches for enhanc-
ing SDN security and management. 
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Deep Learning (DL) algorithms have significant potential to enhance the detection 
and mitigation of Distributed Denial of Service (DDoS) attacks in SDN environments. 
The future work in this area focuses on addressing current limitations, enhancing 
scalability, improving detection accuracy and creating robust, real-time solutions. By 
focusing on these areas, DL can transform the detection and mitigation of DDoS at-
tacks in SDN environments, enhancing network security and resilience. 
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Creative Commons license, unless indicated otherwise in a credit line to the material. If material 
is not included in the chapter's Creative Commons license and your intended use is not 
permitted by statutory regulation or exceeds the permitted use, you will need to obtain 
permission directly from the copyright holder. 
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