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Abstract. The widespread utilization of digitalization, virtual connections, 

economic and monetary exchange, and the societal advancements that are 

associated with them are now a significant concern not only in Europe but globally. 

This research focuses on the legal examination of the Data Privacy Act in Albania 

and the tasks and responsibilities of the new figure of Data Protection Officer that 

emerged in 2018 but has never been functioning. This research is a qualitative 

hermeneutical-based approach focusing on evidence-based, analytical, literature 

review and desk research study. Through a vast desk research, comparative 

analysis, and qualitative examination, the present study summarizes the current 

legislation of the Albanian Data Protection Act in comparison to its European 

counterparts that have experienced changes since 2018, the proposed legislation 

on the Data Protection Strategy, as well as the legal measures that should be 

implemented to promote the role of D.P.O. and the protection of Data for citizens 

and institutions. 
Qualitative results show that the actual Juridical practice in Albania for Data Protection 

is quite improper. The lack of knowledge about citizens´ rights and institutions and 

professionals that should protect them are the most important findings of the paper. 

Although many improvements throughout the years, Albanian legislation regarding 

Data Protection need a vast awareness and political strategy for training professionals as 

D.P.O. officers are recommended as a first-step toward a National Strategy for Data

Protection and civil society's continuous education.
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1 Introduction 

Privacy and secrecy might seem, at first, to be the most personal of rights, thus 

closely tied to the realm of personal being [1]. This perception, undoubtedly 

influenced by its conceptual origin as a "right to be left alone", acknowledges that 

privacy is a "network of rights" [2]. A new and significant aspect of this area has 

recently emerged: the right to safeguard personal information. Indeed, this right has 

expanded the significance of privacy well beyond the individual sphere, revealing 

how it has become, in the wake of society's digital transformation and the overtake of 

Artificial Intelligence (AI), "an issue of collective matter" . In this regard, it is enough 

to consider that the ubiquity of cyberspace, further augmented by the development of 

the Internet of Things, has placed personal data at the core of today's economy and 

that their processing through predictive software even allows them to be used to 

influence people’s behavior in the whole world [3]. The digitalization and smart-

working that occurred during the COVID-19 pandemic and the rise of AI, however, 

appear to be destined to further amplify these phenomena [4] . The dual importance of 

data protection—as an individual right and, simultaneously, as a communal interest—

is not the only reason why it is "a privileged perspective on contemporary reality"[5]. 

As an innovative legal framework, the data privacy regulation is utilized in the "right 

to information" package in Albania, and it primarily focuses on the management of 

"cookies" and "storage of personal information while browsing"[6]. The position of 

the D.P.O. is mainly de jure rather than de facto. The absence of a professional body 

that can authenticate such a role is a significant drawback to the effectiveness of the 

law, which needs to be thoroughly examined with the priority of establishing 

expertise in this field. Through comprehensive research and qualitative analysis, this 

study aims to investigate the new data privacy legislation in Albania, its 

implementation, and the rights and legal responsibilities of the Data Protection 

Officer (D.P.O.). 

2 Methodology 

The current paper is mainly a hermeneutical and educational approach based on desk-

based research and comparative analysis. These approaches were chosen for several 

reasons. Firstly, the analytical approach was used to conduct a comprehensive 

examination of the laws governing the protection of data privacy as well as the factors 

directly hindering the exercise of this right. Secondly, educational and desk research 

was used to examine international agreements relating to data protection, with a 

specific focus on the regulations proposed by the Council of Europe (EC), the 

European Union (EU), and Albanian legislation and the degree of community 



 

 

 

 

 

 

 

  

 

 

 844             I. Shtupi and A. Prifti

education to them. The examination of both international and national laws aims to 

conclude the status of data protection in Albania. We used this approach to analyze 

established concepts in terms of the tasks and responsibilities of data protection 

officers as well as new concepts and rights that have emerged due to legal 

advancements in the country. The comparative design was used to highlight the 

similarities and enable authors to identify the deficiencies, similarities, and 

differences within the legislation governing personal data protection at the 

international, regional, and national levels. 

1.1 Accountability: A Significant Construct for Understanding Modern 

Privacy Concepts 

The principle of accountability is expressed specifically in Article 24 and is of 

fundamental importance in the theoretical and practical structure of the new 

legislation because it states that the data owner, in managing the privacy of the 

processes that are carried out under his responsibility, must organize appropriate 

measures to ensure the protection and security of data. It is a seemingly 

straightforward provision, but it represents a revolution in the approach to this issue. 

The previous Directive n. 95/46/EC and Legislative Decree 196/2003, following a 

formal approach, had established a set of duties which, if followed, ensured 

compliance with regulations[7]. Such a solution has proven, in recent years, 

completely unsatisfactory. When confronted with a challenge or difficulty, one may 

experience feelings of uncertainty or apprehension toward problems that are 

increasingly dynamic, constantly evolving, and difficult to pin down, such as those 

that arise from the daily confrontation with the need to ensure data security[8,9]. The 

law, by its nature, must not be difficult to define in its contents due to globalization 

and the continuous advancement of technical knowledge [10].  In all areas of law and 

educational law, we are witnessing a continuous transformation of regulations once 

considered fixed and almost unchangeable, which also involves a blending of legal 

models and categories between different legal systems [11, 12]. What is definite is 

that the revolution caused by the advancement of information technologies has 

compelled legal experts to pursue the constant updates of these technologies to search 

for solutions to the ever-new issues that they have presented. With this the law has 

been pushed towards new resolutions, capable of favoring the dynamic nature. The 

principle of accountability is simply an expression of this trend of modern law; it does 

not provide "what to do" but imposes, on the part of the owner, what is essentially an 

obligation of outcome: to ensure the regulatory compliance of the treatment through 

the adoption of appropriate tools for this aim [13].The data owner achieves this 

outcome through two fundamental methods: firstly, the utilization of any appropriate 

measure to reduce any potential dangers related to the treatment and its inherent 

properties. Secondly, through the ability to demonstrate that they have implemented 
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all available interventions to ensure the accuracy of the treatment and the security of 

the data of the individuals concerned . In essence, the D.P. Os have the right to 

achieve this goal. Regarding requirements, the principle of accountability is like an 

empty box that needs to be filled by the D.P.O. [14]. On the one hand, this allows for 

flexibility and dynamism in ensuring credible compliance. Conversely, there is a 

significant risk of leaving D.P. O’ s without any points of reference, making it 

difficult to fully grasp the implications of their role within the Data Protection Act 

[15,16].  Proving that a person has taken all the appropriate measures is a highly 

evaluative criterion, particularly considering the Albanian new legal privacy path, 

where privacy standards should be based on more specific and defined criteria. The 

principle of accountability can serve as a crucial pivot for a change in mindset and 

safeguarding privacy is important when coping with organized crime and the 

proliferation of unfair practices[17]. The accountability for data protection lies with 

the data controller, who must identify the most appropriate tools to ensure compliance 

with the regulatory provisions based on the specific characteristics of their 

organization and the type of data processing involved, taking a case-by-case approach 

[18]. As far as Albania lacks in the system of acknowledgment and know-how, it is 

crucial to give the highest level of consideration to the aspect of education. It is 

imperative that, within the organization that handles the information, those abilities 

capable of providing a discerning and simultaneously productive perspective on the 

handling of responsibilities associated with privacy are accomplished. One possible 

solution that experts argue to address operators' requests for clarity could be the 

adoption of a series of non-binding legal instruments, such as guidelines from the 

Privacy Guarantor, the European Data Protection Board, the European Data 

Protection Supervisor, etc., to establish reference points that have a de facto binding 

effect [19]. It is recommended, therefore, to adopt these guidelines in Albania to 

foster and promote a culture of respect for data protection and safeguarding. 

2. The European Normative For Data Protection Officer (D.P.O). 

The new European Regulation no. 1725/2018, entered into force on 11 December 

2011 and, highlighted some aspects concerning the figure of the D.P.O. [20] . This is 

a figure that was present even in the previous Directive no. 680/2016 but with some 

changes.  The D.P.O. characteristics are described in section IV of the regulation, in 

Articles 37, 38, and 39. Based on these regulatory provisions, the D.P.O. must be 

appointed primarily in all public administrations, except for the judicial authority[21]. 

Whenever there are treatments that require frequent and organized checks of multiple 

factors such as individuals, or when handling sensitive categories of data according to 

articles 9 and 10, the Data Protection Officer's role must have specific safeguards in 

place. These measures ensure that the officer can carry out their functions 

independently and thoroughly. In addition to having his autonomy acknowledged, the 
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position of the Data Protection Officer is involved in the administration of all matters 

concerning privacy and has access to adequate resources to fulfill the responsibilities 

entrusted to him by the regulation, as outlined in Article 39 of the regulation (EU) no. 

1725/2018. These responsibilities primarily include offering guidance to the owner or 

manager regarding the legal obligations, stipulated by both the regulation and any 

other laws about privacy, D.P.O. keeping track of the successful execution of the 

legislation on personal data, providing an assessment of the impact on data protection, 

and liaising with the supervisory authority in certain circumstances, such as in the 

case of data breaches (Data breach)  [22].. Essentially, this role complements the 

existing figures already established by previous legislation, namely the Data 

Controller and the Data Processor. According to the intentions of the European 

legislator, the Data Protection Officer is positioned as an impartial subject to the other 

individuals who handle data protection. The Data Protection Officer acts as an 

internal controller, responsible for promoting and implementing the principle of 

accountability, which is crucial in the global management of privacy under 

Regulation (EU) 1725/2018. As is often the case with new legislation, there is still 

uncertainty regarding the scope of action and the characteristics of this new role. In 

this regard, valuable guidance can be discovered within Recital 97, which mentions a 

professional with "specialist knowledge" who can support the data controller's 

activities and oversee the proper execution of privacy procedures within the 

organization. For a wider implementation of the responsibilities, based on that 

foundation, the Guarantor for safeguarding personal information has implemented an 

additional task, comprising the New (FAQs) on the Data Protection Officer (DPO) in 

the private sector. The Guarantor also consistently intervenes on this matter to 

elucidate any doubts regarding the interpretation and implementation of this role. 

With regards to Article 37, special attention should be given to the fifth paragraph, 

which specifies that a D.P.O. must possess professional attributes suitable for the 

responsibilities they are entrusted with. These professional attributes are shown 

through strong expertise in regulatory aspects, operational practices, and the ability to 

carry out the tasks described in Article 44/5.  

It is crucial that the knowledge by the D.P.O. "of national and European legislation 

and practices on data protection", to which must be added to appropriate and 

continuous training. It is also important "knowledge of the specific sector of activity 

and structure of the data controller “where the value of the personal and professional 

qualities of the D.P.O. is also emphasized.  The D.P.O. should meet particularly high 

ethical criteria, since it will be he who will deal with the promotion of a new 

widespread sensitivity regarding privacy, to be achieved both through compliance 

with legislation and through actions that lead to greater awareness on the part of top 

management, employees and even users of the public body in which it operates. The 

D.P.O. provides guidance, has access to everything related to privacy within the 

organization it operates in, and has important implications in terms of privileges, 
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training, position, etc. Additionally, the D.P.O. is responsible for conducting overall 

supervision and contributing to the widespread adoption of a mindset that prioritizes 

data protection, both within the organization and for the individuals involved. The 

focus of the D.P.O. within the framework of the European regulation and its specific 

authorities does not permit a rushed resolution of the question, but instead necessitates 

thorough studies to propose hypothetical responses, also considering other somewhat 

similar professional figures as a point of reference. According to article 39 of 

Regulation (EU) 1725/2018, the responsibilities assigned to this figure, while of 

utmost importance, never result in an actual power of direct involvement in the 

handling of data, but rather involve offering advice, information, and therefore 

assisting the data controller and/or data processor in their functions. The question 

regarding the responsibility of the D.P.O. arises at this juncture. The issue that arises 

at this stage pertains to the positioning of the Data Protection Officer within the 

framework, not only in terms of their role and prerogatives but also in terms of the 

system of responsibilities they fall under and based on which they may be held 

accountable[23]. It must be noted that the deed with which the DPO is entrusted plays 

a fundamental role in this regard, particularly regarding criminal matters. This deed 

can provide a more detailed regulation of the tasks and responsibilities of the 

individual in charge, within the contractual autonomy granted to them. Since it is still 

necessary to refer to the provisions of the regulation (EU) 1725/2018, it should be 

noted that, according to a widely accepted interpretation among observers, the Data 

Protection Officer primarily serves as a consultant in the interest of the organization 

but is not burdened with criminal liability. In support of this interpretation, the textual 

evidence of the regulation assists, as Article 24 assigns the responsibility of preparing 

the necessary tools, both technically and organizationally, to make sure that the 

treatments comply with the regulatory provisions by the principle of accountability 

[24] . It is crucial to understand that accountability in the Regulation pertains to 

administrative law rather than criminal law. These sectors are closely linked to the 

legal culture of a particular country, as acknowledged by the legislative acts of the 

Union[25]. As a result, in the presence of such issues, according to the principles of a 

national legal system that allow for the assessment of criminal liability, a soft law 

document like the guidelines could serve as an interpretative tool for guiding the 

judge, but certainly not as complete evidence to recognizing a criminally relevant 

position. 

3. The Albanian Law in Processing Data Privacy And Civic Education  

We view data protection as an evolving set of regulations and principles that 

legislators "controllers" and "data protection officers" must consider when drafting 

laws [26].  To date, the most dominant definition of privacy in Europe is that they 

consider it the most appropriate and important concept to ensure the protection of 
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human dignity and fundamental human rights and freedoms. Privacy is seen not only 

as a precondition for an individual's development but also as an opportunity to have 

an active role in society. However, we must admit that the concept of privacy is 

subject to a multitude of interpretations, and its safeguarding is more challenging in 

the era of information technology [27]. 

The Albanian legislation on safeguarding personal data has adopted the same 

explanation as Directive 95/46. However, our legislation lacks any mention of 

personal data about deceased persons or legal entities. While these two categories are 

not legal entities in the realm of civil law, the data controller can handle data in a 

manner that infringes upon the privacy and personal information of individuals 

associated with them [28]. Additionally, Albanian legislation does not define genetic 

and biometric information. Within the broad category of personal data processing 

(which encompasses all types of data), there is a subset known as sensitive 

information, which is addressed in international agreements and national laws. These 

legal measures offer a comprehensive inventory of confidential data, guaranteeing 

that data processors have no leeway to interpret whether a specific piece of 

information is regarded as confidential or not. Currently, in the International Data 

Privacy Act, it is imperative to review the list of personal data and include genetic 

information within this category, as it can reveal sensitive aspects (such as health or 

ancestry) [29]. The overall restriction on handling delicate data is grounded in the 

possible lasting and irreversible outcomes that such handling can bring about for the 

individual [30]. When it comes to the evolution of the legislation concerning the 

safeguarding of privacy, Albania has incorporated certain aspects of European laws 

and has adjusted certain distinctive components that are relevant to the country's 

constitutional framework. 

The Directive (EU) 1725/2018 implemented by Albania under Law No. 9288/2022, 

amended by Law No. 144/2018 and No. 9887/2008, incorporated new aspects into the 

current regulations for protecting and overseeing personal data [31]. First, the 

inclusion of the concept of "personal data breach" as a breach of security resulting in 

the obliteration, misplacement, modification, unauthorized, unintentional, or illegal 

disclosure of, or access to, personal data transmitted, stored, or otherwise handled.  

Secondly, the inclusion of the definition "genetic information" as personal data refers 

to the genetic characteristics of a person that are inherited or acquired, which offers 

specific details about the individual's physiology or health and is obtained through the 

analysis of a biological sample taken from the individual. Thirdly, the addition of the 

term "biometric information" as personal information resulting from technological 

handling linked to the bodily, physiological, or behavioral attributes of an individual 

that allows or confirms the distinct identification of that individual, such as visual or 

fingerprint information. Fourth, the inclusion of "health-related information" as 

personal information linked to the bodily or psychological well-being of an 

individual, encompassing the delivery of medical services, that reveals details about 
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their overall health condition. Fifth, the position of the D.P.O. and the legal 

responsibility in instances of task misconduct or criminal behavior.  One of the most 

important contributions of the new privacy legislation concerns the role of the D.P.O. 

The handling of individuals' information, decided within the actions of prevention and 

criminal liability, for the commission of a criminal act against societal order and other 

violations in the domain of criminal law, as well as in the domain of safeguarding and 

national security, is conducted by the authorized entities defined in the legislation. In 

its safeguarding section (Article 5), the law addresses the appropriate handling of 

individuals' information. This knowledge is carried out while respecting and ensuring 

fundamental human rights and liberties, specifically the right to maintain personal 

privacy (Article 2). Personal data privacy is established through just and lawful 

processing based on factual correctness and preservation. In comparison to numerous 

legislations in European nations, Albania has bestowed the right to personal data 

protection with the status of a fundamental right, as enshrined in the Constitution. 

Recent legal and constitutional amendments have introduced mechanisms that directly 

contribute to the realization of this right. To guarantee the citizens' ability to 

safeguard their personal data and to meet the responsibilities derived from global 

treaties, the establishment of the Commissioner for Information and Protection of 

Personal Data Rights came into being as an autonomous entity through legislation. 

The Commissioner's scope of activity encompasses all sectors of the country's social 

and economic landscape where the necessity for personal data protection has been 

identified.  The legislation has endowed the Commissioner with an extensive array of 

entitlements and obligations,thus identifying him as a "key player" in the attainment 

of the right to protect personal data, the protection of basic rights and freedoms, and 

the reconciliation of conflicting public and private interests. Moreover, the 

commissioner does not fulfill his duty in a singular way but rather through a variety of 

activities of different types.Ensuring an efficient system that oversees the execution of 

the legislation in practicality and the authority it wields, as well as implementing 

actions to restrict or punish offenders, will act as an assurance for the real protection 

of personal information.A considerable level of attention is devoted to certain areas 

where the D.P.O., in cooperation with other security entities, must be knowledgeable 

when implementing sensitive information. Law No. 9887, issued on March 10, 2009, 

in Albania, "For the safeguarding of personal information” Articles 8 and 9 establish 

the following criteria: “The international transfer of personal information is 

conducted with recipients from countries with a sufficient level of personal 

information safeguarding. The level of safeguarding of personal information in a 

country is determined by assessing all the circumstances related to the processing, 

including its nature, purpose, and duration, the country of origin and destination, the 

legal acts, and the 22 security standards in effect in the receiving country.States that 

possess a sufficient level of information protection are identified by the Council of 

Ministers”.  
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The global transfer of personal information to a nation that lacks adequate safeguards 

for personal data can occur in some instances including:   

a) the type of transfer is authorized by global accords, supported by the Republic of 

lbania, and enforceable. 

b)the person has permitted the global transfer. 

 c) it is required to fulfill a contract between the D.P.O and the individual or a third 

party, in the best interest of the individual.  

d) it is a legal obligation of the D.P.O. 

e) it is essential to safeguard the crucial concerns of the person. 

f) it is necessary or mandated by an important public interest or for the exercise and 

rotection of legal entitlement. 

g) it is conducted by a register that is open for public review and offers information to 

the Public. 

The D.P.O or controller implements appropriate organizational and technical 

measures to safeguard personal data against unlawful, accidental destruction, 

inadvertent loss, unauthorized access, or disclosure, especially when data processing 

occurs over a network, as well as any other unlawful forms of processing [32]. D.P.O 

ought also to employ the following specific security measures: a) establishes roles and 

responsibilities among organizational units and operators for data usage; b) data usage 

is carried out under the direction of organizational units or authorized operators; c) 

offers thorough direction to operators regarding their responsibilities in compliance 

with the Albanian laws and internal policies for data protection, encompassing data 

protection regulations; d) restricts access to the premises of the controller or data 

processor to authorized individuals only; e) data and program access is restricted to 

authorized personnel only; e) prohibits unauthorized individuals from accessing and 

using archiving tools; f) authorization is required for the deployment of data 

processing equipment, and each tool is equipped with preventive measures to prevent 

unauthorized deployment; g)stores records and documents changes, corrections, 

deletions, transmissions, etc.. Recorded information is not utilized for any other 

objectives that are inconsistent with the intended purpose of the data collection. The 

utilization or manipulation of the information stored in the document for any purpose 

other than the authority to control the information is forbidden. The only exception to 

this regulation is if the data is employed for the prevention or prosecution of a 

criminal act by the privacy officer, individual, or organization. The documentation of 

data is stored for as long as it is required for the initial purpose of collection. In 

Chapter IX, Article 39 regarding Administrative and Criminal Offenses for D.P.O., 

the law validates the instances of upholding legal accountability. Instances of data 

processing in breach of the provisions of this legislation constitute administrative 

violations and are subject to penalties. These measures imply that D.P.O, who utilize 

personal information in violation of Chapter II "Processing of personal data", are 

subject to fines ranging from 10,000 to 50,000 Albanian Leks.  D.P.O. who fail to 
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fulfill the duty to inform, as defined in Article 18 of the Albanian Data Privacy 

legislation, are subject to fines ranging from 10,000 to 30,000 Albanian Leks. D.P. O 

or controllers, who fail to fulfill the duty to rectify or erase data, as defined in Article 

19 of the legislation, are subject to fines ranging from 15,000 to 30,000 Albanian 

Leks. D.P.O, who do not adhere to the obligations stipulated in Article 20 of the 

legislation, are subject to fines ranging from 10,000 to 30,000 Albanian Leks.  D.P.O 

who fail to fulfill the duty to notify, by the definition in Article 21 of the legislation, 

are subject to fines ranging from 10,000 to 50,000 Albanian Leks . Those controllers 

or processors, who neglect data security measures, as defined in Article 27 of the 

legislation, are subject to fines ranging from 10,000 to 15,000 in Albanian Leks. For 

any of the evidenced violations, these legal entities are subject to a fine that is double 

the amount specified in point 1 of Article 19 of the legislation.  The maximum 

administrative penalty is doubled in the event of non-compliance with point 2 of 

Article 16 of the legislation and when data is processed without authorization, as 

stated in letter "b" of point 1 of Article 31. Administrative fines are imposed by the 

commissioner or supervisor when it is determined that the obligations established in 

the legislation have been breached [33]. The current laws in Albania do not 

specifically include incarceration as a penalty for D.P.O., unless the actions and 

breach of obligations by this individual are intended to facilitate illegal activities like 

money laundering, enabling online criminal acts, concealing, or destroying 

"confidential sensitive" information, or committing financial fraud. A social-

educational process for civil society in raising awareness of data privacy for public 

education is seen as a significant process for fostering the social sensitivity of 

protecting human rights for privacy and awareness [34]. 

4 Conclusion 

The article has expanded the examination of Albanian laws and community 

engagment from international and local perspectives, encompassing certain laws of 

European nations. The primary legal instruments in the domain of human rights, 

where the notion of data protection originates, have been discussed. This is the most 

significant issue that the present paper addresses in the light of domestic and 

approximation Privacy legislation.  The work also treated European laws and legal 

and institutional structures for the safeguarding of personal information and the 

effective execution of this entitlement. Judicial practice in Albania concerning the 

protection of personal data remains inadequate. We do not believe that this reality is a 

gap of the proper implementation of the law, instead, it seems to be a lack of 

knowledge among individuals regarding their rights and the absence of the necessary 

resources for educating and accrediting the Data Privacy Officer. Over the years, the 
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concept of data privacy and its significance has changed. In most Western countries, 

personal information is regarded as a new gold, it is traded by commercial enterprises 

to generate revenue. The technological advancements of recent years and the rise of 

Artificial Intelligence have profoundly impacted people's lives, in both positive and 

unforeseen ways. The utilization of data in all aspects of life is an undeniable reality 

that necessitates a further examination of access services.Irrespective of the 

advantages that technology provides, it should never compromise the basic rights of 

individuals. From the examination of the domestic legislation, it can be concluded 

that the Albanian legal framework fully aligns with European regulations regarding 

the safeguarding of individual information, but it lacks to educate social stakeholders 

about it. To promote a focus on safeguarding personal information, it is imperative to 

maintain surveillance and monitoring over the handling of personal data, address 

grievances, and amplify the frequency of administrative inquiries by establishing the 

Commissioner's Office,but all and foremost to educate the community over these 

significant issues. Another suggestion would be to enhance the Commissioner's 

connections with print and digital mediato maintain the fragile equilibrium between 

data protection and other entitlements like the right to knowledge and freedom of 

speech. Civil society should also be commited to this process as they are the primary 

stakeholders who will act and react over the new developments of Data privacy 

education. However, these processes would be insufficient if the public visibility of 

the overseeing organizations and a National Strategy are not considered. This can be 

accomplished through informational and awareness-raising initiatives to cultivate an 

all-encompassing mindset regarding the safeguarding of personal data.We 

additionally propose the incorporation of the notion of 'profiling' as any type of 

mechanized handling of private information that employs the application of personal 

data to assess a natural person's personal elements relating to the individual's job, 

financial condition, well-being, individual inclinations, hobbies, dependability, 

conduct, whereabouts, or activities. While waiting for more clarification from legal or 

legislative sources regarding the issues at hand, it is crucial to acknowledge that the 

comprehensive regulations concerning the Data Protection Officer, as outlined in the 

Albanian legislation, may provide a conducive environment for additional guidelines 

and a comprehensive National Strategy for the upcoming generations. 

References 

 [1]. Boavida F, Praitano A, Lioudakis GV. Topical issue on privacy, data protection, and 

digital identity. SN Computer Science [Internet]. 2020 Aug 6;1(5). Available from: 

https://doi.org/10.1007/s42979-020-00261-5  

[2]. Murdoch B. Privacy and artificial intelligence: challenges for protecting health information 

in a new era. BMC Medical Ethics [Internet]. 2021 Sep 15;22(1). Available from: 

https://doi.org/10.1186/s12910-021-00687-3 

https://doi.org/10.1007/s42979-020-00261-5
https://doi.org/10.1186/s12910-021-00687-3


 
 
 
 
 
 

 

2

R

2

s

L

h

i

I

f

B

A

d

6

n

3

p

T

h

N

I

h

[6].  Shtupi, I. Legal Framework for the Protection of Personal Data and Privacy in Electronic 

Communications (Kuadri Ligjor per Mbrojtjen e te Dhenave Personale dhe Privatesise ne 

Komunikimet Elektronike )[Dissertation],2015.  Universiteti Europian i Tiranes. 

[3]. Grammatikis PIR, Sarigiannidis PG, Moscholios ID. Securing the Internet of Things: 

Challenges, threats and solutions. Internet of Things [Internet]. 2018 Nov 29;5:41–70. 

Available from: https://doi.org/10.1016/j.iot.2018.11.003  

[4]. Brough AR, Martin KD. Consumer privacy during (and after) the COVID-19 pandemic. 

Journal of Public Policy & Marketing [Internet]. 2020 May 28;40(1):108–10. Available 

from: https://doi.org/10.1177/0743915620929999  

[5]. Purtova N. The law of everything. Broad concept of personal data and future of EU data 

protection law. Law Innovation and Technology [Internet]. 2018 Jan 2;10(1):40–81. 

Available from: https://doi.org/10.1080/17579961.2018.1452176  

[7]. Accountability. (2019). European Data Protection Supervisor.2019 . Available  from 

https://edps.europa.eu/data-protection/our-work/subjects/accountability_en 

[8]. Alhadeff J, Van Alsenoy B, Dumortier J. The Accountability Principle in Data Protection 

Regulation: origin, development and future Directions. In: Palgrave Macmillan UK eBooks 

[Internet]. 2012. p. 49–82. Available from: https://doi.org/10.1057/9781137032225_4  

[9]. De Hert P, Papakonstantinou V. The proposed data protection Regulation replacing 

Directive 95/46/EC: A sound system for the protection of individuals. Computer Law & 

Security Review [Internet]. 2012 Mar 24;28(2):130–42. Available from: 

https://doi.org/10.1016/j.clsr.2012.01.011  

[10]. Viktoria N. General Data Protection Regulation. In: Intersentia eBooks [Internet]. 2019. p. 

79–324. Available from: https://doi.org/10.1017/9781780688459.021  

[11]. Engelschion N. The Implementation of Directive 95/46/EC in Norway, Especially with 

egard to Medical Data. European Journal of Health Law [Internet]. 2002 Jan 1;9(3):189–

00. Available from: https://doi.org/10.1163/157180902760498733  

 [12]. Rojszczak M. Does global scope guarantee effectiveness? Searching for a new legal 

tandard for privacy protection in cyberspace. Information & Communications Technology 

aw [Internet]. 2019 Dec 22;29(1):22–44. Available from: 

ttps://doi.org/10.1080/13600834.2020.1705033  

 [13]. Titrek O, Polatcan M, Gunes DZ, Sezen G. The relationship among emotional 

ntelligence (EQ), organizational justice (OJ), organizational citizenship behaviour (OCB). 

nternational Journal of Academic Research [Internet]. 2014 Jan 30;6(1):213–20. Available 

rom: https://doi.org/10.7813/2075-4124.2014/6-1/b.30  

 [14]. Titrek O. Employees’ organizational justice perceptions in Turkish schools. Social 

ehavior and Personality an International Journal [Internet]. 2009 Aug 1;37(5):605–20. 

vailable from: https://doi.org/10.2224/sbp.2009.37.5.605  

 [15]. Hustinx P. The reform of EU data protection: towards more effective and more consistent 

ata protection across the EU. In: Cambridge University Press eBooks [Internet]. 2014. p. 

2–72. Available from: https://doi.org/10.1017/cbo9781107300491.006  

 [16]. Alunge R. Breach of security vs personal data breach: effect on EU data subject 

otification requirements. International Data Privacy Law [Internet]. 2020 Oct 

;11(2):163–81. Available from: https://doi.org/10.1093/idpl/ipaa021  

 [17]. Hoofnagle CJ, Van Der Sloot B, Borgesius FZ. The European Union general data 

rotection regulation: what it is and what it means. Information & Communications 

echnology Law [Internet]. 2019 Jan 2;28(1):65–98. Available from: 

ttps://doi.org/10.1080/13600834.2019.1573501  

 [18]. Balboni P, Cooper D, Imperiali R, Macenaite M. Legitimate interest of the data controller 

ew data protection paradigm: legitimacy grounded on appropriate protection. 

nternational Data Privacy Law [Internet]. 2013 Aug 2;3(4):244–61. Available from: 

ttps://doi.org/10.1093/idpl/ipt019  

Legal Responsibility of the Data Privacy Officer             853

https://doi.org/10.1016/j.iot.2018.11.003
https://doi.org/10.1177/0743915620929999
https://doi.org/10.1080/17579961.2018.1452176
https://edps.europa.eu/data-protection/our-work/subjects/accountability_en
https://doi.org/10.1057/9781137032225_4
https://doi.org/10.1016/j.clsr.2012.01.011
https://doi.org/10.1017/9781780688459.021
https://doi.org/10.1163/157180902760498733
https://doi.org/10.1080/13600834.2020.1705033
https://doi.org/10.7813/2075-4124.2014/6-1/b.30
https://doi.org/10.2224/sbp.2009.37.5.605
https://doi.org/10.1017/cbo9781107300491.006
https://doi.org/10.1093/idpl/ipaa021
https://doi.org/10.1080/13600834.2019.1573501
https://doi.org/10.1093/idpl/ipt019


 

 

 

 

 

 

 

  

I

A

r

P

h

[

A

P

w

h

I

f

j

S

J

f

t

I

h

p

[

h

C

p

P

[32]. Law No. 49/2022, of 12.05.2022, "On the ratification of the amending Protocol to the 

onvention "On the protection of individuals, in relation to the automatic processing of 

ersonal data", Assembly of Albania [Ligji Nr. 49/2022, datë 12.05.2022, “Për ratifikimin e 

rotokollit ndryshues të Konventës “Për mbrojtjen e individëve, në lidhje me përpunimin 

 [19]. Mulder T, Tudorica M. Privacy policies, cross-border health data and the GDPR. 

nformation & Communications Technology Law [Internet]. 2019 Jul 19;28(3):261–74. 

vailable from: https://doi.org/10.1080/13600834.2019.1644068  

[20]. Official Journal of the European Union. Regulation (Eu) 2018/1725 Of The European 

Parliament And Of The Council  of 23 October 2018. EUR-LEX - 32018R1725 - EN - 

EUR-LEX Section VI, Section VIII , Article 33,Article 37 Articles 44, 45,  46 and 47, 

Article 66 and Article 69., 2018, November 21 https://eur-

lex.europa.eu/eli/reg/2018/1725/oj  

[21]. Campanile L, Iacono M, Levis AH, Marulli F, Mastroianni M. Privacy regulations, smart 

oads, blockchain, and liability insurance: putting technologies to work. IEEE Security & 

rivacy [Internet]. 2020 Sep 2;19(1):34–43. Available from: 

ttps://doi.org/10.1109/msec.2020.3012059  

[22]. Ryngaert C, Taylor M. The GDPR as global Data protection regulation? AJIL Unbound 

Internet]. 2020 Jan 1;114:5–9. Available from: https://doi.org/10.1017/aju.2019.80  

[23]. European Commission. Regulation (Eu) 2016/679 Of The European Parliament And Of 

The Council  of 27 April 2016: on the protection of natural persons about the processing of 

personal data and the free movement of such data, and repealing Directive 95/46/EC 

(General Data Protection Regulation). In Eur-lex. Official Journal of the European 

Union,2016 . https://eur-lex.europa.eu/legal-

content/EN/TXT/?qid=1465452422595&uri=CELEX:32016R0679 

[24]. Walton B. Support your data protection officer. SecEd [Internet]. 2018 Jun 7;2018(17):14. 

vailable from: https://doi.org/10.12968/sece.2018.17.14a  

[25]. European Union/Network of Data Protection Officers of the  EU institutions and bodies. 

rofessional Standards for  Data Protection Officers of the EU institutions and bodies 

orking under Regulation (EC) 45/20011. In Europa. EU,2010. European Commission. 

ttps://edps.europa.eu/sites/default/files/publication/10-10-14_dpo_standards_en.pdf 

 [26]. Humble KP. International law, surveillance and the protection of privacy. The 

nternational Journal of Human Rights [Internet]. 2020 May 15;25(1):1–25. Available 

rom: https://doi.org/10.1080/13642987.2020.1763315 . 

[27]. Kokott J, Sobotta C. The distinction between privacy and data protection in the 

urisprudence of the CJEU and the ECtHR. International Data Privacy Law [Internet]. 2013 

ep 15;3(4):222–8. Available from: https://doi.org/10.1093/idpl/ipt017  

[28]. Tranberg CB. Proportionality and data protection in the case law of the European Court of 

ustice. International Data Privacy Law [Internet]. 2011 Aug 11;1(4):239–48. Available 

rom: https://doi.org/10.1093/idpl/ipr015  

[29]. European Union. Accountability on the ground: Guidance on documenting processing 

operations for EU  institutions, bodies, and agencies Summary.In European Data 

Protection Supervisor,2019. European Commission. 

https://edps.europa.eu/sites/default/files/publication/19-07-

17_summary_accountability_guidelines_en.pdf 

[30].  De Hert P, Czerniawski M. Expanding the European data protection scope beyond 

erritory: Article 3 of the General Data Protection Regulation in its wider context. 

nternational Data Privacy Law [Internet]. 2016 Jul 13;6(3):230–43. Available from: 

ttps://doi.org/10.1093/idpl/ipw008  

[31]. Warso Z. There’s more to it than data protection – Fundamental rights, privacy and the 

ersonal/household exemption in the digital age. Computer Law & Security Review 

Internet]. 2013 Sep 16;29(5):491–500. Available from: 

ttps://doi.org/10.1016/j.clsr.2013.07.002  

 854             I. Shtupi and A. Prifti

https://doi.org/10.1080/13600834.2019.1644068
https://eur-lex.europa.eu/eli/reg/2018/1725/oj
https://eur-lex.europa.eu/eli/reg/2018/1725/oj
https://doi.org/10.1109/msec.2020.3012059
https://doi.org/10.1017/aju.2019.80
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1465452422595&uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1465452422595&uri=CELEX:32016R0679
https://doi.org/10.12968/sece.2018.17.14a
https://edps.europa.eu/sites/default/files/publication/10-10-14_dpo_standards_en.pdf
https://doi.org/10.1080/13642987.2020.1763315
https://doi.org/10.1093/idpl/ipt017
https://doi.org/10.1093/idpl/ipr015
https://edps.europa.eu/sites/default/files/publication/19-07-17_summary_accountability_guidelines_en.pdf
https://edps.europa.eu/sites/default/files/publication/19-07-17_summary_accountability_guidelines_en.pdf
https://doi.org/10.1093/idpl/ipw008
https://doi.org/10.1016/j.clsr.2013.07.002


 
 
 
 
 
 

  

s

 

 

 

Legal Responsibility of the Data Privacy Officer             855

automatik të të dhënave personale”,Kuvendi i Shqipërisë] Article 2, Article 5, Article 6 

Point 2  ,Article 8 and Article 9,Article 18,Article 19, Article 20, Article 21,Article 27, 

Article 31,  Article 39 

[34]. Titrek, O., & Çelik, Ö. Relations between Self-Awareness and transformational leadership 

kills of school managers. New Educational Review, 23(1),2011. 

        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.

[33]. Law No. 9887, of 10.3.2008 on "Protection of personal data", amended by Law No. 

48/2012 [Ligji Nr.9887, datë 10.3.2008 për “Mbrojtjen e të dhënave personale”, i 

ndryshuar me ligjin Nr. 48/2012].  Recital 97 Komisioneri per Mbrojtjen e te Drejtave 

Personale. https://www.idp.al/wp-

content/uploads/2016/10/Strategjia_Institucionale_2022_2025_final.pdf 

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

https://www.idp.al/wp-content/uploads/2016/10/Strategjia_Institucionale_2022_2025_final.pdf
https://www.idp.al/wp-content/uploads/2016/10/Strategjia_Institucionale_2022_2025_final.pdf
http://creativecommons.org/licenses/by-nc/4.0/

	Legal Responsibility of the Data Privacy Officer Following the New Regulation of European Union approximation in Albania: A Hermeneutical and Educational Research for Civil Society



