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Abstract. Machine learning (ML) techniques are increasingly being
used in viral strain classification. Along with this increase use, it becomes
more practical to outsource these machine learning computations to the
cloud. However, there are privacy issues that surround the outsourcing
of viral genomic data. Hence, we can use homomorphic encryption to
address these privacy issues. In our work, we used Concrete ML to per-
form viral strain classification with machine learning using homomorphic
encryption. We evaluated the performance of the models developed with
Concrete ML and shown that its performance in classification is compa-
rable to those of normal ML libraries. However, its performance in terms
of computational time is slower than normal ML libraries.
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1 INTRODUCTION

During the COVID-19 pandemic last 2020, sharing of viral genome data becomes
important. Although there are privacy concerns [46], sharing of viral genomic
sequencing data allows researchers to better understand the SARS-CoV-2 virus.
This in turn leads to development of clinical therapies and vaccines. While shar-
ing viral genome data without contextual data was thought to be safe, various
studies that analyse these data suggest that apart from SARS-CoV-2 viral se-
quences, some samples also contained human DNA [2,37,15]. This raises the
concern that SARS-CoV-2 sequences obtained from patients might contain hu-
man DNA or RNA data, which increases the risk of reidentification [32, 33].
Hence, there is a need to protect these genomic data when they are outsourced
to the cloud for computation. One potential solution to this privacy problem is
the use of homomorphic encryption [5,11, 14], which allows computations to be
performed directly on encypted data without the need to decrypt it.

In our work, we adopted the machine learning workflow of Simet al. used
in [45] and used Concrete ML in place of the usual machine learning library.
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We evaluated Concrete ML as a tool to perform a privacy-preserving viral strain
classification with homomorphic encryption. In Section 2, we review some recent
applications of homomorphic encryption, including how it is used in privacy-
preserving viral strain classification. Homomorphic encryption and its use with
machine learning, and viral strain classification are discussed in Section 3. In
Section 4 we discussed how we performed training on a Concrete ML logistic
regression model for viral strain classification and discuss the results in Section
5. The contribution of this paper is on the evaluation of the use Concrete ML
for performing viral strain classification using homomorphic encryption.

2 RELATED WORKS

In recent years, Machine Learning (ML) has been used in the diagnosis of viral
diseases. It has been used in the classification of human papillomaviruses (HPV),
hepatitis B viruses (HBV), human immunodeficiency viruses type 1 (HIV-1),
porcine reproductive and respiratory syndrome virus (PRRSV) sublineages [40,
28]. During the COVID-19 pandemic, ML was also used in the classification of
SARS-CoV-2 viral strains [34, 16].

When these viral genome data are outsourced to the cloud for ML com-
putation, their privacy can be protected with the use of Fully Homomorphic
Encryption (FHE). FHE has already been applied on various applications like
privacy-preserving genome-wide association studies [14,30], genotype imputa-
tion [42,29,42], and federated analytics [19]. FHE is also used in the password
monitor feature of Microsoft Edge which allows Microsoft to detect if a password
is compromised without seeing the plaintext password. More recently, FHE has
also been integrated into different aspects of machine learning and deep learning
[7,48,31], and applied to specific classification problems including text classifi-
cation [8], and tumor classification [21]. Such a wide range of FHE applications
with ML continues to expand with the use of existing libraries such as Microsoft
SEAL, IBM HElayers, TenSEAL, Pyfhel, and Concrete implemented in varying
programming languages like C++ and Python [36, 35, 24, 10, 22, 23, 51].

Performing viral strain classification using homomorphic encryption was posted
as a problem in the iDASH 2021 competition (http://www.humangenomepri
vacy.org/2021/competition-tasks.html). Akavia et al. [26, 3,43, 4] submitted a
solution to this problem using Microsoft SEAL and HElayers libraries. In their
solution, they first computed the DNA sequence’s k-mer set and encrypted this
with an FHE scheme that supports the encryption of complex numbers before
it is sent to the cloud. The classification is performed based on the k-mer sets
derived from the DNA sequences, and the Jaccard similarity between a par-
ticular strain in the data and various sequences representative of each of the
different SARS-CoV-2 viral strains. Once Jaccard similarity scores were success-
fully computed homomorphically for the k-mer sets and normalized, the strain
with the highest similarity score is the classification of that particular strain.
Another solution to this problem is the CoVnita framework of I2R’s A*FHE-2
Team [45] where they built a logistic regression model using federated learning
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and homomorphic encryption where various data providers train their own local
models using their data, after which a joint global model that does not require
data providers to share their genomic samples, is trained. The model’s FHE ca-
pabilities were powered by Microsoft SEAL. Both of these two solutions involve
developing everything from scratch including the algorithm for ML training.

3 BACKGROUND

3.1 Homomorphic Encryption

The concept of homomorphic encryption was introduced in 1978 by Rivest et
al. in [41]. However, it was more than 30 years later in 2009, that Craig Gen-
try [20] proposed the very first FHE scheme and showed that this is possi-
ble. While Gentry’s FHE scheme was extremely slow, it helped kickstart the
development of other FHE schemes, which can be divided into four distinct
generations. The first generation is characterized by the release of Gentry’s
FHE scheme, which paved the way for the further development of fundamen-
tal concepts in FHE, such as the introduction of noise to a public key by
DGHV (Dijk-Gentry-Halevi-Vaikutanathan) [17]. The second generation is de-
fined by the BFV (Brakerski/Fan-Vercauteren) and BGV (Brakerski-Gentry-
Vaikuntanathan) schemes [13], which introduced the LWE (Learning With Er-
ror) and RLWE (Ring Learning With Error) security models. The third genera-
tion includes the GSW (Gentry-Sahai-Waters) scheme, which avoided the com-
putationally expensive relinearization operation when performing homomorphic
multiplication, and exhibiting slower noise growth. More efficient ring variants
such as the FHEW (Ducas-Micciancio — “Fastest Homomorphic Encryption in
the West”), as well as the simplification and increased optimization of bootstrap-
ping, were also introduced in this generation. The fourth generation includes
the CKKS (Cheon-Kim-Kim-Song) scheme, which introduced efficient rounding
operations for encrypted values, controlling noise rate increases in FHE multi-
plication and reducing the number of bootstraps required in a logic circuit. It
also introduced PBS (programmable bootstrapping) to TFHE (torus fully ho-
momorphic encryption) [12], reducing the number of bootstraps required in a
logic circuit.

3.2 Concrete ML

Concrete ML is a machine learning library that can run all its supported ML
algorithms using fully homomorphic encryption using the Concrete FHE library.
With the use of Concrete ML, it allows us to work on our implementation in
Python. It is also compatible with Scikit-learn modules and workflows, and has
built-in support for implementation in client-server architectures. ConcreteML
also features supports a variety of regression and classification models that can be
compiled to FHE equivalents. These supported models are categorized into linear
models, tree-based models, and neural networks for deep learning. The model
produced can then be deployed in an application together with the cryptographic
parameters.
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3.3 Viral Strain Classification

Viral strain classification is a classification task that involves the analysis and
assignment of a given viral sample sequenced from a patient to a group of known
sequences with similar properties, and characteristics. This process is essential in
tracking and combating the spread of viral strains through effective treatment
and has the potential to enhance further studies of viruses [1]. The different
approaches for viral strain classification can be grouped into three categories
[40]:

1. Sequence alignment-based approaches, which are used in similarity search
tools like BLAST [6],

2. Phylogeny-based approaches which involve the assignment of an unknown
sequence to a known phylogenetic tree of reference sequences or the inference
of a new tree. An example of a tool that uses this approach is the Pangolin
COVID-19 Lineage Assigner [38].

3. Alignment-free approaches, which take advantage of nucleotide correlations
and sequence composition to classify sequences, such as the approach taken
by Sim et al [45].

4 VIRAL STRAIN CLASSIFICATION WITH
HOMOMORPHIC ENCRYPTION

In our work, we evaluated the development and performance of privacy-preserving
viral strain classification using logistic regression with Concrete ML, which is an
alignment-free approach. We developed the plaintext model of logistic regres-
sion using scikit-learn. The plaintext model is used as baseline for comparison
with the logistic regression models developed with Concrete ML. For the logistic
regression model developed with Concrete ML, we developed two versions: quan-
tized plaintext and FHE models. The quantized plaintext model is the result of
performing quantization on the plaintext model in order to store the values in
16-bit integers [49]. For linear models such as logistic regression, quantization
is performed after training [50]. The quantized plaintext model is compiled by
Concrete ML to produce the FHE model.

4.1 Dataset

We used data from the publicly available repository Global Initiative on Shar-
ing Avian Influenza Data (GISAID) [27,18,44], specifically the dataset of Sim
et al. [45] (Episet ID EPI_SET_220924cw) that has nearly 9000 sequences. We
limited our work to four strains of interest: B.1.617.2 (Delta), C.37 (Lambda),
B.1.621 (Mu), and B.1.1.529 (Omicron) lineages. Therefore from this dataset,
we filtered only those samples belonging to these four strains of interest, and
this resulted to a smaller, unbalanced dataset of 6805 samples. To address this
imbalance, we performed an upsampling of the minority variants (B.1.1.529 and
B.1.617.2) through the acquisition of a total of 2100 samples from GISAID via
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the GISAIDR library [47]. The samples were compiled to a GISAID Episet with

the ID EPI_SET_230520sm (refer to Section 7 for the link to the dataset). This
resulted in a final dataset with the sample distribution shown in Table 1:

Table 1: Number of samples per lineage in the dataset.

Lineage |Number of samples
B.1.1.529 2066
B.1.617.2 2044
B.1.621 2305

C.37 2478

Total 8893

4.2 Preprocessing and Feature Selection

To improve preprocessing and model training speeds, we followed Sim et al’s
framework and truncated the first 20kB of each genome sequence in the dataset.
The truncated regions correspond to the regions of the sequences that pre-
ceded the S gene, which is the key driver of biological mutations between the
SARS-CoV-2 strains [45]. Since viral strains are typically defined based on
their phenotypic characteristics instead of simple sequence similarity, we uti-
lized dashing, an alignment-free preprocessing method [9] for transforming ge-
nomic sequences into feacture vectors. We used the dashing tool from https:
//github.com/dnbaker/dashing with the following parameters: k = 31, number
of threads is 13, and sketch size is 9. To reduce the high number of features, we
used the k-best features algorithm with & = 20 which reduces the 512 features
to the 20 highest-scoring features.

4.3 Logistic Regression Model

Logistic regression is a type of statistical approach that is used extensively when
performing binary or multi-class classification [25,39]. It performs well when
used with linearly separable classes and classification [39,52]. Zeller et al. used
logistic regression in viral strain classification since the genetic patterns in se-
quences, which come about as a result of genetic divergence over time, are linearly
separable across aligned amino acid positions [52].

We trained three logistic regression models: plaintext, quantized plaintext
and FHE models. The plaintext model was trained using scikit-learn. This is the
model where the performance of the FHE model is compared. Concrete ML was
used to develop the quantized plaintext and FHE models. A standard train-test
split of 80% training data and 20% testing data was utilized.
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5 RESULTS

5.1 Model Accuracy and Error Analysis

Table 2: Model performance in terms of accuracy and AUROC score (One vs
Rest)

Logistic Regression Model|Accuracyl ROC AUC Score
Plaintext 99.28% 0.999879
Quantized Plaintext 99.25% 0.999877
FHE 99.25% 0.999877

Our test set consists of 1779 samples, which is 20% of the total samples. Table
2 shows that all three models: plaintext, quantized plaintext and FHE models
were able to achieve relatively high performance but there are small errors in
the output of FHE computation due to quantization. The performance lost is
below 0.01% which means this performance lost is tolerable.

We conducted an error analysis on one run and created confusion matrices
shown in Figures la, 1b, and 1lc to look at this performance lost due to quan-
tization. Quantization causes the classifications of the quantized plaintext and
FHE models to deviate from that of the plaintext model. We can see from these
confusion matrices that this deviation causes either an error in the quantized
plaintext and FHE model classifications compare to the plaintext model or a
more “accurate” quantized plaintext and FHE model classifications compared
to the plaintext model. In both cases, the difference between the models is at
most 1, which is an acceptable level of error.

5.2 Model Training and Classification Speed

Table 3: Average training time in milliseconds for each model, with respective
time increase

Model Type Training time|Training time increase
Plaintext 95.99
Quantized Plaintext 115.68 20.52%

We measured the training and prediction times of our models in a machine
with an Intel Core i7-11370H processor and 16GB RAM running Windows 10 and
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Windows Subsystem for Linux using Ubuntu 22.04. Table 3 shows the training
times of the plaintext and quantized plaintext models. We didn’t measure the
training time for the FHE model since it is produced by compiling the quantized
plaintext model. From Table 3, we can see that there is a 20.52% increase in the
training time of quantized plaintext model compare to the plaintext model. We
can attribute this to the quantization step performed after training.

Table 4: Average prediction time per sample in nanoseconds of each model

Model Type Avg. Prediction Time|Increase in Prediction Time
Plaintext 150.11
Quantized Plaintext 460.55 206.80%
FHE 537.06 257.77%

We also evaluated model performance in terms of prediction time of a single
sample. The results of the prediction time comparison are shown in Table 4. The
quantized plaintext model prediction has a dramatic increase of almost 210%.
On the other hand, the FHE model prediction time also has a dramatic increase
of almost 260% due to the quantization and the expected increase in running
time of FHE computations.

6 CONCLUSION

We have shown that Concrete ML can be used in enabling fully homomorphic
encryption for viral strain classification using logistic regression. We have also
shown that Concrete ML can be used in a way that is similar to a normal ML
workflow. There is no need for parameter setting and choosing the appropriate
encoding scheme for the data, which is needed when we are using FHE libraries.
With Concrete ML, it would be easier to implement machine learning models and
deploy them in a privacy-preserving manner for genomic data. Its performance
on classification tasks is comparable to that of scikit-learn. However, a major
roadblock remains before it can be widely adopted due to the high computational
time required. This high computational time is a major problem in all FHE
libraries which hinders its adoption in practice. We might need to wait for the
next generation of FHE libraries to be developed before FHE can be widely
adopted in practice.

7 DATA AVAILABILITY

The datasets used in this paper (described in subsection 4.1) can be accessed
via GISAID’s EPISET ID EPI_SET_230520sm and is accessible via https://doi.
org/10.55876/gis8.230520sm.
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Fig. 1: The confusion matrices for the different models
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source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
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