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Abstract. In this paper, the problem of carbon emission data sharing using block-
chains is studied. To avoid data leakage, the data is usually encrypted before up-
loading to the blockchain. To enable flexible searching, a symmetric key search-
able encryption is applied, where the blockchain can transform any index cipher-
text into a searchable one. We give a rigorous system model and related security
definitions. We also analyze and evaluate the performance of our scheme. The
results of our experiments show our scheme is secure and efficient.

Keywords: blockchain, Carbon Emission Data, access control, data privacy.

1 Introduction

Carbon emission related data from the grid has become a crucial data to quantify carbon
emission [1]. However, these data are closely related to an enterprise’s actual produc-
tion, hence it is essential to ensure boarder of the how information is used and shared.

On the other hand, blockchain is decentralized ledger, and widely used for data shar-
ing [2], but the naive uploading data on blockchain will certainly leak information. A
common method is to encrypt the data before storing it on the blockchain. But then,
data usability is a problem since traditional encryption prevents data usage [3]. En-
crypted data loses its original semantic characteristics, making it difficult for users to
perform data retrieval and meet fine-grained access control requirements.

To solve these problems, we consider to use searchable encryption and attribute-
based encryption. Searchable encryption [4] is a special encryption technology that al-
lows users to perform search operations on encrypted data without decrypting it. The
known schemes can support different types of search functions. For the large volume
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data, numerous users, and varying retrieval permissions, symmetric searchable encryp-
tion scheme [5,6] is desirable, which allows control over the searchable range for dif-
ferent types of users, while supporting both single-keyword and multi-keyword
searches. Attribute-based encryption is an advanced encryption technology that allows
access control of data based on user attributes or attribute sets. Compared to traditional
encryption technologies, attribute-based encryption provides finer-grained access con-
trol, enabling encryption access permissions to be customized based on the user's iden-
tity, role, or other attributes. Attribute-based encryption technology is divided into Key
Policy Attribute-Based Encryption (KP-ABE) and Ciphertext Policy Attribute-Based
Encryption (CP-ABE). CP-ABE, by embedding the access structure in the ciphertext
and the attribute set in the key, ensures that only users meeting specific attribute con-
ditions can decrypt the data, thus providing flexible data access control. Here we choose
CP-ABE, achieving mandatory access control and addressing the timely revocation of
user permissions, ensuring both the security and flexibility of data sharing.

Our results. We introduce a framework for sharing power grid data based on attrib-
ute-based searchable encryption, which enjoys retrievability and fine-grained access
control for encrypted power grid data. In particular, by subdividing user attributes into
attribute names and attribute values, a linear secret-sharing mechanism is used to par-
tially conceal access policies. In addition, the scheme constructs a binary tree structure
to distribute attribute group keys, optimizing key management and implementing dy-
namic revocation of user attributes. Furthermore, the scheme integrates multi-keyword
search functionality, significantly improving the efficiency of encrypted data retrieval,
making data access more flexible and efficient.

2 Preliminary

2.1 KEK Binary Tree

A KEK binary tree is special binary tree, where each node v; in the tree stores an in-
dependent and random symmetric key denoted by KEK;. The path from the leaf node
to the root node is defined as the path key (cf. Figure 1).

2.2 Attributed Based Encryption

Sahai and Waters [7] introduced the concept of attribute-based encryption (ABE),
which features fine-grained access control on data. Later more efficient ABE scheme
was proposed. To date the most efficient one is [8,9,10].
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Fig. 1. KEM binary tree

The Model

System Model

3.1.1 Network.

We assume the users are connected via secure channels, which mimics the current

Internet communication with TLS or IPSec. The network is synchronous in the sense
that data will arrive the target user within a fixed time epoch.

3.1.2 Players and Workflow.

The system model consists of four entities: power grid users, data users, the block-

chain, and the key generation center (KGC). The workflow is depicted in Figure 2.

The scheme consists of seven stages: system initialization, key generation, data en-

cryption, re-encryption, data retrieval, data decryption, and ciphertext update, involving
the following ten polynomial-time algorithms:

1

2.

. Setup(A) — (PK, masterKey), run by KGC, takes security parameter A as input,

and outputs a public parameter PK and a master key masterKey.
ABEKeyGen(PK, masterKey, S) — sk, run by KGC, takes PK, masterKey and
data user u a set of attributes S as input, and outputs a secret key sk for data user
u

. KEKeyGen(u,) — PK,, run by the blockchain, takes data user’s ID u, as input, and

outputs a path secret key PK,.

. Encrypt(PK, W, m, F) — (CT, I,), run by power grid user, takes public parameter

PK, keyword set W, data m, and access policy F, and outputs ciphertext CT and
index ciphertext [, for the corresponding keywords.

. ReEncrypt(CT,G) — (CT"), run by the blockchain, takes ciphertext CT and a set

of attributes G as input, and outputs re-encrypted ciphertext CT'.

. Trapdoor(PK, sk, W') - (T,), run by power grid user, takes public parameter PK,

secret keys for his attributes sk and set of keywords W' as input, and out-
putssearch trapdoor Tj.



410 S. Huang et al.

7. Search(PK, Tq IW) — (CT’,Hdr), run by the blockchain, takes public parameter
PK, search trapdoor T, , index ciphertext Iyy for the corresponding keywords as
input, and outputs re-encryption ciphertext CT' and ciphertext header Hdr or L.

8. Transform(PK, sk’,K.) — (K;), run by data user, takes public parameterPK, trans-
form key for his attributes sk’ and transformed key K. as input, and outputs
(CT',Hdr) or L.

9. PartDecrypt(PK, K;,CT") — PCT, run by the blockchain, takes public parameter
PK, transform key Kj, re-encryption ciphertext CT' as input, and outputspartial de-
crypted ciphertext PCT.

10. Decrypt(sk’, PCT,K,) — m, run by data user, takes the transformed secret keys for
his attributes sk’, partial decrypted ciphertext PCT , transform key K, as input,
and outputs power grid data m.

KGC

E
Access policy Issue secret
key Unauthorized User
: A 8 m

\ccess request
Power Grid User “ Data User
(Data Provider)
Upload searchable Retrieve data
encrypted data

Block; Blocki,; >  eseese —’

Blockchain

Fig. 2. System Workflow

3.2 Security Definitions

We consider data privacy and search correctness.

Definition 1 (Confidentiality) We require that a set of users other than the enabled
user sets with the prespecified attributes should not have any information of the target
ciphertext.

Definition 2 (Search Correctness) We require that a user with correct search token,
can correctly find a data using search trapdoors.

4 The Proposed Scheme

The scheme consists of seven stages: system initialization, key generation, data encryp-
tion, re-encryption, data retrieval, data decryption, and ciphertext update, involving ten
polynomial-time algorithms. The following scheme is a natural combination of an at-
tribute-based encryption scheme and a searchable encryption scheme of multiple users
and multiple keywords.

e Setup(1) — (PK, masterKey)
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The key generation center initializes with a security parameter A. It selects two cyclic
groups of prime orderp, G;and G, with g as the generator of g, € G;. Given a bilin-
ear pairing e:G; X G; > G, and two hash functions H;:{0,1}* > G; and
H,:{0,1}* - Z,-, compute each attribute T; = Hl(att(i))Ti = Hl(att(l)) in the at-
tribute set. The key generation center randomly selects a, 3, and p from Zp*, and com-
putes e(g,g)% gP and g*. The center saves masterKey = {a, B} and publishes pub-
lic parameters PK = {G,,G,, p, e, e(g g)% g" g" Hy, H,, Ti}.

¢ ABEKeyGen(PK, masterKey, S) — sk

1. The key generation center selects a random number X € Zj,, computes K = g*B,
K, =g* K, =/x and K; = g*. Additionally, the center randomly selects y €
Z;, and computes K, = (g*g")P/*, K = g¥¥/F, and K; = (T;"*)*/F. The center
sends the attribute key k = {S,K, K, K,, K3, K4, K, K;} to the data user.

2. The center sends each attribute name i and its corresponding attribute group G; to
the blockchain.

¢ KEKeyGen(u,) - PK;:

The blockchain defines a KEK binary tree for all users, assigning each user a unique
leaf node. Each node v; in the tree stores an independent and random symmetric key
denoted by KEK;. The path from the leaf node to the root node is defined as the path

key. The blockchain assigns each user a path key PK, from the KEK tree.
e Encrypt(PK,W,m,F) - (CT,I,,):

1. The power grid user randomly selects a symmetric key k and encrypts the power
grid data mm to obtain the ciphertext C = Ency(m). The ciphertext C is uploaded
to the blockchain for storage, and the system returns the storage address R.

The power grid user selects a multi-keyword set W from the data, which contains d
keywords. For each w; € W, randomly select ¢ and ¢, from Zj, and compute
Cw, = gH2(WB®) | Ky, = g1, CKy, = g®#, CKyy, = g"®. The multi-key-
word index ciphertext is I, = {CWj,CKWl,CKWZ,CKW3}.

2. The power grid user encrypts the symmetric key k and file address R with the access
policy F = (M, p, T), where MM is an 1 X n matrix, p is a function mapping the
matrix M to attribute names, and T = {tp(i)}i € [1,1] is the attribute values asso-
ciated with (M, p). The user randomly selects a vector v = (s, vy, ...,v,) with
Vy, .,V € Zj, to share the secret value s € Z. For each i € [1,1], compute A; =
M; - v, where M; represents the i-th row of the matrix. Additionally, for each i €

[1,1], randomly select r; € Z;, and compute C, = ke(g,g)*, Cr = Re(g,g)**,

C,= g%{Bi= g"™,C = T‘:(:)i'tp(l),Di = g"iYicqy - The ciphertext is CT =
{F,Cy, Cg, Cy, {By, C, Di}igp1 1y, Where F = (M, p) is the remaining access policy
without attribute values.

3. The power grid user uploads (CT,I,,) to the blockchain for storage.

e ReEncrypt(CT,G) —» (CT'):
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1. For each G; € G, the blockchain randomly selects 0; € Z7, where G represents the
attribute groups corresponding to all attribute names in the ciphertext access policy.
The  re-encrypted  ciphertext is  CT' = {F,C,Cg, Cy {Bi = ghM ¢ =

—ritpe )1 .
(Tp(i) p()) ,Di = gr‘}ie[l,l]}-

2. For each G; € G, the blockchain selects a root node in the KEK tree that covers all
users in G;. This is denoted by KEK(G;). This set covers all users in G;, and users
notin G; cannot access any information in KEK(G;). The blockchain uses the sym-
metric keys from the KEK(G;) set to encrypt the attribute group key 6;, resulting in
the ciphertext header information Hdr, where Hdr= (i€
[1,1]: {Enck(ei)}KeKEK(Gi))'

3. The blockchain saves (CT', I_W, Hdr). After storing the related data, the deployed
smart contract generates the hash value, timestamp, and transaction initiator infor-
mation of (CT', I W, Hdr) and uploads it to the blockchain. After consensus is
reached among the blockchain nodes, the transaction ID is returned.

e Trapdoor(PK,sk,W’) - (Tq):

1. The data user inputs the attribute key sk and the multi-keyword set W' to generate
the search trapdoor. For each w; € W', the user randomly selects q € Zj, and cal-

culates Y; = K9,Y, = K,4,Y; = Zﬁ’:l gHZ(Wl’)B ,Y, = g" The search trapdoor is
Tq ={Y, Y, Y3, Y, }.
2. The data user uploads the search trapdoor T to the blockchain, invoking the search

smart contract deployed on the blockchain.
e Search(PK, T, Iy) - (CT’,Hdr):

The blockchain matches the search trapdoor Ty with the multi-keyword index ci-
phertext I, , verifying whether the following equation holds:
e(Yz, Csz)e (]_[]-d;1 ij ,Y4) = e(Yl, CKWl)e(Y3, CKW3). If the verification passes, the
blockchain returns (CT', Hdr) to the data user, and the smart contract updates the search
status to Sch = 1. Otherwise, the search fails, and the blockchain returns L, with the
smart contract updating the search status to Sch = 0. The smart contract records and
uploads related transaction information such as search status, transaction initiator,
timestamp, and other details to the blockchain, and after consensus is reached among
the blockchain nodes, returns the transaction ID.

e Transform(PK, sk’,K,) - (Kp):

1. When the data user receives (CT’, Hdr), they obtain all the attribute group keys 6,
corresponding to the attributes they own from Hdr. Then, the data user uses the at-
tribute group keys 6; to update the attribute key to get sk’, where sk’ =

x710i
{s, KKy Ky Ky K, K = (08| ovie Is}-
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2. The data user randomly selects T € Z5, calculates K, = g'", K, = K, K, =
(g“g“y)% - g*. The data user sends the transformation key K; to the blockchain,
where K; = {Kg = (gy)%, Kg = (g“g“y)%, K| = [(Tiy'si)%]ei Vi € Ig).

e PartDecrypt(PK K;, CT’) » PCT:

When the blockchain receives the transformation key K; from the data user, it de-
cides whether to perform the partial decryption algorithm based on the ciphertext's ac-
cess policy F = (M, p). Ifthe data user's attributes do not satisfy the access policy F =
(M, p), it returns L ; otherwise, for I = {i:p(i) € I} c {1,2, ...,1}, the blockchain
needs to find a set of coefficients f; € Z; such that Y¢; f;M; = (1,0, ...,0), hence
Y.ieifid; = s. The blockchain returns the partial decryption ciphertext PCT to the data

e(CnKe) =
(Tier(e(Br.Ks)e(C}Ks)e(Kp.Di)'D = e(gg) Fe(ge)™

user, where PCT =

e Decrypt(sk’,PCT,K,) > m:

1. After receiving the partial decryption ciphertext PCTPCT from the blockchain, the
data user decrypts CR and Ck in CT' to obtain the ciphertext file address R and
symmetric key k, respectively. The decryption is as follows:

K2 K2
Dec(Cg, sk', PCT, K,) = % Dec(Cy, sk’, PCT,K,) = % — k.

2. The data user retrieves the required data ciphertext from the blockchain using the
file address R, and then decrypts the ciphertext using the symmetric key kk to obtain
the plaintext grid data mm.

3. When the blockchain receives a membership change notification from the key gen-
eration center, it updates the attribute group keys 0; for attribute i affected by the
membership change. Suppose a membership change occurs in attribute group G;, the
blockchain randomly selects s’ € Z,, and a new attribute group key 6; to update
the ciphertext CT', while the attribute group key does not need updating. The up-
dated ciphertext is as follows: CT' ={F,C, = ke(g, 9)**s),Cp =
Re(g’g)a(s+s’)‘cn — gs+s”Bj — gu(llj+s’)‘Cj, _ (Tp—(g'tp(j)>91 (B, =

it O
gHd+s), ¢ = (Tp(g tpa)) Dy = 9" Bier e

4. Due to the update of the membership list for attribute j, the blockchain selects a new
minimum cover set for G; and uses the updated KEK (Gj) to form a new header for
the ciphertext CT’ , where Hdr = ({Enc,(6])} i€ [1,1\

{p(N}: {Enci (8:)}kexexcy)-

KeKEK(Gj)’

5 Security Analysis

Theorem 1 (Data privacy) If the ABE scheme and the searchable encryption are se-
mantically secure against chosen plaintext attack, our scheme achieves data privacy as
Definition 1.
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Proof. We only give the proof sketch. Since all the grid data is encrypted using ABE,
no PPT adversary can gain essential knowledge as long as the secret key it controlled
cannot meet the prespecified attributes. On the other hand, the index ciphertext is inde-
pendent from the data. Hence, we can conclude our scheme is semantically secure.

Theorem 2 (Search correctness) If the searchable encryption has correctness, our
scheme provides search correctness.

Proof. We only give the proof sketch. Note that ABE ciphertexts do not affect search
correctness. It is easy to see that if the underlying searchable encryption scheme is cor-
rect, so it is with the whole scheme.

6 Performance Evaluation

We implement our scheme using NTL library and Charm on a server with 5th Gen Intel
Xeon CPU with 32 cores runs at 4.1GHz with ITB memory. The operating system is
CentOS Stream 9.
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Fig. 3. Encryption/ Decryption Time and Searching Performances

As shown in Fig. 3, we measured the encryption and decryption time for IMB of
data. For 80 attributes, both encryption and decryption were completed in less than 0.01
seconds. Additionally, we evaluated the query processing time. For 50 keywords over
50,000 records, the search time was at most 0.005 seconds. These results demonstrate
the practicality of our scheme.
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7 Conclusion

We proposed a scheme for power grid data sharing using blockchains using attribute-
based encryption and symmetric searchable encryption. The results of our experiments
show our scheme is secure and efficient. We remark that future research should further
improve the throughput of the online search phase.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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