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Abstract. Introduction with e-Government Anticipating the involvement of 

electronic systems by organizations on a wider scale, e-Government was born out of 

necessity. But, current frameworks are primarily centralized constructs and are 

prone to cyberattacks and data breaches. A decentralized e-Government framework 

based on blockchain and equipped with Artificial Immune System (AIS) to improve 

security and privacy is presented in this paper. Along with the AIS driven system of 

anomaly detections, the framework also makes use of the encryptions/ transaction 

validations/ immutability features from the blockchain network to protect itself from 

internal and external threats. We evaluate the proposed system performance through 

the Ethereum-based VIBES simulator and publicly available datasets, which 

confirms the provision of secure e-Government operations. 
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1 Introduction 

E-Government: E-government digitization means to improve the significance of 
public service delivery and access to the service but security and privacy issues arise 
from unauthorized data access and cyber-attacks. Traditional e-government systems 
are designed based on a centralized server which makes them susceptible  to 
vulnerabilities such as single point of failure. To overcome these issues, this paper 
presents a e- Government systems method to identify the anomalies, and this system 

used the Artificial immune Systems (AIS) to identify and mitigate the undesired 
traffic. Learning methods emulate decentralized decisions in which agents  seek to 
collaborate in the identification and elimination of those anomalies.

The suitability of DCA for the proposed system results from its ability to process 

streaming data effectively, combined with its self-organizing, scalable, and adaptive 

features. In this structure DCA is a core part of e- Government blockchain monitoring 

and protection system which encounters the threats and failures both internal and 

external in real-time. In the procedure e-vibes simulator designed to visualize 

Interactive Blockchain Extended Simulations, the overall structure is evaluated and 

toolmap referred to as off-chain data storage for e-Government systems is introduced. 

This study introduces a blockchain-based e-government framework integrated with 

AIS for anomaly detection. The approach enhances security, resilience, and data 

integrity in digital governance. With blockchain's immutable nature, data breaches and 

© The Author(s) 2025
S. Kannadhasan et al. (eds.), Proceedings of the International Conference on Sustainability Innovation in 
Computing and Engineering (ICSICE 24), Advances in Computer Science Research 120,
https://doi.org/10.2991/978-94-6463-718-2_3

mailto:kartheeswaribabu@gmail.com
http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-718-2_3&domain=pdf


Fig.1. Anillustration of anin corruptible blockledger. 

Innovative solutions emerge by leveraging the secure nature of blockchain for both 
data storage and transaction validation. The decentralized ledger means information 
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unauthorized access attempts can be significantly reduced. Additionally, AIS provides 
a dynamic mechanism to detect evolving cybersecurity threats, ensuring system 
robustness over time. 

2 Literature Review 

Prior research on e-government adoption in developing countries highlights privacy 
concerns and security risks. Blockchain offers decentralization and immutability to 
solve the risk of traditional infrastructures. The decentralization of information 
storage through blockchain can eliminate single points of failure drastically reducing 
the incidence of cyberattacks, ibid. Artificial Immune Systems  (AIS)- proven by their 
resemblance to human body immunity system being powerful enough to both identify 
as well as mitigate security threats. Some of the anomaly detection schemes  by Davis 
et al. (such as Dendritic Cell Algorithms (DCA)) have been done, exploring this 
approach. It then goes on to outline those technologies in order to create a robust e -
government framework that integrates blockchain and AIS to give it even greater 
security. 

3 Methodology 



Fig. 2. Secure and Privacy-Aware Architecture for e-Government. 
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cannot be changed without agreement from the parties on the network, adding greater 
integrity to data. Fig 1 show the Anillustration of anin corruptible blockledger. 

The Dendritic Cell Algorithm (DCA) is a type of AIS that identifies aberrations in  a 
network and login attempts. Fig 2 show the Secure and Privacy-Aware Architecture 
for e-Government. This algorithm works a lot like biological immune response, 
which allows real time threat detection and elimination. The Adaptable Intelligence 
System (AIS) continuously adapts from these evolving attack methodologies and 
handle more robust usage patterns detected on the deep web or darkweb. Inference 
metrics such as accuracy, detection rate, and response time are used to  evaluate the 
performance of the system. Fig 3 show the Optimized GA- DCA Fine- Tuning the 
Testing Accuracies. 



Fig.3. Optimized GA- DCA Fine- Tuning the Testing Accuracies. 

4 Experimental Results 

The framework was tested on two publicly available datasets: CERT and 
UNSW_NB15. CERT provides real-world attack simulations, while UNSW_NB15 
offers diverse cybersecurity threat scenarios. Both datasets were used to assess the 
framework's anomaly detection capabilities. 

Experimental findings demonstrate high accuracy in detecting insider and external 
threats. Comparative performance analysis with classifiers such as J48, Naïve 
Bayes, Support Vector Machine, and Artificial Neural Networks confirms the 
effectiveness of the proposed system. The system's anomaly detection accuracy 
surpasses conventional security solutions, proving its suitability for e-Government 
applications. 

In addition to detecting explicit threats, we also explored the potential of analyzing 
noisy but valuable data collected from online healthcare forums, which often 
contains symptoms that are not explicitly reported. Our findings aim to enhance 
both online and offline diagnostic tools. We propose using a method called 
"Context Care" that combines  networks for diagnosing, symptom co-occurrence, 
and illness progression to learn latent representations   of   diseases   and   their  
associated   symptoms. Fig 4 show the Rates of detecting both external and internal 
threats. 
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Fig.4. Rates of detecting both external and internal threats. 

Additionally, system latency and transaction throughput were measured. The 

blockchain-enabled framework ensures that transactions are processed securely while 

maintaining high throughput. Fig 5 show the number of transactions per second 

against the number of E- Government nodes. The study found that block generation 

time remained consistent even under heavy transaction loads, emphasizing the 

system’s efficiency. Fig.6 show the Time Required in Milli Seconds to Add A New 

Block to The Blockchain Network.  

Fig. 5. The number of transactions per second against the number of 

E- Government nodes.
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Fig. 6. Time Required in Milli Seconds to Add A New Block to The Blockchain Network. 

5 Conclusion 

This research presents adecentralized e-government framework combining blockchain 
and AIS for enhanced security and privacy. The system mitigates cyber threats while 
ensuring transparency and accountability. Unlike traditional systems, this approach 
minimizes reliance on a single authority, reducing potential vulnerabilities. 

Future work includes integrating AI-driven optimization for scalabilityand efficiency 
improvements. AI techniques can further enhance the framework’s  adaptability by 
predicting attack patterns and adjusting security protocols accordingly. Research will 
alsofocusonreducingcomputationaloverheadassociatedwithblockchaintransactions  
while maintaining security. 
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