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Abstract. Security is a major concern for business applications. With the
intertwined dependencies of various security measures to secure an enterprise
application, security must be included in the development process since its
inception, i.e. from requirements gathering till the operation of the software.
Various security controls are available to secure process as well as software
product. Security consideration during the development process can lead to
secured software. It can be supported by the help of security framework that
considers security at managerial level, design and development. The capability
to measure the security efforts throughout the development process may help to
judge the overall security of the software. In this paper, we provide an emergent
tool to analyze security efforts, and controls are integrated while developing
secured software system. The Security Factor shall facilitate the development
team to identify security efforts during the development of software using
Software Product Security (SPS) framework. It shall also support in determining
the improvement areas for secured software product development process.
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1 Introduction

The complexity of software give rise to improperly designed software leading to
insecure software.The complexity is due to multiple and complex dependencies and
integration that may lead to inadequate or overlooked secure design and
implementation. Secure design needs to consider various security aspects before the
inception of implementation process. The insecure software is subject to variety of
attacks that may include gaining unauthorized access, data leaks, etc. It also leads to
exploitation of software weaknesses. Thus, the insecure software increases the
likelihood of attacks, and enhances maintenance cost and lost opportunity cost.
Increasing security breaches are the result of the security vulnerabilities present in the
software systems. These vulnerabilities are the consequence of insure design and
coding [1]. Thus, it is crucial to consider security at every stage of the Software
Development Life Cycle (SDLC) [2]. This shall lead to fewer security issues and
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speedier defect handling. Incorporating security during software development shall
also reduce the overall cost of software [3].

Security breaches lead to financial burden on the business that include legal liabilities
and recovery of data. Hence it is important for the businesses to consider secured
software as one of the objectives. Businesses that consider security as one of the
organizational policies, assists in supporting the development of secured software
system. A security framework further encourages development of secured software
system since its inception. It outlines the activities that are responsible for the creating
secured software. It may act as a blueprint for the secured development process of
software. It shall support an organization to decide key security functionalities
required to safeguard the software system. Such a framework designed to minimize
the number of vulnerabilities and lessen the potential impact of the unaddressed
vulnerabilities [4]. The following section of the literature review details certain
frameworks.

2 Literature Review

A number of frameworks are available to alleviate the business risks due to security.
Secured software can be the result of the framework that uses twelve practices divided
in four domains - Governance, Intelligence, SDL TouchPoints and Deployment [5].
Another framework describes security in terms of business resources and divides
security in seven domains such as people and industry, data and information etc. [6].
Enterprise Software Security Framework (ESSF) is a structure that focuses on
security in an enterprise at executive and application portfolio level [7]. Security IT
framework merges elements of security framework and security policy domain.
Security framework includes industry standards, policies and procedures, and security
services; while security policy domain elements cover data protection, data
classification, risk management, and so on [8]. An integrated three-stage framework
based on security regulation analysis discusses eight security activities for secure
development requirements and system security requirements [9]. The frameworks are
mostly concerned with the overall security of the system. Another framework Secure
Software Development Framework (SSDF) organizes security practices into four
groups viz. Prepare the Organization, Protect the Software, Produce Well-Secured
Software, and Respond to Vulnerabilities. It discusses what all security to be added to
and integrated with each SDLC phase [4]. In our previous work, we developed
Software Product Security (SPS) framework that may systematically incorporate
security throughout the software product development process [10]. These
frameworks do not provide a method that can help to judge the impact of the efforts of
the development team in incorporating security in the software developed using a
framework.

Security attacks are related to the vulnerabilities being identified. Hence, security
strength of software system must be recognized as it is considered equivalent to the
market price of such vulnerability [11]. In this paper, we suggest a mathematical
model that estimates the security concerns of the system using SPS framework. In
Section 3, we provide a brief review of SPS framework. The Security Factor of SPS
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framework is proposed in Section 4. A case study on ERP system of an engineering
institute to elaborate on Security Factor is presented in Section 5. Finally, in Section
6, we present results and conclusion

3 Software Product Security Framework

The generalized Software Product Security framework is designed to develop secured
software. It consists of three layers viz. control at top, security aspects in middle and
development at the bottom. The layered SPS framework helps to consider security as
an overall organizational control. It may also facilitate in providing guidelines for
incorporating security systematically from the pre-development phase within the
product itself [10]. The SPS framework can be summarized in Table 1:

Table 1. Summary of SPS framework

Layer Purpose Key Activities

Policy formulation and implementation,
minimum permission using principle of
least privilege, separation of duties,

Governance and

Control Layer . documentin securit requirements
Y Managerial Control . & Y. d ’
security planning, training the system
designers as well as developers for security
implementation
Identification of . . .
de t. cation o Identification of functional and
security features such . . .
. . non-functional security requirements,
Security Aspects as attributes of . . .
. . compliance with standards, use of security
Layer security, security

standards, using tools to design security, use

standards, technology of security checklist

and checklist
Follow Secured Software Development

Implementation of process, software process management

security measures models like CMM and ISO 9001 and the
software metrics

Development Layer

4 Security Factor of the SPS Framework

In this section, we put forward a proposal to evaluate security of the software product
taking into account the features of SPS framework. Thus, we try to develop a
mathematical model to estimate the security involved in a software using the
framework. The security concerned can be represented through Security Factor
(F,).The security factor is estimated on the basis of our previous work on SPS
framework which is discussed in Section 3. Let k, 1 and m be the total measures for
each layer of the framework and let W,1, W,2 and W,3 be the weights assigned to
the measures of control layer, security aspects layer and development layer
respectively. The weights can be represented by the binary values 0 and 1 for the
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absence or presence of the characteristic of the layer. Figure 1 mentions the steps to
calculate the Security Factor.

Identify the roles of Control Layer

|

Identify the mechanisms of the Security Aspects layer
Identify the mechanisms of the Development layer
Identify the absence or presence of these roles and mechanisms

Calculate the security through Control layer, Security Aspects layer,
and the Development Layer

Calculate the Security Factor

Fig. 1. Steps to find Security Factor
The security factor can be calculated as follows:

Let the function W, (i, j) specifies the mechanisms and roles of the three layers of the
SPS framework.

W, (i, j) = 1, if j" assessable security feature at i layer exists
=0, otherwise

k
D wAQ, )/ k

Then, Security via Control Layer, Sp; = /=

Security due to Aspects Layer, S, = /=

m

D WAQ, j)/m
and, Security through Development Layer, S, = /=

where k, 1, and m > 0. Then, Security Factor (F)can be expressed as:

1
Fs = g [SCL + S4ar + SDL]

1 k / m
Fi= —[ X WAQ, )/ K+ X WAQ, )I1+ 2 WAG, j)/m}
3|/ : :

or, J= J= J=

(1

The value of F can range between 0 and 1 i.e. 0 < F, <1
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5 Case Study

The Engineering College ERP system is designed to help manage various aspects of
the college such as admissions, staff details, student details, course details, transport
facility, examination scheduling and results, details of fee and library resources etc.
and manage portal for accessing such details. It also supports in academic planning,
activity calendar, student attendance, leave management, lesson plans, and many other
such aspects. Given the sensitive nature of the data it handles, the SPS framework is
utilized to bolster its security.

The software development process of the ERP system is controlled by the governance
i.e. the management of the college, the director, and Head of the Departments (HoDs)
to achieve security objectives such as confidentiality, availability and integrity of
information to its users. The managerial level consists of IT manager who helps to
decide security policies and guide the development team by educating through
training sessions. It also decides roles and responsibilities of the various stakeholders
in consultation with governance. For example, the admission team is allowed to enroll
the students and edit the details, if required, while the faculties are only allowed to
view these details. Similarly, the CCE marks are input by faculties, while admission
team is not allowed to view these data. The control should also illustrate that all the
agencies required for software development shall be working properly. The
management did not consider on risk assessments and security considerations to
achieve secured software while achieving the security attributes were considered
through control. Security can also be incorporated by specifying minimum security
permission for the various types of users based on their roles. Hence, minimum
permissions were defined for students, faculties and other roles. The separation of
duties has not been considered by the managerial team. Based on the security
objectives, security policies, the development team is guided by the governance on
documenting security requirements, development, and testing. The efforts have not
been put forth to train the system architects and the programmers.

The security features of ERP system have been identified through the security aspects
layer. The mechanisms to be considered are Confidentiality, Integrity, Accountability,
etc. In this regard, security requirements relate to authentication, authorization,
confidentiality, privacy etc. These security attributes have not been explicitly
considered during the requirements gathering stage. Further, security standards from
National Institute of Standards and Technology (NIST) have been used to achieve a
secured product [12][13]. The development process overlooked any of the
methodologies for gathering secured security requirements with the tools like
Software Security Requirements Gathering Instrument (SSRGI) and SQUARE
[14][15]. Static code checkers have been used to identify common flaws in coding
while traceability matrix, penetration testing and fuzz testing have been used for
identification of security loopholes [16]. A security checklist for requirements, design,
coding issues facilitated to achieve more secured product.

The security aspects of ERP are then implemented with the help of control
mechanisms being identified. The development process followed includes
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Touchpoints from Cigital which focuses on best security practices. Further, the
development process also considers the prevalent security flaws as listed in CWE,
CVE, OWASP etc. The quality of the software is enhanced by employing Team
Software Process (TSP) and Personal Software Process (PSP) [17]. The organization
did not use CMM/ ISO for quality improvement. Moreover, security metrics have not
been used for quality assurance.

Based on the roles and mechanisms, ERP development process have k=12, 1=6, and
m=5. The weights assigned to the variable codes at the three layers are illustrated in
Table 3, Table 4 and Table 5. The weights assigned are based on absence or presence
of security consideration of the various identified factors of the three layers of the
SPS framework as described in Section 4.Equation 1 can be used to compute the
Security Factor F.

6 Results and Conclusion
The Section 3 establishes a mathematical model to identify the security level that can
be achieved using the SPS framework. Based on the case study in Section 4, the

results are summarized in Table 2.

Table 2. Security Factor from Three Layers.

Layer Security Through Layer Measurable Security
Control Layer Sew 0.667
Security Aspects Layer A 0.667
Development Layer Spr 0.600

On combining the results of the three layers, F, = 0.645. It indicates that the software
evaluated using the SPS framework is estimated to be 64.5% secured. The security
gap mainly owes to the non-consideration of security risk assessment, absence or low
training to the programmers and system architects to focus on secured software
development and implementation of separation of duties. Further, the end software
product shall feature the security attributes. These attributes must be considered since
the inception of the development process. They can be gathered using secured
requirements gathering tools. Lack of specifically gathering security requirements
also owe to security gap.There is also a need to study the current security flaws so that
best security and development process can be followed by the system designers and
developers.CMM/ ISO and similar standards may possibly enhance the overall quality
of the software. The security metrics shall support security considerations throughout
the development process, thereby enhancing the product’s security.

Security is an emergent property of the software that shall help to safeguard the
business system against loss and theft of important data. In this paper, we described
SPS framework that provide the holistic approach to security. Further, we formulated
Security Factor, F, to evaluate software product being developed considering the
features of SPS framework. It can be concluded that F| shall help determine the
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improvement areas with respect to the three layers of SPS framework to ensure
development of secured product.

Table 3. Roles and Sample Weights of Control Layer

Variable Codes Roles Weights
W, (1.7)

C1 Manage achieve security objectives 1

C2 Deciding the policies to implement security 1

C3 Guiding the development team 1

C4 Defining the roles and responsibilities 1

C5 Ensuring that entire development team is working in accordance 1
with the norms of secured development

Cé6 Incorporating security considerations and performing risk 0
assessments

Cc7 Attaining security attributes 1

C8 Define minimum access permission 1

Cc9 Instituting separation of duties 0

C10 Provide guidance on documenting security requirements, 1
secured development and testing

C11 Provide training to focus on secured development process to the 0
system architects

C12 Provide training to consider security during implementation to 0

the programmers or backend developers

Table 4. Mechanisms and Sample Weights for Security Aspects Layer

Variable Codes ~ Mechanisms Weights
Wa(2.))
Al Contribution of security attributes (Confidentiality, Integrity, 1
Accountability etc.)
A2 Consideration of security attributes in the security 0
requirements stage
A3 Security standards (e.g. CC, NIST etc.) to achieve a secured 1
product
A4 Use of tools in security requirements gathering 0
A5 Use of tools in coding andtesting help in developing more 1
secured product
A6 Security checklists for requirements, design, code issues etc. 1

for more secured product

Table 5. Mechanisms and Sample Weights for Development Layer

Variable Codes ~ Mechanisms Weights
W, (3.)
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D1 Secure Software development methodology followed 1

D2 Consideration of security flaws during development process 1

D3 Follow Team Software Process and Personal Software Process 1

D4 Use of CMM/ ISO etc. 0

D5 Use of security metrics 0
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