
Patidar2

A Secure Device Identity Mechanism for IoT-Enabled 
Smart Buildings Using RFID and ESP32 

Jay Singh1* , Chandra Prakash 

Abstract.  The Internet of Things provides efficient and affordable solutions to 
everyday problems, improving human life quality. In addition, having a safe and secure 
environment is life-sustaining for all. The concept of a ‘smart home’ has grown in 
popularity in recent years. A smart home is a set of issues like intelligent 
decision-making, secure identification and authentication of IoT devices, and constant 
communication. Currently, we are investigating a scalable and secure device identity 
management system in IoT-enabled smart buildings. In this work, we propose an 
RFID-ESP32-based system that addresses the specific needs of a smart building 
scenario, characterized by the fast growth of connected devices that demand efficient 
real-time protection against multiple threats. 
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1. Introduction

1.1 Background 

Smart building technology combines Internet of Things (IoT) devices to improve 
automation and efficiency, and it has recently revolutionized urban infrastructure [1]. 
From lighting to HVAC systems, IoT-enabled devices are the heart of ensuring 
operational efficiency, energy savings, and occupant satisfaction. However, increased 
connectivity also introduces the challenge of securing device access – 
especially because the number of connected devices continues to increase. A single 
compromised IoT device is enough to compromise an entire building’s network, 
requiring a robust authentication system capable of managing multiple devices 
securely and efficiently [2].  

2. Literature Review

Xuemei Li et al. proposed the Ubiquitous Smart Home Safety Management System 
(U-SHM) system that utilizes ubiquitous computing principles in ubiquitous 
environments to harness RFID and context awareness technologies to improve 
mobile commerce effectiveness and enhance the future quality of life.A safe and 
automated control system was developed utilizing an RFID-tagged ID card and 
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context-based light and temperature control with a sensor and RFID tag. The 
suggested scheme can incorporate several new smart home trends and issues into the 
U-MIDS in addition to supporting research efforts in Digital Life. This involves
video-based multimedia services, elegant identifying and tracking mechanisms, such
as wireless sensor networks and bioinformatics identification, home automation,
environmental surveillance and home security, home healthcare, etc. [3]

Author A. P. Nirmala et al. have explained Arduino UNO-based smart home 
automation system gives consumers complete control over any or all of the house's 
remotely controllable appliances. The synchronization of temperature, infrared, and 
smoke sensors is the primary component of the implementation. The smoke sensor 
continuously detects gas and smoke, and infrared sensing will identify the presence of 
obstacles like people [4]. The temperature sensor only works when the infrared sensor 
receives a valid reading; that is, when a human is spotted, the fans and lights are 
turned on mechanically without the need for an external input. The Arduino IDE is 
used to write the implementation code. Installing a face recognition capability and 
automatic fault detection could improve the smart home automation system [5]. 

Silpa Krishnan et al. discussed risk-based solutions to the problems as well as the 
risks related to the networks. Risks that are anticipated to arise in the Smart Buildings 
IoT network, rank the threats according to risk and then concentrate on countering the 
most significant threats. These locations use RFID, Zigbee, and Wi-Fi technology. 
Threats to the system include physical attacks, replay attacks, denial of service 
attacks, eavesdropping, spoofing, data manipulation or injection, man-in-the-middle 
(MITM), and packet rerouting. The effects of assaults on the Smart Building system 
include data theft, tracking of the user based on compromised data, privacy loss, data 
alteration, inaccurate reporting from the aggregator, system malfunction, denying the 
genuine user's request, and many more. Digital certificates, such as SSL certificates, 
can be used to improve eavesdropping protection. Time-testing methods can be used 
to identify the existence of MITM attackers in the event of MITM. High-level secret 
keys or passwords can be set up for mutual authentication between the parties to 
counteract the assault 

Olutosin Taiwo et al. presented the iHOCS (intelligent home control and security 
system), a cloud-based, all-encompassing smart home automation system. Through an 
Android mobile application, this system controls, oversees, and monitors a home's 
and its surroundings' security. The intelligent device module, the communication and 
gateway module, the management and decision module, the cloud computing module, 
the presentation module, and the security module are the six modules that iHOCS 
incorporates for its operation [4]. Here, a supervised learning approach called Support 
Vector Machine (SVM) is used to choose the best hyperplane for separating the 
feature planes of the labeled data. 

Author Gozde Dinc et al. discussed and suggested a smart home security system that 
uses Wireless Sensor Networks (WSN) to monitor a certain region. The system's 
effectiveness and coverage area are increased by using genetic algorithms to decide 
the positions of sensor nodes. A particular algorithm is used to target the location of 
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sensors [5]. One part of a big sensor network is a sensor node. The program utilizes a 
genetic algorithm to distribute the sensors, and then MATLAB plots the sensors in 
empty space to maximize the coverage ratio. This ratio computation is performed 
using the "im2bw" command which is MATLAB's built-in function. In this command 
is assigned a value of either 1 or 0 based on whether the integer given. 

2.1      IoT Device Authentication Techniques 

Access control in IoT Web applications remains a fundamental necessity and can be 
implemented using MAC-controlled authentication, NFC (Near Field 
Communication) technology, and Biometric access control methods. While these 
approaches provide security, they may not offer the quadratic scalability or 
cost-effectivity necessary for widespread implementation in IoT networks [6]. NFC, 
for example, has a short range, while biometric systems may be expensive and add 
latency to security systems. 

2.2      RFID in IoT Device Management 

RFID has marked its territory in effective, cost-friendly unique device identification 
as well as access control. RFID is a solution for managing the identities of devices 
[5], however, its application in the broader smart building stack has been less explored 
[8]. The existing literature base has been enhanced through this research, found to be 
a practical implementation of device access which can prove beneficial at scale 
through RFID integration into IoT. 

2.3      Problem Statement 

Conventional security solutions — biometric or password-based access, for instance 
— are inappropriate for IoT systems on a grand scale, especially when one considers 
their infeasibility in terms of scalability and costs. These systems can add latency and 
complexity making them impractical in environments where large numbers of 
devices need seamless integration. In this work, we seek an effective and affordable 
approach to identity management for IoT-enabled smart buildings that is also scalable 
by using RFID for device identification and the ESP32 microcontroller for real-time 
processing and authentication. 

3.     Methodology 

A series of actions, from device registration to authentication, make up the 
architecture as shown in Fig. 1.. 

 Registration of New Device: The RFID reader scans new electronic devices, 
d the central database stores their IDs. This step ensures that only pre-authorized 

 Authentication: Upon each access attempt, the RFID reader scans the device, 
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3. User Feedback: LEDs and the buzzer provide immediate feedback,
indicating access is granted or denied based on the database verification.

Fig. 1. Architecture diagram 

3.1      Workflow and System Architecture: 

When RFID tagged-based Devices are sensed with ESP32 Microcontroller, it will 
verify with an existing database. If the device is valid, the LED color will turn blue 
color, and the Buzzer will respond with a beep sound as shown in Fig. 2.  
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Fig. 2.   Data Flow diagram 

3.2      System Components and Functionality 

i. ESP32 Microcontroller: This microcontroller serves as the primary 
processor, interfacing between the RFID reader, centralized database, and feedback 
components. Its built-in Wi-Fi capabilities are essential for real-time processing and 
network connectivity [6] as shown in Fig. 3.. 

 
 

 
 

 Fig. 3. ESP32 Microcontroller 
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ii. RFID Tags: Each device is equipped with an RFID tag containing a unique
identifier. When scanned, the RFID reader sends this information to the ESP32, where
authentication processing occurs [10] as shown in Fig. 4.

Fig. 4. RFID Reader & RFID Tags 

iii. Google Sheets Database: Serves as a cloud-based database to store and
manage device IDs. Google Sheets is integrated with the ESP32 via APIs, enabling
real-time data storage and retrieval. Its cloud accessibility ensures easy scalability and
remote monitoring.

iv. Feedback Mechanism: Status messages are shown on an LCD display, and visual
and audible confirmation is provided by LEDs and a buzzer (green for access
permitted, red for refused) as shown in Fig. 5.

Fig. 5. LED & Buzzer 
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3.3      Tools for Implementation and Simulation 

 Arduino IDE: Programmed the ESP32 microcontroller for efficient data handling 

 Proteus: Used for circuit simulation, validating the system’s functional accuracy 

.  StarUML: Generated architectural diagrams to illustrate the relationship and flow 

4. Setup for Experiment and Output 

4.1      Hardware Implementation 

The system was tested with an ESP32 microcontroller, RFID reader, LED indicators, 
a buzzer, and an LCD as shown in Fig. 6. . Test cases included multiple registration 
and authentication attempts, with metrics collected on response time, accuracy, and 
user feedback. 

 
 

 
Fig. 6. hardware setup 

4.2      Reading of data from the sensor 

While setting the card reader near RFID, senses value and sends signals to the 
controller.   



 Fig. 7. reading information 

Values are displayed on the Arduino IDE when it receives signals. When RFID is 
authenticated and accepted, the LED color is turned into a blue color (as above in Fig. 
7.). 

 4.3      Testing with NFC-enabled devices: 

If any NFC (Near Field Communication) enabled devices are present with an 
identifying person, they can also authenticate. As card ID is also showing on the 
screen as shown in Fig. 8.. 

Fig. 8. NFC-enabled reading 

When NFC-enabled devices come into contact with an RFID reader, read and display 

the devices. 

Collection of Data over Google Sheet 

718 J. Singh and C. P. Patidar



 

 

 
 
 
 
 
 
 
 
 
 
 
 

 

 

200 milliseconds, supporting its suitability for real-time applications. 

on access status, contributing to a positive and intuitive user experience. 
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As ESP32 Microcontroller is connected over the internet with google sheet given in 
Table 1.. As a result, the devices get authentication over timeline and date. 

Table 1. Google Sheet database 

DATE TIME DEVICE 
NAME 

2024-11-05 18:19:20 DEVICE_1 
2024-11-07 14:28:28 DEVICE_2 
2024-11-07 14:30:33 DEVICE_3 
2024-11-07 14:30:57 DEVICE_3 
2024-11-07 14:36:28 DEVICE_2 
2024-11-07 14:37:08 DEVICE_2 
2024-11-07 14:37:37 DEVICE_2 
2024-11-07 14:38:14 DEVICE_2 

4.4      Results 

i. Device Registration and Database Accuracy: The system consistently 
registered   new devices, with all data stored accurately in the database. 
ii. Authentication Accuracy: The system demonstrated a 99% success rate in 
authenticating registered devices while denying unregistered ones. 
iii. Latency and Response Time: The average response time was approximately 

iv. User Feedback: LEDs and the buzzer provided clear and immediate feedback 

Tables summarizing the system’s response time, authentication accuracy, and user 
feedback metrics provide a quantitative perspective on system performance. 

5. Discussion 

5.1      System Efficiency and Practicality 

The RFID-ESP32 integration successfully meets the need for real-time, scalable 
device authentication within smart buildings. By using RFID, the system can provide 
secure, low-cost device identification, while the ESP32’s efficient processing ensures 
reliable functionality in high-density IoT environments. 

5.2      Compare on or after Different Systems 

Unlike complex biometric or NFC-based solutions, this system offers simplicity, 
scalability, and ease of implementation. The RFID-ESP32 combination minimizes 
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maintenance requirements while ensuring security, making it a practical choice for 
large-scale IoT applications.  

5.3  Limitations and Recommendations 

. RFID Range Limitations: The current RFID reader range restricts scalability.

ii. Database Scalability: As device counts grow, migrating the database to a
cloud platform may offer better scalability.
iii. Network Dependency: Reliable network access is required; introducing
offline capabilities would enhance resilience.

5.4  Future Directions 

i. Data Encryption: Adding end-to-end encryption between the ESP32 and
database would enhance data security.
ii. Cloud-Based Database: Moving the database to the cloud could improve
scalability and enable remote monitoring.
iii. Machine Learning for Anomaly Detection: Implementing machine learning

6. Conclusion

In this work, we proposed a scalable with secure device identity mechanism for 
IoT-enabled smart buildings based on RFID and ESP32. Due to its real-time 
device authentication, low latency, and ease of deployment, the proposed system is 
suitable for high-density IoT environments. We tested our approach to show that it is 
reliable and practical for the use case of near-real-time device authentication, while 
also being scalable in the future if coupled with cloud integration and enhanced 
protocols for data protection. Future enhancements like encryption and cloud 
integration, this solution holds promise for wide-scale application in advanced smart 
building infrastructures. 
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